
A Proposed Navigation Message Authentication
Implementation for Civil GPS Anti-Spoofing

Kyle D. Wesson, Mark P. Rothlisberger, and Todd E. Humphreys
The University of Texas at Austin

BIOGRAPHIES

Kyle D. Wesson is pursuing a Ph.D. in the Department
of Electrical and Computer Engineering at The Univer-
sity of Texas at Austin. He received his B.S. in Electrical
and Computer Engineering from Cornell University. He
is a member of the UT Radionavigation Laboratory and
the Wireless Networking and Communications Group. His
research interests include GNSS security and interference
mitigation.

Mark P. Rothlisberger received a Ph.D. in Mathematics
from the University of Texas at Austin. He received a B.A.
in Mathematics and Russian Literature fromWilliams Col-
lege. His primary research area is Analytic Number The-
ory, but is also interested in applied mathematics.

Todd E. Humphreys is an assistant professor in the depart-
ment of Aerospace Engineering and Engineering Mechan-
ics at the University of Texas at Austin and Director of the
UT Radionavigation Laboratory. He received a B.S. and
M.S. in Electrical and Computer Engineering from Utah
State University and a Ph.D. in Aerospace Engineering
from Cornell University. His research interests are in esti-
mation and filtering, GNSS technology, GNSS-based study
of the ionosphere and neutral atmosphere, and GNSS se-
curity and integrity.

ABSTRACT

A specific implementation of navigation message authenti-
cation (NMA) for civil GPS anti-spoofing is proposed. The
notion of GNSS signal authentication is defined in proba-
bilistic terms. This work proposes a practical, backward-
compatible NMA strategy for the civil L2/L5 civil navi-
gation (CNAV) message. The proposal is sufficiently de-
tailed to facilitate near-term implementation of security-
hardened civil GPS.

I. INTRODUCTION

In the decade since Selective Availability was discontinued
in 2000, civil technologies based on the Global Positioning
System (GPS) have become ubiquitous and the GPS ser-
vice has easily achieved the stated goal of the new policy
regime, which is to “encourage acceptance and integration
of GPS into peaceful civil, commercial, and scientific appli-
cations worldwide; and to encourage private sector invest-
ment in and use of U.S. GPS technologies and services” [1].
Also over the past decade, the concept of national security

has evolved from a focus on protecting military and criti-
cal government resources to a broader ambit that includes
the protection of vital elements of civilian and commercial
infrastructure. Civil GPS is a critical component of the
national infrastructure; hence, GPS security is a matter of
national security.

In 2001, the U.S. Department of Transportation published
a report assessing the vulnerability of the U.S. transporta-
tion infrastructure to disruption of civil GPS [2]. Known
as the Volpe report, it highlighted the threats posed by
spoofing and meaconing attacks—methods by which a vic-
tim GPS receiver is deceived into tracking counterfeit GPS
signals. At the time, the open literature contained little re-
search on such attacks and possible countermeasures. Ac-
cordingly, the report recommended further study of GPS
spoofing and development of civil GPS anti-spoofing tech-
niques. Global Navigation Satellite System (GNSS) secu-
rity research over the past decade has made much progress
toward this goals [3–13].

It is convenient to distinguish cryptographic spoofing de-
fenses, which rely on secret keys that encrypt or digi-
tally sign components of the broadcast signals, from non-
cryptographic defenses, which do not depend on encryp-
tion or digital signatures. Among non-cryptographic de-
fenses, the multi-antenna defense [10] appears to be one of
the strongest, although it remains vulnerable to the coordi-
nated spoofing attack explored in [9]. This defense requires
two or more antennas spaced by an appreciable fraction of
the approximately 20-cm GPS signal wavelength, which
would tend to increase receiver cost, weight, and size. As
a result, the multi-antenna defense is unlikely to be widely
adopted by commercial GPS manufacturers. This is also
true of other non-cryptographic defenses involving inertial
measurement units or other hardware, which would exceed
the cost, mass, or size constraints of a broad range of ap-
plications.

Cryptographic spoofing defenses are attractive because
they offer significant protection against spoofing relative to
the additional cost and bulk required for implementation.
While it must be conceded that no anti-spoofing technique
is impervious to the most sophisticated attacks, a crypto-
graphic defense significantly raises the bar for a successful
attack and can be combined with non-cryptographic spoof-
ing defenses for better security than either category could
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offer separately.

Several civil GPS cryptographic spoofing defenses have
been proposed whose implementation would require fun-
damental changes to the legacy GPS signal structure (e.g.,
[3, 4, 7]). These defenses are unlikely to be implemented
over the next decade given the static nature of GPS signal
definitions [14].

A growing literature suggests navigation message authen-
tication (NMA) is a practical basis for civil GPS signal
authentication [3, 6, 7, 12, 15]. In NMA, the low-rate navi-
gation message is encrypted or digitally signed, allowing a
receiver to verify that the GPS Control Segment generated
the data. NMA could be implemented without fundamen-
tal changes to the GPS Interface Specification by exploit-
ing the extensibility of the modern GPS civil navigation
(CNAV) messaging format. Moreover, NMA has been pro-
posed for implementation in the European Galileo GNSS
[5, 16].

Strictly speaking, NMA only authenticates the navigation
message. Reference [17], which considers NMA for civil
GPS anti-spoofing, recognizes this fact and further con-
cludes that NMA is not useful for authenticating the un-
derlying civil GPS signal. Contrary to Ref. [17], the com-
bination of this paper and the statistical test recently de-
veloped in Ref. [13] demonstrates that NMA can in fact
offer comprehensive civil GPS signal authentication if it
is paired with timing authentication based on statistical
hypothesis tests.

The present work offers four main contributions beyond
those given in [3, 5–7, 15, 16]. First, it develops a general
probabilistic interpretation of GNSS signal authentication
that combines cryptographic code origin authentication
with code timing authentication based on statistical hy-
pothesis tests. Second, it identifies sensible design criteria
for civil GPS signal authentication and, third, applies this
framework to evaluate several proposed candidate authen-
tication strategies. Finally, it proposes a specific crypto-
graphic signal authentication implementation for civil GPS
that meets the design criteria and is packaged for immedi-
ate adoption. The following sections are organized around
these contributions, followed by conclusions.

II. SECURITY-ENHANCED GNSS SIGNAL AU-

THENTICATION

Signal authentication, the topic of this paper, and mes-
sage authentication, such as is used to sign data trans-
mitted across the Internet, can be distinguished from one
another by the models employed to describe their security.
Message authentication security is predicated on the com-
putational infeasibility of performing a brute-force search
for the secret key used to sign the original message, or of
reversing a so-called one-way function to discover the key

[18]. While it is true that this assumed computational in-
feasibility can be couched in probabilistic terms (e.g., the
probability that over the next 30 years a weakness will be
found in a certain one-way hash function), such language
is seldom used, either because the probabilities involved
are too subjective or too small to be meaningful.

In contrast to message authentication, the security of sig-
nal authentication is much weaker and demands a proba-
bilistic model, as described in this section.

A. Generalized Model for Security-Enhanced

GNSS Signals

Current and proposed security-enhanced GNSS signals can
be represented by a simple model from the perspective of a
GNSS receiver. Let the signal exiting the radio frequency
(RF) front-end of a GNSS receiver after having been down-
mixed and sampled be modeled as:

Yk =wkck cos(2πfIF tk + θk) +Nk (1a)

=wksk +Nk (1b)

Here, at sample index k, wk is a ±1-valued security code
with chip length Tw, ck is a known ±1-valued spreading
(ranging) code with chip length Tc, fIF is the interme-
diate value of the downmixed carrier frequency, θk is the
beat carrier phase, and Nk is a sequence of independent,
identically distributed zero-mean Gaussian noise samples
with variance σ2 that models the effects of thermal noise
in the RF front end. The signal and noise have been nor-
malized so that the modeled signal amplitude is unity. For
convenience, sk = ck cos(2πfIF tk + θk) is used to repre-
sent the deterministic signal components. Also for conve-
nience, and without loss of generality, the receiver time tk
is assumed to be equivalent to true time with a uniform
sampling interval Ts = tk − tk−1.

The model’s security code wk is a generalization of a binary
modulating sequence that is either fully encrypted or con-
tains periodic authentication codes. The defining feature
of wk is that some or all of its symbols are unpredictable
to a would-be spoofer prior to broadcast from a legitimate
GNSS source. The unpredictable symbols of wk serve two
related functions: they enable verification of wk as origi-
nating from a GNSS Control Segment (standard message
authentication) and they make possible a hypothesis test
for a security code estimation and replay attack [13]. Var-
ious security code implementations will be considered in
Sec. III.

B. Attacks against Security-Enhanced GNSS Sig-

nals

GNSS spoofing is the transmission of counterfeit GNSS sig-
nals with the intent to manipulate the position, velocity,
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and timing (PVT) readout of a GNSS receiver. A spoofer
matches its counterfeit signal structure to that of the au-
thentic signals, as modeled by Eq. (1). To circumvent the
security afforded by the unpredictable security code wk,
the spoofer may attempt one of the following specialized
spoofing attacks.

B.1 Meaconing

The recording and playback of an entire block of RF spec-
trum containing an ensemble of GNSS signals [2]. Con-
stituent GNSS signals are not typically separated during
record and playback, which implies that a meaconing at-
tack cannot arbitrarily manipulate the PVT of target re-
ceivers; rather, target receivers will display the position
and velocity of the meaconer and a time in arrears of true
time. For a single GNSS signal corresponding to a par-
ticular satellite, the combined meaconed and authentic re-
ceived signals can be modeled as

Yk = αwk−dsk−d +Nm,k + wksk +Nk (2)

where Nm,k is the noise introduced by the meaconer’s RF
front end, Nk is the noise introduced by the target re-
ceiver’s RF front end, and d > 0 is the number of sam-
ples of meaconing delay, such that the meaconed signal
αwk−dsk−d arrives at the target receiver with a delay of d
samples relative to the authentic signal wksk. The coeffi-
cient α > 1 is the meaconed signal’s amplitude advantage
factor.

High performance digital signal processing hardware per-
mits a meaconer located close to its intended target to
drive the delay d to ever smaller values. In the limit as d
approaches zero the attack becomes a zero-delay meacon-
ing attack with the meaconed signals code-phase-aligned
with their authentic counterparts. Such alignment enables
a seamless liftoff of the target receiver’s tracking loops, fol-
lowing which a meaconer can increase d at a rate that is
consistent with the target receiver clock drift and gradu-
ally impose a significant timing delay.

B.2 Security Code Estimation and Replay (SCER) Attack

Allows greater flexibility than a meaconing attack in ma-
nipulating the target receiver’s PVT solution. In a SCER
attack, a spoofer receives and tracks individual authentic
signals and attempts to estimate the values of each signal’s
unpredictable security code chips on-the-fly. It then recon-
stitutes a consistent ensemble of GNSS signals, with the
security code chip estimates taking the place of the authen-
tic codes, and re-broadcasts these with some delay. For a
single GNSS signal corresponding to a particular satellite,
the combined SCER-spoofed and authentic received sig-
nals can be modeled as

Yk = αŵk−dsk−d + wksk +Nk (3)

where ŵk−d represents the security code estimate arriving
with a delay of d samples relative to the authentic security
code wk and other quantities are as described previously.
The delay d can be modeled as the sum d = p + e of a
processing and transmission delay p, which represents the
required signal processing and propagation time and which
does not contribute to better estimates of the security code
chips, and an estimation and control delay e, which rep-
resents an additional delay imposed by the spoofer to im-
prove its estimate of the security code chip values and to
control the relative phasing of the spoofed signals so as to
impose spoofer-defined position and timing offsets on the
target receiver. If the initial delay d exceeds the spread-
ing code chip interval (i.e., if dTs > Tc), then the spoofer
will be unable to dislodge the target receiver’s tracking
loops without forcing re0acquisition. Thus, if the spoofer
has an irreducible delay dTs > Tc then it must first jam
or obstruct the incoming GNSS signals to force the target
receiver to perform re-acquisition.

The success of a SCER attack depends on the accuracy
of the security code estimate. Let kl be the index of the
first sample within the lth authentic security code chip.
Then for the received sample Yk+d, with kl ≤ k < kl+1, a
maximum of min(e + k − kl + 1, ⌊Tw/Ts⌋) security code
samples will have been summed within the spoofer to
produce the security code estimate ŵk+d−d = ŵk, where
⌊x⌋ is the floor of x (the largest integer not greater than
x). The accuracy of the chip estimates improves with in-
creasing number of participating samples. For example,
the probability of error for hard-decision chip estimates
is pe = erfc(

√

mTs(C/N0)s )/2 where m is the number of
participating samples at sampling interval Ts, (C/N0)s is
the spoofer’s carrier-to-noise ratio, and erfc(·) is the com-
plementary error function. Thus, because m ≤ ⌊Tw/Ts⌋,
small Tw severely limits the accuracy of the security code
estimates. Consider that a spoofer receiving the legacy
Y-code GPS signal, for which Tw ≈ 2 µs, at a nominal
carrier-to-noise ratio of 48 dB-Hz, generates hard-decision
chip estimates with a 30% probability of error. A detec-
tion strategy for short-delay SCER attacks is detailed in
[13].

Long security code chips (e.g., Tw = 20 ms for NMA) al-
low the spoofer to increase e and thereby generate highly
accurate chip estimates. A large delay d = p+ e, however,
is itself a liability for the spoofer. The signal denial pre-
lude to a SCER attack must be made long enough that d is
consistent with the target receiver’s clock drift during the
denial interval; otherwise, d will lead to a suspicious incre-
ment in the target receiver’s pseudorange measurements.
Thus, the spoofer finds itself vulnerable to detection at low
d due to poor security code chip estimates and at high d
due to timing anomalies. This is suggestive of the prob-
abilistic nature of signal authentication, which is further
elucidated in the following section.
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C. Components of a Comprehensive Probabilistic

GNSS Signal Authentication Strategy

In simplest terms, GNSS signal authentication means cer-
tifying that a received signal is not counterfeit, that it
originates from a GNSS satellite and not a spoofer. As
opposed to data authentication, however, GNSS signal au-
thentication is far from absolute; rather, it involves a set
of hypothesis tests each with a probability of false alarm.
In the formulation adopted here, the tests are designed
to detect a spoofing attack under the assumption that a
spoofer will either (1) generate a falsified security code
that does not match the authentic security code, (2) at-
tempt a non-zero-delay meaconing attack, or (3) attempt a
SCER attack. Framed by these assumptions, GNSS signal
authentication can be interpreted as involving two authen-
tication sub-types: (1) code origin authentication, a certi-
fication that the security code originates with the GNSS
Control Segment, and (2) code timing authentication, a
certification that the security code arrives promptly and
intact.

In the sections that follow, the functional components that
support code origin authentication and code timing au-
thentication are described. As a guide to the discussion,
the components and their interconnections are presented
schematically in Fig. 1 for a security code based on NMA.
Adaptations to Fig. 1 for other types of security codes
(e.g., GPS Y-code-type encryption or spread spectrum se-
curity codes [3]) are discussed further on.

For simplicity of presentation, Fig. 1 represents the au-
thentication process for a single GNSS signal, i.e., a sig-
nal identified by a unique combination of spreading code
and carrier frequency. An entire ensemble of GNSS sig-
nals is assumed to be downmixed and sampled in the RF
front end to produce the sampled signal output Yk, which
is routed to the signal tracking and navigation processor
where the raw digital output of the RF front end is corre-
lated against receiver-generated signal replicas to acquire
and track multiple constituent GNSS signals. However,
from the perspective of downstream components, which
are associated with a single GNSS signal, Yk can be mod-
eled as in Eq. (1) for unspoofed signals and in Eqs. (2) and
(3) for meaconed and SCER-spoofed signals, respectively.

C.1 Code Origin Authentication

In the case of a security code based on NMA, the sig-
nal tracking and navigation processor produces a sequence
W ′

l of received navigation message symbol estimates. In
most cases, these symbols are an error-correction-encoded
version of the navigation message data (e.g., the GPS
CNAV message is convolutionally encoded before trans-
mission [19]). As the sequenceW ′

l passes through the error
correction decoder, errors introduced by noise in the trans-
mission channel are corrected and the navigation message

symbols bj are recovered. At low carrier-to-noise (C/N0)
ratios some errors may remain in bj . The code integrity
check exploits redundant symbols in bj (e.g., cyclic redun-
dancy check codes in the GPS CNAV message [19]) to
determine whether errors remain. Upon success, the code
integrity check sets its logical output I high. For practical
purposes, a successful integrity check indicates that the
navigation message is correct as received.

The nth block of Nb navigation message symbols Bn ≡
[bjn , bjn+1, ..., bjn+Nb−1]

T , which in an NMA scheme in-
cludes both navigation data and a digital signature, is
passed to a code verification algorithm V(k,B⋉) that ver-
ifies Bn against a cryptographic key k. If the verification
check passes, then Bn can be safely assumed to originate
with the GNSS Control Segment. In this case, the log-
ical output signal H1,C remains low. Otherwise, if the
verification fails, H1,C is asserted; however this does not
necessarily indicate a spoofing attack. Despite error cor-
rection, there may yet remain errors in the symbol stream
bj . A single error within the block Bn would cause the
code verification to fail. Because of this possibility, and
by analogy with other hypothesis tests to be introduced
shortly, it is convenient to view the code verification as a
statistical hypothesis test. The probability of false alarm
for the nth verification is PF,C = 1− (1−pe,j)

Nb , with pe,j
being the probability that bj is wrong, which depends on
C/N0 over the jth symbol, where jn ≤ j < jn +Nb. The
output H1,C is combined in a logical ‘OR’ operation with
outputs from other hypothesis tests to produce H1.

If the code verification fails (H1,C high) but the code in-
tegrity check passes (I high), then, with a very high like-
lihood, the code verification failure cannot be attributed
to symbol errors caused by noise. In this case, the output
S is asserted, indicating a nearly certain spoofing attack.
As opposed to H1,C , which goes high with false alarm rate
probability PF,C even under normal unspoofed conditions,
the infinitesimal probability of false alarm associated with
output S suggests that S need not be viewed probabilisti-
cally.

One might ask why H1,C should be considered indepen-
dently from S. The answer is that if only S is considered
then a would-be spoofer could always maintain S low by
injecting a symbol stream bj that repeatedly fails the code
integrity check. Thus, the outputs S and H1,C are moni-
tored independently both to prevent this type of an attack
and in recognition of the clear certainty of a spoofed con-
dition when S goes high.

C.2 Code Timing Authentication

The following functional blocks are involved in code timing
authentication: the timing consistency check, the SCER
detector, and the jamming-to-noise (J/N) detector.
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Fig. 1. Schematic showing GNSS receiver components required for GNSS signal authentication. Components that support code origin
authentication are outlined in bold and have a gray fill, whereas components that support code timing authentication are outlined in bold and
have no fill. The schematic assumes a security code based on navigation message authentication.

The timing consistency check is a hypothesis test on the
timing of the received spreading code ck. It amounts to a
consistency check on the code phase measurement innova-
tion, or the difference between the measured and predicted
code phase, and is essentially a special case of so-called re-
ceiver autonomous integrity monitoring [20]. The check
takes three inputs from the signal tracking and navigation
processor:

τ̃km
: the receiver’s mth measurement of code phase, ex-

pressed as the arrival time of some feature of the incoming
signal and defined at receiver time tkm

.
p(τ̃km

− τkm
): the probability distribution of the code phase

measurement noise error.
p(τkm

|Ykm−1): the a priori probability distribution of
the code phase τkm

given all input data Ykm−1 ≡
[Y1, Y2, ..., Ykm−1

]T up to the (m − 1)th code phase mea-
surement.

In the consistency check, the difference, or innovation, be-
tween the measured code phase τ̃km

and the predicted
code phase τ̄km

= E[τk⋗
|Yk⋗−1 ] is compared against a

threshold γT . Let νkm
= τ̃km

− τ̄km
be the innovation.

Then the output H1,T is asserted if νkm
> γT ; other-

wise, H1,T remains low. The value of γT , which in general
varies with time, depends on a pre-selected false alarm
probability PF,T for the timing consistency check and on

the innovation’s conditional distribution, p(νkm
|Ykm−1),

which is derived from p(τ̃km
− τkm

) and p(τkm
|Ykm−1).

Commonly, the distributions involved can be modeled as
Gaussian, in which case p(νkm

|Ykm−1) can be summa-
rized by its mean E[νk⋗

|Yk⋗−1 ] = 0 (assuming an unbi-
ased estimator and unbiased measurements) and variance
σ2
ν = σ2

∆τ̄ +σ2
∆τ̃ , where σ

2
∆τ̄ = E[(τk⋗

− τ̄k⋗
)2|Yk⋗−1 ] and

σ2
∆τ̃ = E[(τ̃k⋗

− τk⋗
)2]. The threshold γT is the value of

γ for which

PF,T =

∫

∞

γ

p(νkm
|Ykm−1)dνkm

(4)

Note that by comparing νkm
, not |νkm

|, against the thresh-
old, the consistency check doubles its sensitivity by making
the implicit assumption that the spoofer can only delay the
code phase (increase τkm

).

Another interpretation of γT is as the “window of accep-
tance” referred to in [3]. Between code phase measure-
ment updates, the innovation’s conditional distribution
p(νkm

|Ykm−1) widens as receiver clock drift and position
uncertainty cause the a priori code phase estimate τ̄k to
become less certain. The distribution can become espe-
cially wide if the receiver has a poor clock and is sub-
jected to prolonged jamming or signal blockage. If, after
re-acquisition, the innovations remains below γT , then the
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timing of the re-acquired signal is within the window of ac-
ceptance; i.e., it is consistent with the assumed uncertainty
in τ̄k.

It should be noted that p(νkm
|Ykm−1) depends on all sig-

nals being tracked by the receiver, not only on the indi-
vidual signal whose code phase measurement is τ̃km

. This
is because the a priori distribution p(τkm

|Ykm−1), from
which p(νkm

|Ykm−1) is derived, is a complete summary of
what the receiver knows about τkm

based on all the raw
samples in Ykm−1 . When a particular signal is acquired or
re-acquired, its authentication depends on the time aiding
provided by other signals. Vector tracking algorithms [21]
are particularly well suited for GNSS signal authentication
because they combine timing information from all signals
and can be designed to produce p(νkm

|Ykm−1) as part of
their routine processing.

The remaining two functional units involved in timing au-
thentication are the J/N detector and the SCER detector.
Their operation is summarized only briefly here; a fuller
discussion is found in [13] and [22]. The SCER detector
is a hypothesis test that decides whether the security code
in the incoming samples Yk arrives (1) intact and (2) near
the a posteriori code phase estimate τ̂km

= E[τk⋗
|Yk⋗ ]

produced by the signal tracking and navigation proces-
sor. At least one of these two conditions is violated if
a SCER attack is underway. The SCER detector per-
forms time-weighted correlations with Yk over the lth un-
predictable security chip interval to produce a single-chip
statistic Sl. These correlations involve the error correc-
tion encoded symbols Wl, which are identical to the raw
received symbols W ′

l if no symbol errors are present in Wl,
but, in general, include corrections to Wl made possible by
the operation of error correction decoding and subsequent
re-encoding.

The SCER detector combines a set of N single-chip corre-
lations Sl into a detection statistic L, which it compares
with a threshold γS that is set by a pre-selected probability
of false alarm, PF,S . If a SCER attack is underway, and
if the estimation delay e is sufficiently small, then L will
rise above γS , causing H1,S to assert. The SCER detec-
tor assumes that the spoofer’s C/N0 advantage over the
target receiver is limited to approximately 3 dB. It further
assumes that a J/N detector is monitoring the incoming
in-band power so that the power advantage of the received
spoofing signal ensemble is limited to approximately 4 dB
above the authentic signal ensemble. This is why a J/N
detector is a necessary component of a comprehensive sig-
nal authentication strategy. The J/N detector threshold is
governed by a pre-determined false alarm probability PF,J

[22].

In a typical application, the SCER detector performs a
hypothesis test just after each code verification V(K,B⋉).

There is little point in performing the test more frequently,
since the authenticity of the symbols bj , and by extension
the encoded symbols Wl used in the SCER detector cor-
relations, cannot be guaranteed until the code verification
has been performed.

The SCER detector outputs a probability of detection PD

that depends on the detector’s model for the statistics of a
SCER spoofing attack, which in turn depend on the possi-
ble estimation delay e. In setting PD, the SCER detector
pessimistically assumes that the total estimation delay in
seconds eTs could be as large as γT , which means that
at each security code chip transition the spoofer could al-
ready have an estimate based on as much as min(γT , Tw)
seconds into the upcoming chip. A degraded PD reflects
the penalty paid, in terms of ability to detect spoofing, for
uncertainty in νkm

, which could be caused by an extended
period of GNSS jamming or blockage. As p(νkm

|Ykm−1)
widens and γT increases, the limitations on spoofing de-
lay d become less stringent. Knowing this, a SCER-attack
spoofer can increase the estimation time e, thereby im-
proving the reliability of its security code chip estimates.
When the spoofer’s (C/N0)s is high and γT is large (e.g,
(C/N0)s > 50 dB-Hz and γT > 300 µs), then the null
and spoof hypotheses become virtually indistinguishable
within the SCER detector and PD drops. Even though
γT may subsequently contract and PD increase, a low PD

creates a window of vulnerability after which signal au-
thentication assurance is permanently degraded.

C.3 Other Security Code Implementations

The above components of a GNSS signal authentication
system are specific to a security code based on NMA.
The components are also valid for the civil public spread-
ing code authentication technique introduced in [3] except
that in this case the symbols bj are routed directly to the
SCER detector where they are used to seed a pseudoran-
dom spreading code generator a segment of whose output
gets inserted into the local spreading code replica.

For private spreading code authentication schemes such
as the civil level-3 technique introduced in [3] and military
GPS Y- and M-code security, the code verification block in
Fig. 1 is unnecessary. The figure can be adapted to these
cases by setting H1,C permanently low and by routing the
symbols bj directly to the SCER detector. These private-
key techniques rely on storage of a secure “red key” in
tamper-resistant hardware within the receiver. Segments
of the symbol stream bj are coupled with the red key in
the SCER detector to produce a seed for a pseudorandom
spreading code generator. Only segments of the gener-
ated code are used in the civil private-key technique of [3],
whereas the continuous output of the generator constitutes
the security code for GPS Y- and M-code security.
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D. Operational Definition of GNSS Signal Authen-

tication

With the authentication components and their interac-
tions specified, an operational definition of GNSS signal
authentication—in other words, how signals are declared
authentic in practice—can now be formulated. A GNSS
signal is declared authentic at a given moment if and only
if, during the time elapsed since some initialization event
at which the receiver was known to be tracking only gen-
uine GNSS signals, (1) the logical output S has remained
low, (2) the logical output H1 has remained low, and (3)
the real-valued output PD has remained above an accept-
able threshold (e.g., 0.9).

Some comments about this operational definition are in
order. First, although there may be reasonable alterna-
tives to this definition, they cannot be substantially differ-
ent. Aside from the variations discussed in Sec. II-C.3, the
components of the proposed definition are each unique and
necessary. Second, although a GNSS signal may be pro-
nounced authentic by the above operational definition, it
may in fact be counterfeit. Practical constraints of hypoth-
esis testing prevent PD from reaching unity. For example,
for the NMA-based security codes discussed later on, nom-
inal PD may drop as low as 0.97. Moreover, jamming or
signal blockage can temporarily reduce PD. Inversely, even
though a signal may be declared unauthentic, it may ac-
tually be authentic. In the case that S is asserted, the in-
coming signal is certainly unauthentic; on the other hand,
H1 will at times assert even under unspoofed conditions.
It has a false alarm probability

PF = 1− (1− PF,J)(1 − PF,C)(1 − PF,T )(1 − PF,S)

which is greater than any of the false alarm probabili-
ties for the individual tests that can trigger H1. Third,
movement of PD below the acceptable threshold does not
necessarily indicate a SCER spoofing attack, it only in-
dicates that the SCER detector’s probability of detecting
a SCER attack has been compromised, and thus the cur-
rently tracked signal cannot be considered authentic.

E. Remarks

It is easy to appreciate the advantage of short over long
security code chips given the authentication architecture
proposed in Fig. 1. Short chips such as the Tw ≈ 2 µs
chip of the legacy GPS Y code keep min(γT , Tw) to less
than a few microseconds and thereby prevent significant
degradation in PD even during a prolonged signal black-
out, whereas long chips such as Tw ≈ 20 ms for NMA
allow significant degradation in PD for the same outage.
This weakness of NMA-based GNSS signal authentication
has been noted—although not in these formal terms—in
[3] and [7]. Practically, the weakness translates into the
following additional requirements for NMA-based GNSS

security: For a static receiver in a known location, main-
taining PD high requires either continuous tracking of at
least one strong GNSS signal or a clock that does not drift
significantly during whatever complete signal outages oc-
cur. For a receiver mounted on a dynamic platform, either
continuous tracking of at least 4 strong GNSS signals or
a clock and inertial measurement unit (IMU) combination
that does not drift significantly are required.

Given these requirements, one may question whether
NMA-based GNSS security will be useful in practice. One
should bear in mind that for many applications of inter-
est the prolonged signal denial required to significantly
degrade PD would be highly suspicious. For example,
consider a static receiver with a low-cost temperature-
compensated crystal oscillator having 10−8 stability. A
spoofer would be forced to preface a spoofing attack with
a 150-second complete signal denial interval in order to
increase γT beyond 5 µs (assuming PF,T < 0.002) and
thereby cause a significant reduction in PD [13]. If the
complete signal denial is done via jamming, then the J/N
detector will trigger; if done by obstructing the target re-
ceiver’s antenna, this requires close physical access. In any
case, the signal outage will appear suspicious.

Also, it is worth noting that security code alternatives to
NMA are not foolproof and are likely to be less practical.
Indeed, it appears that no exclusively cryptographic de-
fense, no matter how short the security chip interval Tw,
can detect a well-executed near-zero-delay meaconing at-
tack. (This is why such an attack is excluded from Section
II-C’s attack model.) Universal vulnerability to near-zero
meaconing suggests the need for a layered approach that
combines cryptographic signal authentication with non-
cryptographic techniques such as the vestigial signal de-
fense [23]. It also suggests that expectations for GNSS
signal authentication must be modest: the goal should not
be preventing a successful attack at all cost, but making
one difficult. Furthermore, a GNSS signal authentication
scheme’s potency must be weighed against its practicality.
This tradeoff is the subject of the next section.

III. PROPOSED GPS CRYPTOGRAPHIC SIG-

NAL AUTHENTICATION STRATEGY

The previous section considered general GNSS signal au-
thentication, which relies in part on some or all of the se-
curity code wk being unpredictable to a would-be spoofer.
This section considers a navigation message authentication
(NMA) strategy specifically for civil GPS because it is (1)
effective—NMA makes it more difficulty for a spoofer to
carry off a successful spoofing attack—and (2) practical—
it is likely to be adopted by the GPS community. For full
explanation of the following discussion, see Sections III
and IV of Ref. [12].

Navigation message authentication is a scheme that sets
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wk = dk where dk are samples from the ±1-valued navi-
gation message and Tw = 20 ms. One can either make all
or part of the navigation message unpredictable to gener-
ate wk. A practical strategy is to form wk by introducing
periodic randomness into the navigation message. This
NMA-based approach is assumed hereafter. The periodic
randomness is best introduced by public key cryptographic
digital signatures. Public key digital signatures are prac-
tical because they can store the encryption keys in un-
encrypted receiver memory (i.e., a receiver need not have
tamper-proof hardware [24]).

The Elliptic Curve Digital Signature Algorithm (ECDSA)
is a public key digital signature standard operates on
groups associated with an elliptic curve space [18]. Among
other reasons, ECDSA is recommended for NMA because
ECDSA has efficient verification algorithms [25–27], and
NSA recommends that systems built after 2010 imple-
ment ECDSA [28]. The standardized ECDSA 233-bit
Koblitz curve (K-233) is attractive for civil GPS signal
authentication because it generates a short 466-bit signa-
ture amenable to optimized software-defined verification
routines [28, 29]. To sign messages, ECDSA first applies
a secure hash function to generate a digital fingerprint
of the message, which is typically shorter than the mes-
sage itself, and then signs the fingerprint rather than the
whole message. In selecting the appropriate hash function
for GPS signal authentication, NIST offers a standardized
cryptographic hash family named SHA-2 [30]. Since there
is no computational difference between SHA-224 and the
stronger SHA-256, SHA-256 is proposed for implementa-
tion.

This remainder of the section offers a concrete strategy
for cryptographic civil GPS signal authentication. The
strategy is based on public key elliptic curve cryptographic
signatures inserted periodically into the flexible GPS civil
navigation (CNAV) message. Specific details of the strat-
egy, offered here, facilitate near-term adoption by the GPS
Control Segment. The proposed strategy enables civil
GPS signal authentication as described in Sec. II and di-
agrammed in Fig. 1 with the following properties: (1) a
probability of detection of PD > 0.97 for PF,S = 0.0001,
(2) a cryptographic strength (i.e., symmetric key equiva-
lent strength) of 112 bits, and (3) authentication every five
minutes per channel.

A. Digital Signature Conveyance via CNAV

The flexible CNAV message format that modulates mod-
ernized GPS signals offers a convenient conveyance for a
digital signature. The CNAV format was designed to be
extensible so that new messages can be defined within the
framework of the GPS IS. The CNAV message format is
broadcast from Block IIR-M GPS spacecraft at the L2
frequency and Block IIF GPS spacecraft at the L2 and
L5 frequencies [19]. Plans call for CNAV to be broadcast

from Block IIIA GPS spacecraft at the L2 and L5 frequen-
cies and additionally at L1. Thus, future single-frequency
receivers can benefit from the extension to the CNAV mes-
sage proposed in this section.

Every 12 seconds, a CNAV message delivers a 300-bit
packet, which includes a 38-bit header, a 238-bit payload,
and a 24-bit cyclic redundancy check (CRC). The flexibil-
ity of CNAV is due in part to the information broadcast
over the header, which delivers a 6-bit message type iden-
tification field identifying up to 64 unique message types.
The current GPS IS defines only 15 of these messages, re-
serving the others for future applications [19].

The following proposal defines two new CNAV messages to
deliver an ECDSA signature. This is not a fundamental
change to the GPS IS, but rather an extension to CNAV.
Thus, this extension to CNAV can be considered practical
in the sense defined earlier.

B. CNAV Message Signature Type Definition

Since the CNAV structure does not support payloads
larger than 238 bits, the 466-bit ECDSA signature selected
at the end of the last section must be broadcast across two
CNAV messages. It is proposed to define two CNAV mes-
sages that deliver the 466-bit ECDSA signature, each mes-
sage having the format shown in Fig. 2. The first ECDSA
CNAV message type contains the first 233-bit half of the
signature and the second message type contains the second
half of the signature.

A 466-bit signature broadcast over two 238-bit payloads
leaves 10 bits undefined. It is proposed to uniquely and
randomly generate these bits for each instance of a signed
message with a standardized pseudorandom number gen-
erator [31]. This technique is known as adding crypto-
graphic “salt.” Since the 10 salt bits are unpredictable
prior to broadcast, they contribute to the total number of
unpredictable wk symbols available to a receiver to per-
form SCER detection tests. However, they do not increase
the signature’s strength since they are not part of the dig-
ital signature. Like other components of the navigation
message, they are digitally signed and can therefore be
authenticated as originating from the Control Segment.
Together, the two CNAV signature messages transmit 476
unpredictable bits.

C. Signing the CNAV Message

The frequency at which the CNAV navigation message can
broadcast signatures requires consideration of several fac-
tors. First, although the CNAV message format is flexible,
it is not without constraints. Ephemeris message types 10
and 11 and a timing message of type 30–39 must be broad-
cast at least every 48 seconds to ensure accurate GPS re-
ceiver operation [5,19]. Since a practical signal authentica-
tion strategy cannot adversely affect a receiver’s position
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Fig. 2. Diagram showing the format of the proposed CNAV ECDSA signature message, which delivers the first or second half of the 466-bit
ECDSA signature and a 5-bit salt in the 238-bit payload field (figure adapted from [19]).

solution, the CNAV signature must respect these require-
ments. Given these constraints, the smallest block of data
in which a complete signature can be embedded is the 96-
second signature block such as the one shown in Fig. 3.
In this structure, the two CNAV signature messages are
interleaved between the ephemeris and clock data to meet
the broadcast requirements.

10Type 11Type

30–39

Type
Signature

10Type 11Type

30–39

Type
Signature

96 seconds

ephemeris ephemeris ephemeris ephemerisclock clock1 of 2 2 of 2

Fig. 3. Schematic illustrating the shortest broadcast signature block
that does not violate the CNAV ephemeris and timing broadcast
requirements. To meet the required broadcast interval of 48 seconds
for message types 10, 11, and one of 30–39, the ECDSA signature is
broadcast over a 96-second signature block that is composed of eight
CNAV messages.

A second consideration when signing the CNAV message
is the duration between signature blocks. This choice in-
volves a tradeoff between effectiveness (i.e., offering fre-
quent authentication) and practicality (i.e., imposing a
low computational burden relative to standard GPS signal
processing and maintaining a low percentage of the CNAV
message reserved for the digital signature). The maximum
rate at which the CNAV message can be signed corre-

sponds to a scenario in which the 96-second signature block
in Fig. 3 is broadcast continuously back-to-back. However,
this strategy is not practical: besides the high percentage
of the navigation message reserved for the signature (i.e.,
25%), this back-to-back configuration would eliminate the
possibility of sending any other message types than 10, 11,
30–39, and the signature. Instead, a reasonable approach
would be to sign every 336 seconds (about every five min-
utes). In this case, one signature block would authenticate
every 28 CNAV messages as illustrated in Fig. 4. This
means the percentage of the navigation message devoted
to the digital signature is a more practical 7.5%.

20 CNAV Messages Signature Block

240 seconds 96 seconds

336 seconds = 28 CNAV messages

Fig. 4. Schematic illustrating a signed 336 second broadcast. The
proposed strategy signs every 28 CNAV messages with a signature
broadcast over two CNAV messages on each broadcast channel.

To broadcast a signature every five minutes, the Con-
trol Segment would first compute the next five minutes
worth of CNAV navigation message including the salt. It
would then concatenate signable navigation message bits
in order—that is the first 23 CNAV messages (i.e., the 20
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CNAV message in Fig. 4 and the first three in Fig. 3), the
first signature header, the first five bits of the salt, the 5th
through 7th CNAV messages from Fig. 3, the second signa-
ture header, and remaining five salt bits—and then gener-
ate the SHA-256 fingerprint. After generating the ECDSA
signature from the fingerprint, the Control Segment would
break the signature into two parts and insert each part
into a ECDSA signature message shown in Fig. 2. These
two signature messages would then be transmitted at the
appropriate times as part of the CNAV message signature
block as seen in Fig. 3.

Note that the signature and corresponding CRC are not
themselves signed. This is because neither is known un-
til after signature generation. Unlike the signature field,
which is entirely unpredictable, the CRC can be determin-
istically computed by a receiver immediately upon receiv-
ing the last unpredictable bit of any CNAV message. Thus,
the CRC symbols cannot be used for SCER detection.

It is worth noting that a single bit error would cause the
verification algorithm to fail. CNAV has the option of be-
ing broadcast with forward error correction enabled. As
described in Sec. II, FEC would enhance the robustness of
NMA-based signal authentication. It is therefore recom-
mended that FEC be enabled to support civil GPS signal
authentication.

D. Constellation-Wide Signature Scheduling

Under the proposed strategy, each channel is authenti-
cated every five minutes. However, the per-channel signa-
ture block could be offset from other channels (i.e., other
satellites in the GPS constellation) such that a receiver
tracking several satellites would see signatures more fre-
quently. This offset strategy would substantially constrain
the degrees-of-freedom that a spoofer could manipulate.
An optimal offset strategy would minimize the maximum
time between authentications Tba [i.e., min(max(Tba))]
that a receiver at any point on earth between a certain up-
per and lower latitude would observe based on the current
constellation spatial arrangement. The optimal satellite
offset assignment problem can be reduced to a directional
graph coloring problem [32] that is likely best solved via
a genetic algorithm similar to the one proposed for use
in future optimization of the GPS constellation itself [33].
A sub-optimal solution computed through a greedy algo-
rithm for the constellation in August 2011 computed that
min(max(Tba)) = 144 seconds was possible between ±70◦

latitude. Thus, even with a simple sub-optimal signature
offset assignment, a receiver could receive signatures with
a Tba of at most about two minutes and a Tba on average
of about one minute.

E. Implementation Details

The receiver modifications required to exploit the pro-
posed civil GPS signal authentication strategy can be

readily implemented on a software-defined receiver such
as those presented in [34, 35] and [36]. A traditional re-
ceiver with application-specific correlation hardware would
require some redesign to take advantage of the proposal.
First, the correlation hardware would need to be modified
to accommodate the new correlations needed for SCER
detection [13]. Second, a traditional receiver would need
to monitor J/N . This could be a natural extension of the
GNSS spectrum monitoring that some GNSS receivers al-
ready offer [37, 38]. Third, the traditional receiver would
need to implement the remaining elements of Fig. 1 such
as signature verification and the timing consistency check
in its baseband processor, which is typically a general-
purpose processor that is modifiable via firmware updates.

For more implementation details, see Ref. [12].

IV. AUTHENTICATION PERFORMANCE

The proposed civil GPS signal authentication strategy
broadcasts 476 unpredictable symbols approximately ev-
ery five minutes. Given this, the PD output in Fig. 1 can
now be computed for a given threat model based on the
statistical tests in [13]. To appreciate the effectiveness of
the proposed authentication strategy, consider the follow-
ing challenging scenario from the target receiver’s perspec-
tive:
• the spoofer has a 3 dB carrier-to-noise ratio advantage
over the receiver (i.e., (C/N0)s = (C/N0)r + 3 dB);
• the received spoofed signals are 1.1 times stronger than
the received authentic signals;
• the spoofer has introduced a timing error of 1 µs in the
receiver through jamming or other means and exploits this
entire delay to improve its estimates of the security code
chip values (i.e., the quantity e from Sec. II-B.2 is equal
to 1 µs); and,
• the false alarm probability for the SCER detector in
Fig. 1 is PF,S = 0.0001.
The statistics developed in [13] can be used to show that,
under this scenario, the output PD in Fig. 1 will be main-
tained above 0.97 over a wide range of authentic signal
carrier-to-noise ratio (C/N0)r values as seen in Fig. 5. This
indicates that the proposed NMA-based strategy enables
effective anti-spoofing.

V. CONCLUSION

This paper refines the meaning of GPS signal authentica-
tion and offers a practical technique to authenticate civil
GPS signals. The proposed technique embeds digital sig-
natures in the GPS civil navigation (CNAV) message and
exploits a recently-developed statistical hypothesis test to
secure civil GPS receivers against replay-type spoofing at-
tacks. In a challenging example scenario, the technique
was shown to detect a replay-type spoofing attack with
probability of detection greater than 0.97 for a false alarm
probability of 0.0001. The proposed strategy enables re-
ceivers to authenticate each individual civil GPS signal
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Fig. 5. PD as a function of (C/N0)r for a challenging spoofing at-
tack scenario. The proposed civil GPS signal authentication strategy
maintains PD > 0.97 for PF,S = 0.0001 over the range of (C/N0)r
shown.

every five minutes.
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