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‘ Spoofing Threat Overview
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GPS World, July 200/

September 2008: Humphrey®dvinaet al. present work on civipoofer I
Decembef009: Civilian GPS receivers as vulnerable as ever. .
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\ GPS: Dependency Begets Vulnerability
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\ Suggested Spoofing Countermeasur
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A Perform a sanity check (compare with IMU)

\_A Monitor the absolute GPS signal strength

Warner and Johnston, AGPS Spoofing Counte

Other Suqquted TeChniqueS http:/www.homelandsecurity.org/bulletin/Dual%20Benefit/warner_gps_spoofing.html

Employ two antennas; check relative phase against known satellite directic

To accurately assess the spoofing threat and to design effegtivi
ractical countermeasures, we concluded that it was necesgar
0 go through the exercise of building a civilian GPS spoofe
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‘ Goals

A Assess the spoofing threat:
U Build a civilian GPS spoofer
U Q: How hard is it to mount a spoofing attack?
U Q: How easy is it to detect a spoofing attack?

A Investigate spoofing countermeasures:
0 Stand-alone receiver-based defenses
(0 More exotic defenses
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‘ Spoofing Threat Continuum
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' The Most Likely Threat:
A Portable Receiv&poofer
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| The portable receivespoofer architecture simplifies a spoofing attaj
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‘ Recelvepoofer Architecture
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Signal Correlation Techniques (1/2)

Standard Correlation Operation
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'Signal Correlation Techniques (2/2)

Bit-wise Bit—wise Parallel Implementation
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Details ofRecelveGpoofer
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RecelvelbpoofeiHardwared DSP Box

e GRID: Dual-Frequency
- SoftwareDefined GPS Receiver

All digital signal processing implemented in C++
on a high-end DSP

A Marginal computational demands:
¢ Tracking: ~1.2% of DSP per channel
¢ Spoofing: ~4% of DSP per channel
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‘ SpoofeRF TransmissioHardware
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Full ReceiveBpoofer

Full capability:
0 12 L1 C/A & 10 L2C tracking channels
U 10 L1 C/A simulation channels
U 1 Hz navigation solution
U Acquisition in background
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Spoofing Attack Demonstration (offline)
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‘ Spoofing Attack Demonstration
(reaitime, oveithe-air)
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