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Spoofing Threat Overview

ñAs GPS further penetrates into the civil infrastructure, it becomes a tempting target that could 
be exploited by individuals, groups, or countries hostile to the U.S.ò -- 2001 DOT Volpe Report

ÅñThere also is no open information on ... the expected capabilities of spoofing systems made 
from commercial components.ò
ÅñInformation on the capabilities, limitations, and operational procedures [of spoofers] would 
help identify vulnerable areas and detection strategies.ò        -- 2001 DOT Volpe Report

µLogan Scott, ñAnti-Spoofing & Authenticated Signal Architectures for Civil Navigation 

Systems,ò ION GNSS 2003.

ñA gathering threat éò --Logan Scott, ñLocation Assurance,ò GPS World, July 2007

ñSignal definition intertia is enormous.ò --T. Stansell, ñLocation Assurance Commentary,ò 
GPS World, July 2007

December 2009: Civilian GPS receivers as vulnerable as ever.

September 2008: Humphreys, Ledvinaet al. present work on civil spoofer.



GPS: Dependency Begets Vulnerability
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ÁMonitor the relative GPS signal strength

ÁMonitor satellite identification codes and the 

number of satellite signals received 

ÁCheck the time intervals 

ÁDo a time comparison (look at code phase jitter)

ÁPerform a sanity check (compare with IMU)

ÁMonitor the absolute GPS signal strength 
µWarner and Johnston, ñGPS Spoofing Countermeasures,ò  2003

µhttp:/www.homelandsecurity.org/bulletin/Dual%20Benefit/warner_gps_spoofing.html

Â Employ two antennas; check relative phase against known satellite directions

Â Cryptographic methods:   

Ç Encrypt navigation data bits

Ç Spreading code authentication 
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Other Suggested Techniques

Suggested Spoofing Countermeasures

To accurately assess the spoofing threat and to design effective 
practical countermeasures, we concluded that it was necessary 
to go through the exercise of building a civilian GPS spoofer



Goals

ÁAssess the spoofing threat:

üBuild a civilian GPS spoofer

üQ: How hard is it to mount a spoofing attack?

üQ: How easy is it to detect a spoofing attack? 

ÁInvestigate spoofing countermeasures:

üStand-alone receiver-based defenses

üMore exotic defenses



Spoofing Threat Continuum
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The Most Likely Threat: 

A Portable Receiver-Spoofer

The portable receiver-spoofer architecture simplifies a spoofing attack



Receiver-Spoofer Architecture
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Signal Correlation Techniques (1/2)



Signal Correlation Techniques (2/2)



Details of Receiver-Spoofer



Receiver-SpooferHardware ðDSP Box 

GRID: Dual-Frequency 
Software-Defined GPS Receiver

Â All digital signal processing implemented in C++ 

on a high-end DSP

Â Marginal computational demands:

Ç Tracking: ~1.2% of DSP per channel

Ç Spoofing: ~4% of DSP per channel



SpooferRF Transmission Hardware



Full capability: 

ü 12 L1 C/A & 10 L2C tracking channels

ü 10 L1 C/A simulation channels

ü 1 Hz navigation solution 

ü Acquisition in background

Full Receiver-Spoofer



Spoofing Attack Demonstration (offline)



Spoofing Attack Demonstration 

(real-time, over-the-air)


