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I
Q�'HFHPEHU�������,UDQ�FDSWXUHG�D�

8�6��&HQWUDO�,QWHOOLJHQFH�$JHQF\�

�&,$��VXUYHLOODQFH�GURQH�ZLWK�RQO\�

PLQRU�GDPDJH�WR�WKH�XQGHUFDUULDJH�

RI�WKH�GURQH��OLNHO\�GXH�WR�D�URXJK�

ODQGLQJ�ZKHQ�FDSWXUHG��$Q�,UDQLDQ�

HQJLQHHU�FODLPHG�LQ�DQ�LQWHUYLHZ�WKDW�

³,UDQ�PDQDJHG�WR�MDP�WKH�GURQH¶V�

FRPPXQLFDWLRQ�OLQNV�WR�$PHULFDQ�

RSHUDWRUV´�FDXVLQJ�WKH�GURQH�WR�VKLIW�

LQWR�DQ�DXWRSLORW�PRGH�WKDW�UHOLHV�VROHO\�

RQ�*36�WR�JXLGH�LWVHOI�EDFN�WR�LWV�KRPH�

EDVH�LQ�$IJKDQLVWDQ��:LWK�WKH�GURQH�LQ�

WKLV�VWDWH��WKH�,UDQLDQ�HQJLQHHU�FODLPHG�

WKDW�³,UDQ�VSRRIHG�WKH�GURQH¶V�*36�

V\VWHP�ZLWK�IDOVH�FRRUGLQDWHV��IRROLQJ�

LW�LQWR�WKLQNLQJ�LW�ZDV�FORVH�WR�KRPH�DQG�

ODQGLQJ�LQWR�,UDQ¶V�FOXWFKHV�´�

$OWKRXJK�WKH�,UDQLDQ�FODLPV�DUH�

KLJKO\�TXHVWLRQDEOH��WKLV�LQFLGHQW�

OHIW�PDQ\�XQDQVZHUHG�TXHVWLRQV�DV�

WR�WKH�VHFXULW\�RI�*36�V\VWHPV�RQ�

XQPDQQHG�DHULDO�YHKLFOHV��8$9V���

7KH�&,$�GURQH�VKRXOG�KDYH�EHHQ�

JXLGLQJ�LWVHOI�EDVHG�RQ�WKH�HQFU\SWHG�

PLOLWDU\�*36�VLJQDOV��ZKLFK�ZRXOG�EH�

LQFUHGLEO\�GLIILFXOW�WR�VSRRI��+RZHYHU��

VRPH�H[SHUWV�KDYH�FRQMHFWXUHG�WKDW�

VLPXOWDQHRXV�MDPPLQJ�RI�WKH�PLOLWDU\�

VLJQDOV�DQG�VSRRILQJ�RI�WKH�FLYLOLDQ�

VLJQDOV�PLJKW�KDYH�ZRUNHG�LI�WKH�

GURQH�KDG�EHHQ�SURJUDPPHG�WR�IDOO�

EDFN�RQ�WKH�FLYLOLDQ�*36�VLJQDOV�LQ�WKH�

HYHQW�WKDW�WKH�PLOLWDU\�VLJQDOV�ZHUH�

MDPPHG��7KLV�UDLVHV�WKH�TXHVWLRQ��

+RZ�GLIILFXOW�ZRXOG�LW�EH�WR�VSRRI�D�

8$9�JXLGLQJ�LWVHOI�EDVHG�RQ�FLYLOLDQ�

*36�VLJQDOV"

FAA Modernization Act
,Q�)HEUXDU\�RI�WKLV�\HDU��&RQJUHVV�

SDVVHG�WKH�)$$�0RGHUQL]DWLRQ�DQG�

5HIRUP�$FW�RI�������$FFRUGLQJ�WR�

WKH�/LEUDU\�RI�&RQJUHVV�VXPPDU\��

WKLV�DFW�³UHTXLUHV�WKH�6HFUHWDU\�>RI�

7UDQVSRUWDWLRQ@�WR�GHYHORS�D�SODQ�WR�

DFFHOHUDWH�VDIHO\�WKH�LQWHJUDWLRQ�E\�

6HSWHPEHU�����������RI�FLYLO�XQPDQQHG�

DLUFUDIW�V\VWHPV��8$6HV��RU�GURQHV��LQWR�

WKH�QDWLRQDO�DLUVSDFH�V\VWHP�«�>DQG@�

GHWHUPLQH�LI�FHUWDLQ�GURQHV�PD\�RSHUDWH�

VDIHO\�LQ�WKH�QDWLRQDO�DLUVSDFH�V\VWHP�

EHIRUH�FRPSOHWLRQ�RI�WKH�SODQ�´�

6XFK�FLYLOLDQ�8$9V�ZRXOG�EH�

SULPDULO\�JXLGHG�E\�FLYLO�*36��

ZKLFK�KDV�EHHQ�VKRZQ�WR�EH�UHDGLO\�

VSRRIDEOH�LQ�WKH�ODE��7KLV�ZRXOG�FUHDWH�

D�VLJQLILFDQW�SRWHQWLDO�KD]DUG�LQ�WKH�

QDWLRQDO�DLUVSDFH�LI�WKH�SUREOHP�RI�FLYLO�

*36�VSRRILQJ�LV�QRW�IL[HG��7KRXVDQGV�

RI�FLYLOLDQ�8$9V��RSHUDWHG�E\�SRVWDO�

VHUYLFHV��SROLFH�GHSDUWPHQWV��UHVHDUFK�

LQVWLWXWLRQV��DQG�RWKHUV��FRXOG�SRSXODWH�

WKH�VNLHV�LQ�RQO\�D�IHZ�\HDUV�ZKLOH�VWLOO�

EHLQJ�YXOQHUDEOH�WR�UHPRWH�KLMDFNLQJ�YLD�

*36�VSRRILQJ��7KH�SDVVLQJ�RI�WKH�)$$�

0RGHUQL]DWLRQ�$FW�IXUWKHU�HPSKDVL]HV�

WKH�QHHG�WR�H[DPLQH�WKH�YXOQHUDELOLW\�RI�

8$9V�WR�*36�VSRRILQJ�

Test
2Q�LQYLWDWLRQ�RI�WKH�'HSDUWPHQW�RI�

+RPHODQG�6HFXULW\��'+6���XQFODVVLILHG�

VSRRILQJ�WHVWV�DJDLQVW�D�8$9�ZHUH�

SHUIRUPHG�DW�:KLWH�6DQGV�0LVVLOH�

5DQJH��:605��RQ�-XQH����������

GXULQJ�WKH�'+6�*<36<�WHVW�H[HUFLVH��

7KHVH�WHVWV�GHPRQVWUDWHG�WKH�FDSDELOLW\�

RI�D�VSRRIHU��EXLOW�E\�WKH�8QLYHUVLW\�

RI�7H[DV��87��5DGLRQDYLJDWLRQ�/DE��

WR�FRPPDQGHHU�D�FLYLOLDQ�8$9�E\�

Drone Hack
Spoofing Attack Demonstration on a Civilian Unmanned Aerial Vehicle

 ▲  UNMANNED AERIAL VEHICLE (UAV) used in the spoofing tests; owned by the University of Texas.

A radio signal sent from a half-mile away deceived the GPS receiver of a UAV into thinking that it was rising straight up. In this 

way, the UAV’s dependence on civil GPS allowed the spoofer operator to force the UAV vertically downward in dramatic fashion as 

part of multiple capture demonstrations.
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LQIOXHQFLQJ�WKH�SRVLWLRQ�YHORFLW\�WLPH�

�397��VROXWLRQ�RI�WKH�8$9¶V�*36�

UHFHLYHU�

The Spoofer. 7KH�FLYLO�*36�VSRRIHU�

XVHG�IRU�WKHVH�WHVWV�LV�DQ�DGYDQFHG�

YHUVLRQ�RI�WKH�VSRRIHU�UHSRUWHG�LQ�

³$VVHVVLQJ�WKH�6SRRILQJ�7KUHDW�´�*36�

:RUOG��-DQXDU\�������$�VFKHPDWLF�

UHSUHVHQWDWLRQ�RI�WKH�VSRRIHU�LV�VKRZQ�

RQ�PAGE 34��,W�LV�WKH�RQO\�VSRRIHU�

UHSRUWHG�LQ�RSHQ�OLWHUDWXUH�WR�GDWH�WKDW�

LV�FDSDEOH�RI�SUHFLVHO\�DOLJQLQJ�WKH�

VSUHDGLQJ�FRGHV�DQG�QDYLJDWLRQ�GDWD�RI�

LWV�FRXQWHUIHLW�VLJQDOV�ZLWK�WKRVH�RI�WKH�

DXWKHQWLF�*36�VLJQDOV��6XFK�DOLJQPHQW�

FDSDELOLW\�DOORZV�WKH�VSRRIHU�WR�FDUU\�RXW�

D�VRSKLVWLFDWHG�VSRRILQJ�DWWDFN�LQ�ZKLFK�

QR�REYLRXV�FOXHV�UHPDLQ�WR�VXJJHVW�WKDW�

DQ�DWWDFN�LV�XQGHUZD\��7KH�VSRRIHU�LV�

LPSOHPHQWHG�RQ�D�SRUWDEOH�VRIWZDUH�

GHILQHG�UDGLR�SODWIRUP�ZLWK�D�GLJLWDO�

VLJQDO�SURFHVVRU��'63��DW�LWV�FRUH��7KLV�

SODWIRUP�FRPSULVHV�

◾� $�UDGLR�IUHTXHQF\��5)��IURQW�HQG�WKDW�

GRZQ�PL[HV�DQG�GLJLWL]HV�*36�/��

DQG�/��IUHTXHQFLHV

◾� $�'63�ERDUG�WKDW�SHUIRUPV�

DFTXLVLWLRQ�DQG�WUDFNLQJ�RI�*36�/��

&�$��FDOFXODWHV�D�QDYLJDWLRQ�VROXWLRQ��

SUHGLFWV�WKH�/��&�$�GDWDELWV��DQG�

SURGXFHV�D�FRQVLVWHQW�VHW�RI�XS�WR����

VSRRIHG�*36�/��&�$�VLJQDOV�ZLWK�

D�XVHU�FRQWUROOHG�ILFWLWLRXV�LPSOLHG�

QDYLJDWLRQ�DQG�WLPLQJ�VROXWLRQ�

◾� $Q�5)�EDFN�HQG�ZLWK�D�GLJLWDO�

DWWHQXDWRU�WKDW�FRQYHUWV�WKH�GLJLWDO�

VDPSOHV�RI�WKH�VSRRIHG�VLJQDOV�IURP�

WKH�'63�WR�DQDORJ�RXWSXW�DW�WKH�*36�

/��IUHTXHQF\�ZLWK�D�XVHU�FRQWUROOHG�

EURDGFDVW�SRZHU�

◾� $�VLQJOH�ERDUG�FRPSXWHU�WKDW�KDQGOHV�

FRPPXQLFDWLRQ�EHWZHHQ�WKH�VSRRIHU�

DQG�D�UHPRWH�FRPSXWHU�RYHU�WKH�

,QWHUQHW�

7KH�VSRRIHU�ZRUNV�E\�ILUVW�DFTXLULQJ�

DQG�WUDFNLQJ�*36�/��&�$�DQG�/�&�

VLJQDOV�WR�REWDLQ�D�QDYLJDWLRQ�VROXWLRQ��

,W�WKHQ�HQWHUV�LWV�³IHHGEDFN´�PRGH��

LQ�ZKLFK�LW�SURGXFHV�D�FRXQWHUIHLW��

GDWD�IUHH�IHHGEDFN�*36�VLJQDO�WKDW�LV�

VXPPHG�ZLWK�LWV�RZQ�DQWHQQD�LQSXW��

7KH�IHHGEDFN�VLJQDO�LV�WUDFNHG�E\�WKH�

VSRRIHU�DQG�XVHG�WR�FDOLEUDWH�WKH�GHOD\�

EHWZHHQ�SURGXFWLRQ�RI�WKH�GLJLWL]HG�

VSRRIHG�VLJQDO�DQG�RXWSXW�RI�WKH�DQDORJ�

VSRRIHG�VLJQDO��7KLV�LV�QHFHVVDU\�

EHFDXVH�WKH�GHOD\�LV�QRQ�GHWHUPLQLVWLF�

RQ�VWDUW�XS�RI�WKH�UHFHLYHU��DOWKRXJK�LW�

VWD\V�FRQVWDQW�WKHUHDIWHU�

$IWHU�IHHGEDFN�FDOLEUDWLRQ�LV�

FRPSOHWH�DQG�HQRXJK�WLPH�KDV�HODSVHG�

WR�EXLOG�XS�D�QDYLJDWLRQ�GDWD�ELW�OLEUDU\��

WKH�VSRRIHU�LV�UHDG\�WR�EHJLQ�DQ�DWWDFN��

,QLWLDOO\��LW�SURGXFHV�VLJQDOV�WKDW�DUH�

DOLJQHG�WR�ZLWKLQ�D�IHZ�PHWHUV�ZLWK�WKH�

DXWKHQWLF�VLJQDOV�DW�WKH�ORFDWLRQ�RI�WKH�

WDUJHW�DQWHQQD�EXW�KDYH�ORZ�HQRXJK�

SRZHU�WKDW�WKH\�UHPDLQ�IDU�EHORZ�

WKH�WDUJHW�UHFHLYHU¶V�QRLVH�IORRU��7KH�

VSRRIHU�WKHQ�UDLVHV�WKH�SRZHU�RI�WKH�

VSRRIHG�VLJQDOV�VOLJKWO\�DERYH�WKDW�RI�

WKH�DXWKHQWLF�VLJQDOV��$W�WKLV�SRLQW��WKH�

VSRRIHU�KDV�WDNHQ�FRQWURO�RI�WKH�YLFWLP�

UHFHLYHU¶V�WUDFNLQJ�ORRSV�DQG�FDQ�VORZO\�

OHDG�WKH�VSRRIHG�VLJQDOV�DZD\�IURP�WKH�

DXWKHQWLF�VLJQDOV��FDUU\LQJ�WKH�UHFHLYHU¶V�

WUDFNLQJ�ORRSV�ZLWK�LW���7KH�WDUJHW�

UHFHLYHU�FDQ�EH�FRQVLGHUHG�FRPSOHWHO\�

FDSWXUHG�ZKHQ�HLWKHU�RI�WKH�IROORZLQJ�

DUH�WUXH��

◾� HDFK�VSRRIHG�VLJQDO�KDV�VKLIWHG�E\���

�V�UHODWLYH�WR�WKH�DXWKHQWLF�VLJQDOV��RU

◾� HDFK�VSRRIHG�VLJQDO�LV�DW�OHDVW�

���G%�PRUH�SRZHUIXO�WKDQ�WKH�

FRUUHVSRQGLQJ�DXWKHQWLF�VLJQDO��

7KH�ODWWHU�RSWLRQ�HQVXUHV�WKDW�WKHUH�

LV�QR�VLJQLILFDQW�LQWHUDFWLRQ�EHWZHHQ�

DXWKHQWLF�DQG�VSRRIHG�VLJQDOV�E\�

VLPXOWDQHRXVO\�MDPPLQJ�DQG�VSRRILQJ�

7KH�87�VSRRIHU�DQG�DWWDFN�VWUDWHJ\�

KDYH�EHHQ�WHVWHG�DJDLQVW�D�ZLGH�YDULHW\�

RI�FLYLO�*36�UHFHLYHUV�DQG�KDYH�DOZD\V�

EHHQ�VXFFHVVIXO�LQ�FRPPDQGHHULQJ�WKH�

WDUJHW�UHFHLYHU�

Test UAV.  7KH�VSRRILQJ�WHVWV�WDUJHWHG�

D�8QLYHUVLW\�RI�7H[DV�RZQHG�+RUQHW�

0LQL�8$9�VXSSOLHG�E\�$GDSWLYH�)OLJKW��

ZKLFK�LV�VKRZQ�LQ�WKH��OPENING PHOTO��

7KH�+RUQHW�0LQL�LV�URXJKO\�ILYH�IHHW�

ORQJ�DQG�ZHLJKV�DERXW����SRXQGV�ZKHQ�

IXOO\�ORDGHG��7KH�0LQL¶V�VRSKLVWLFDWHG�

DYLRQLFV�SDFNDJH�ORRVHO\�FRXSOHV�DQ�

DOWLPHWHU��PDJQHWRPHWHU��DQG�D�0(06�

,08�SDFNDJH�WR�D�*36�UHFHLYHU�YLD�DQ�

H[WHQGHG�.DOPDQ�ILOWHU���

�7KH�+RUQHW�0LQL�LV�UHSUHVHQWDWLYH�RI�

8$9V�XVHG�E\�ODZ�HQIRUFHPHQW��7KXV��

WKH�UHVXOWV�RI�WKH�VSRRILQJ�WHVWV�ZLWK�

WKH�0LQL�DOVR�DSSO\�WR�RWKHU�VLPLODUO\�

GHVLJQHG�8$9V��LQFOXGLQJ�WKRVH�XVHG�

LQ�PRVW�FLYLO�DSSOLFDWLRQV��ZKRVH�

QDYLJDWLRQ�V\VWHPV�DUH�FHQWHUHG�RQ�FLYLO�

*36��,W�VKRXOG�EH�QRWHG�WKDW�QR�VSHFLDO�

DOWHUDWLRQV�ZHUH�PDGH�WR�WKH�+RUQHW�

0LQL�IRU�WKLV�WHVW�±�LW�ZDV�LQ�LWV�³DV�VROG´�

RU�³VWRFN´�FRQILJXUDWLRQ�

Setup. $�VFKHPDWLF�RI�WKH�VHWXS�XVHG�

IRU�WKH�VSRRILQJ�WHVWV�DJDLQVW�WKH�FLYLO�

8$9�DW�:605�DSSHDUV�LQ�FIGURE 1��7KH�

VSRRIHU�ZDV�ORFDWHG�RQ�D�KLOOWRS�ZLWK�

WKH�UHFHLYH�DQWHQQD�RQ�WKH�IDU�VLGH�RI�

WKH�KLOOWRS�IURP�WKH�WUDQVPLW�DQWHQQD�DV�

VKRZQ�LQ�FIGURE 2��7KH�8$9�VLWH�ZDV�

ORFDWHG�LQ�D�VDQG\�EDVLQ�DSSUR[LPDWHO\�

 ▲  FIGURE 1  Schematic of the test setup. 
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����PHWHUV�IURP�WKH�WUDQVPLW�DQWHQQD�

Procedure. 7KH�8$9�ZDV�FRPPDQGHG�

E\�LWV�JURXQG�FRQWUROOHU�WR�KRYHU�

DSSUR[LPDWHO\����IHHW�DERYH�JURXQG�

OHYHO�DW�WKH�8$9�VLWH��$IWHU�WKH�LQLWLDO�

JURXQG�FRQWURO�FRPPDQG�ZDV�VHQW��WKH�

8$9�PDLQWDLQHG�LWV�KRYHULQJ�SRVLWLRQ�

DXWRPDWLFDOO\�EDVHG�RQ�WKH�QDYLJDWLRQ�

VROXWLRQ�RI�LWV�H[WHQGHG�.DOPDQ�ILOWHU��

ZKLFK�LV�EDVHG�LQ�SDUW�RQ�*36��$W�WKLV�

SRLQW�LQ�WKH�WHVW�SURFHGXUH��WKH�VSRRIHG�

VLJQDOV�ZHUH�QRW�EHLQJ�EURDGFDVW��WKH�

8$9�ZDV�RQO\�XQGHU�WKH�LQIOXHQFH�RI�

WKH�DXWKHQWLF�*36�VLJQDOV�

7KH�VSRRIHU�ZDV�WKHQ�FRPPDQGHG�

WR�EHJLQ�WUDQVPLWWLQJ�VSRRIHG�VLJQDOV��

7R�HQVXUH�VHDPOHVV�FDSWXUH�RI�WKH�

8$9¶V�*36�XQLW��WKH�FRGH�SKDVHV�RI�WKH�

VSRRIHG�VLJQDOV�ZHUH�DOLJQHG�WR�ZLWKLQ�

PHWHUV�RI�WKH�DXWKHQWLF�VLJQDOV�DW�WKH�

ORFDWLRQ�RI�WKH�8$9¶V�*36�DQWHQQD��

7KH�VSRRIHG�VLJQDOV�RYHUSRZHUHG�WKHLU�

DXWKHQWLF�FRXQWHUSDUWV�DQG�LQVWDQWO\�

FDSWXUHG�WKH�WUDFNLQJ�ORRSV�ZLWKLQ�WKH�

8$9¶V�*36�UHFHLYHU���

,PPHGLDWHO\�DIWHU�FDSWXUH��WKH�

VSRRIHU�LQGXFHG�D�IDOVH�YHORFLW\�DQG�

FRUUHVSRQGLQJ�SRVLWLRQ�FKDQJH�LQ�

WKH�8$9¶V�*36�UHFHLYHU��GUDZLQJ�

WKH�SRVLWLRQ�UHSRUWHG�E\�WKH�8$9¶V�

H[WHQGHG�.DOPDQ�ILOWHU�DZD\�IURP�WKH�

8$9¶V�FRPPDQGHG�KRYHU�SRVLWLRQ��7R�

FRPSHQVDWH��WKH�8$9¶V�IOLJKW�FRQWUROOHU�

UHVSRQGHG�E\�PRYLQJ�LQ�WKH�RSSRVLWH�

GLUHFWLRQ��$�VDIHW\�SLORW�ZDV�RQ�KDQG�WR�

SUHYHQW�WKH�8$9�IURP�GULIWLQJ�RXW�RI�

FRQWURO���7KLV�ZDV�QHFHVVDU\�EHFDXVH�

E\�FRPPDQGHHULQJ�WKH�8$9¶V�*36�

UHFHLYHU��WKH�VSRRIHU�RSHUDWRU�HIIHFWLYHO\�

EUHDNV�WKH�8$9�DXWRSLORW¶V�IHHGEDFN�

FRQWURO�ORRS��7KH�VSRRIHU�RSHUDWRU�PXVW�

QRZ�DFW�DV�DQ�RSHUDWRU�LQ�WKH�ORRS��

ZKLFK�UHTXLUHV�UHDO�WLPH��PHWHU�OHYHO�

NQRZOHGJH�RI�WKH�8$9¶V�WUXH�ORFDWLRQ��

Results.�%HWZHHQ�WHVWV�:605�DQG�

87��WKH�VSRRIHU�GHPRQVWUDWHG�VKRUW�

WHUP���GLPHQVLRQDO�FRQWURO�RI�WKH�8$9��

7KXV��ZH�FRQFOXGH�WKDW�LW�LV�LQGHHG�

SRVVLEOH�WR�KLMDFN�D�FLYLO�8$9�²�LQ�WKLV�

FDVH��D�IDLUO\�VRSKLVWLFDWHG�RQH�²E\�

FLYLO�*36�VSRRILQJ�

,QWHUHVWLQJO\��WKH�+RUQHW�0LQL�

UHOLHV�RQO\�RQ�LWV�DOWLPHWHU�IRU�GLUHFW�

PHDVXUHPHQWV�RI�LWV�YHUWLFDO�SRVLWLRQ��

WKH�*36�PHDVXUHG�YHUWLFDO�SRVLWLRQ�

LV�LJQRUHG��7KLV�FDQ�EH�GRQH�ZLWK�

UHDVRQDEOH�DFFXUDF\�EHFDXVH�RI�WKH�

+RUQHW�0LQL¶V�VKRUW�IOLJKW�HQGXUDQFH�

�a���PLQXWHV���+RZHYHU��WKH�*36�

YHUWLFDO�YHORFLW\�GRHV�DIIHFW�WKH�H[WHQGHG�

.DOPDQ�ILOWHU¶V�YHUWLFDO�FRRUGLQDWH�

HVWLPDWH�EHFDXVH�WKH�ILOWHU�SURSDJDWHV�

*36�YHORFLW\�PHDVXUHPHQWV�WKURXJK�

D�8$9�G\QDPLFV�PRGHO�WR�IRUP�DQ�D�

SULRUL�YHUWLFDO�HVWLPDWH�WKDW�JHWV�XSGDWHG�

ZLWK�WKH�DOWLPHWHU�PHDVXUHPHQWV��7KLV�

GHSHQGHQFH�RQ�*36�YHORFLW\�DOORZHG�

WKH�VSRRIHU�RSHUDWRU�WR�IRUFH�WKH�8$9�

YHUWLFDOO\�GRZQZDUG�LQ�GUDPDWLF�IDVKLRQ�

LQ�WKH�ILQDO�WKUHH�FDSWXUH�GHPRQVWUDWLRQV�

'HYHORSLQJ�D�IXOO�VSRRIHU�EDVHG�

FRQWURO�V\VWHP�IRU�D�8$9�LV�D�GLIILFXOW�

SUREOHP�WKDW��LQ�DGGLWLRQ�WR�WKH�

UHTXLUHPHQW�IRU�UHDO�WLPH�WUXH�SRVLWLRQ�

IHHGEDFN��UHTXLUHV�WKH�VSRRIHU�WR�PRGHO�

WKH�8$9¶V�IHHGEDFN�FRQWURO�EHKDYLRU�

DQG�WR�HVWLPDWH�WKH�8$9¶V�GHVLUHG�SDWK��

&DXVLQJ�D�8$9�WR�VSLQ�RXW�RI�FRQWURO�

DQG�FUDVK�LV�QRW�GLIILFXOW�ZLWK�D�VSRRIHU��

EXW�ILQH�JUDLQHG�FRQWURO�FHUWDLQO\�LV�

Implications
7KHVH�WHVWV�KDYH�GHPRQVWUDWHG�WKDW�

FLYLOLDQ�8$9V�ZLOO�EH�YXOQHUDEOH�WR�

FRQWURO�E\�PDOHIDFWRUV�ZLWK�D�FLYLO�

*36�VSRRIHU�ORRNLQJ�WR�KLMDFN�RU�FUDVK�

WKHVH�8$9V�XQOHVV�WKHLU�YXOQHUDELOLW\�

WR�*36�VSRRILQJ�LV�DGGUHVVHG��7KHUH�

DUH�VHYHUDO�UHDVRQV�ZK\�VRPHRQH�

PD\�ZDQW�WR�VSRRI�D�GURQH�LQFOXGLQJ�

IHDU�RYHU�GURQHV�LQYDGLQJ�SHRSOH¶V�

SULYDF\��7KLV�SRVHV�D�VLJQLILFDQW�

VDIHW\�FRQFHUQ�WKDW�FRXOG�UHVXOW�LQ�

PLG�DLU�FROOLVLRQV�ZLWK�RWKHU�DHULDO�

YHKLFOHV�RU�EXLOGLQJV��QRW�WR�PHQWLRQ�

ORVV�RI�SURSHUW\��

&RQVWUXFWLQJ�IURP�VFUDWFK�D�

VRSKLVWLFDWHG�*36�VSRRIHU�OLNH�WKH�RQH�

GHYHORSHG�E\�87�LV�QRW�HDV\��QRU�LV�

LW�ZLWKLQ�WKH�FDSDELOLW\�RI�WKH�DYHUDJH�

DQRQ\PRXV�KDFNHU��,W�LV�RUGHUV�RI�

PDJQLWXGH�KDUGHU�WKDQ�GHYHORSLQJ�

D�*166�MDPPHU��1RQHWKHOHVV��WKH�

WUHQG�WRZDUG�VRIWZDUH�GHILQHG�*166�

UHFHLYHUV�IRU�UHVHDUFK�DQG�GHYHORSPHQW��

ZKHUH�UHFHLYHU�IXQFWLRQDOLW\�LV�GHILQHG�

HQWLUHO\�LQ�VRIWZDUH�GRZQVWUHDP�RI�

WKH�$�'�FRQYHUWHU��KDV�VLJQLILFDQWO\�

ORZHUHG�WKH�EDU�WR�VSRRIHU�GHYHORSPHQW�

LQ�UHFHQW�\HDUV��

$V�D�SRLQW�RI�UHIHUHQFH��ZH�HVWLPDWH�

WKDW�WKHUH�DUH�PRUH�WKDQ�����UHVHDUFKHUV�

LQ�XQLYHUVLWLHV�DURXQG�WKH�JOREH�ZKR�

DUH�ZHOO�HQRXJK�YHUVHG�LQ�VRIWZDUH�

GHILQHG�*36�WKDW�WKH\�FRXOG�GHYHORS�D�

VRSKLVWLFDWHG�VSRRIHU�IURP�VFUDWFK�ZLWK�D�

\HDU�RI�GHGLFDWHG�HIIRUW��0RUH�ZRUULVRPH�

LV�WKH�IDFW�WKDW�RQH�GRHV�QRW�KDYH�WR�

EXLOG�D�VRSKLVWLFDWHG�VSRRIHU�OLNH�RXUV��

FDSDEOH�RI�DOLJQLQJ�LWV�VLJQDOV�SUHFLVHO\�

ZLWK�DXWKHQWLF�VLJQDOV�DW�WKH�ORFDWLRQ�

RI�D�FKRVHQ�WDUJHW��WR�VSRRI�D�FLYLO�*36�

UHFHLYHU��$�ORZ�FRVW�RII�WKH�VKHOI�*36�

VLJQDO�VLPXODWRU�ZRXOG�QRW�SHUPLW�WKH�

NLQG�RI�VHDPOHVV�DWWDFN�ZH�FDUULHG�

RXW��EXW�ZRXOG�EH�DGHTXDWH�WR�FRQIXVH�

DQG�GLVUXSW�WKH�QDYLJDWLRQ�V\VWHP�RI�D�

FRPPHUFLDO�8$9�

 ▲  FIGURE 2  Aerial view of the test site showing the spoofer location on a hilltop and the UAV 

site 0.62 kilometers away.
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Fixing the Problem
7KHUH�LV�QR�TXLFN��HDV\��DQG�FKHDS�IL[�

IRU�WKH�FLYLO�*36�VSRRILQJ�SUREOHP��

0RUHRYHU��QRW�HYHQ�WKH�PRVW�HIIHFWLYH�

*36�VSRRILQJ�GHIHQVHV�DUH�IRROSURRI��

1RQHWKHOHVV��WKHUH�DUH�PDQ\�SRVVLEOH�

UHPHGLHV�WR�WKH�VSRRILQJ�SUREOHP�

WKDW��ZKLOH�QRW�IRROSURRI��ZRXOG�YDVWO\�

LPSURYH�FLYLO�*36�VHFXULW\��7KHVH�

GHIHQVHV�FDQ�EH�EURNHQ�XS�LQWR�WZR�

FDWHJRULHV��FU\SWRJUDSKLF�DQG�QRQ�

FU\SWRJUDSKLF�GHIHQVHV��

&U\SWRJUDSKLF�GHIHQVHV�FRPH�

SULPDULO\�LQ�WZR�IRUPV��VSUHDG�VSHFWUXP�

VHFXULW\�FRGHV��666&��DQG�QDYLJDWLRQ�

PHVVDJH�DXWKHQWLFDWLRQ��10$���

GHSHQGLQJ�RQ�ZKHWKHU�WKH�XQSUHGLFWDEOH�

GLJLWDO�VLJQDWXUH�LV�SODFHG�RQ�WKH�

VSUHDG�VSHFWUXP�FRGH�RU�WKH�QDYLJDWLRQ�

GDWD��7KHVH�FU\SWRJUDSKLF�VLJQDWXUHV�

FRXOG�EH�SODFHG�RQ�:$$6�VLJQDOV�RU�

H[LVWLQJ�RU�IXWXUH�*36�VLJQDOV�WR�SURYLGH�

DXWKHQWLFDWLRQ�RI�WKH�VRXUFH�RI�WKH�

:$$6�RU�*36�VLJQDOV��$�FU\SWRJUDSKLF�

GHIHQVH�LPSOHPHQWHG�ZLWK�DSSURSULDWH�

FKHFNV�WR�SURWHFW�DJDLQVW�FHUWDLQ�YDULDQWV�

RI�VSRRILQJ�DWWDFNV��GHVFULEHG�LQ�

³6WUDLJKW�7DON�RQ�$QWL�6SRRILQJ�́ �*36�

:RUOG��-DQXDU\�������ZRXOG�VLJQLILFDQWO\�

UDLVH�WKH�EDU�IRU�D�ZRXOG�EH�VSRRIHU��

6HYHUDO�SURSRVDOV�IRU�FU\SWRJUDSKLF�

PHWKRGV�DUH�FXUUHQWO\�RQ�WKH�WDEOH�

LQFOXGLQJ�D�SURSRVDO�E\�/RJDQ�6FRWW�

WR�SODFH�666&�VLJQDWXUHV�RQ�*36�/�&�

VLJQDOV�WKDW�ZLOO�EH�EURDGFDVW�E\�*36�

%ORFN�,,,�VDWHOOLWHV��+RZHYHU��WKH�FXUUHQW�

SURSRVDOV�IRU�FLYLO�*36�FU\SWRJUDSKLF�

DXWKHQWLFDWLRQ�VFKHPHV�DUH�VWLOO�DW�OHDVW�

VHYHUDO�\HDUV�DZD\�IURP�LPSOHPHQWDWLRQ�

DQG�KDYH�D���PLQXWH�ZLQGRZ�EHWZHHQ�

DXWKHQWLFDWLRQV�RI�HDFK�LQGLYLGXDO�*36�

VLJQDO��7KHVH�SURSRVDOV�KDYH�FXUUHQWO\�

JDLQHG�QR�JURXQG�LQ�EHLQJ�LPSOHPHQWHG�

EHFDXVH�RI�D�ODFN�RI�GHGLFDWHG�IXQGV�IRU�

GHYHORSPHQW�DQG�LPSOHPHQWDWLRQ�

7KHUH�DUH�DOVR�D�QXPEHU�RI�SURPLVLQJ�

QRQ�FU\SWRJUDSKLF�WHFKQLTXHV�IRU�FLYLO�

*36�VSRRILQJ�GHWHFWLRQ�WKDW�LQFOXGH�

MDPPLQJ�WR�QRLVH�SRZHU�GHWHFWRUV��-�1�

PHWHUV���FRUUHODWLRQ�SURILOH�DQRPDO\�

GHIHQVHV��DQG�DQWHQQD�EDVHG�GHIHQVHV��

-�1�PHWHUV�DUH�VLPSOH�DQG�HDVLO\�

LPSOHPHQWDEOH�DQG�ZRXOG�SUHYHQW�D�

VSRRIHU�IURP�VLPXOWDQHRXV�MDPPLQJ�

DQG�VSRRILQJ��+RZHYHU��D�-�1�VHQVRU�

ZLOO�QRW�W\SLFDOO\�GHWHFW�D�VSRRILQJ�

DWWDFN�LQ�ZKLFK�WKH�VSRRIHG�VLJQDOV�DUH�

RQO\�VOLJKWO\�PRUH�SRZHUIXO�WKDQ�WKHLU�

DXWKHQWLF�FRXQWHUSDUWV��7KH�LQFOXVLRQ�

RI�D�-�1�PHWHU�GRHV�HQVXUH�WKDW�WKH�

DXWKHQWLF�VLJQDOV�ZLOO�DOVR�EH�YLVLEOH�

DV�D�FRUUXSWLRQ�WR�WKH�FRUUHODWLRQ�FXUYH�

GXULQJ�D�VSRRILQJ�DWWDFN��GXH�WR�WKH�

GLIILFXOW\�RI�QXOOLQJ�RXW�WKH�DXWKHQWLF�

VLJQDO��7KLV�DOORZV�FRUUHODWLRQ�SURILOH�

DQRPDO\�GHIHQVHV�WR�EH�YLDEOH��

+RZHYHU��WKHVH�PHWKRGV�VXIIHU�

IURP�WKH�GLIILFXOW\�RI�GLVWLQJXLVKLQJ�

PXOWLSDWK�HIIHFWV�IURP�D�VSRRILQJ�

DWWDFN��SDUWLFXODUO\�LQ�PRELOH�UHFHLYHUV��

$QWHQQD�EDVHG�GHIHQVHV�DOVR�SUHVHQW�DQ�

DWWUDFWLYH�RSWLRQ�IRU�DQWL�VSRRILQJ��EXW�

PRVW�RI�WKHVH�PHWKRGV�UHTXLUH�DGGLWLRQDO�

KDUGZDUH��PXOWLSOH�DQWHQQDV��DQG�FRVW��

2QH�SURPLVLQJ�QHZ�DQWHQQD�EDVHG�

GHIHQVH�LV�FXUUHQWO\�XQGHU�GHYHORSPHQW�

DW�&RUQHOO�8QLYHUVLW\�WKDW�GRHV�QRW�

UHTXLUH�PXOWLSOH�DQWHQQDV��7KLV�GHIHQVH�

LQYROYHV�DQ�H[WHQVLRQ�RI�WKH�VLJQDO�

VSDWLDO�FRUUHODWLRQ�WHFKQTXH�GHYHORSHG�

E\�WKH�8QLYHUVLW\�RI�&DOJDU\�3/$1�

JURXS��+RZHYHU��WKLV�WHFKQLTXH�LV�VWLOO�

XQGHU�GHYHORSPHQW��DQG�UHFHLYHUV�

LPSOHPHQWLQJ�WKLV�WHFKQLTXH�ZRXOG�

OLNHO\�EH�VHYHUDO�WLPHV�PRUH�H[SHQVLYH�

WKDQ�FXUUHQW�UHFHLYHUV�

)RU�GHWDLOV�RQ�SRWHQWLDO�VSRRILQJ�

GHIHQVHV��VHH�7RGG�+XPSKUH\¶V�

&RQJUHVVLRQDO�WHVWLPRQ\�RQ�SDJH����

Recommendations
:H�UHFRPPHQG�WKDW�IRU�QRQ�UHFUHDWLRQDO�

RSHUDWLRQ�LQ�WKH�QDWLRQDO�DLUVSDFH��FLYLO�

8$9V�H[FHHGLQJ����SRXQGV�EH�UHTXLUHG�

WR�HPSOR\�QDYLJDWLRQ�V\VWHPV�WKDW�DUH�

VSRRI�UHVLVWDQW��6SRRI�UHVLVWDQFH�ZLOO�EH�

GHILQHG�WKURXJK�D�VHULHV�RI�IRXU�FDQQHG�

DWWDFN�VFHQDULRV�WKDW�FDQ�EH�UHFUHDWHG�LQ�D�

ODERUDWRU\�VHWWLQJ��$�QDYLJDWLRQ�V\VWHP�LV�

GHFODUHG�VSRRI�UHVLVWDQW�LI��IRU�HDFK�DWWDFN�

VFHQDULR��WKH�V\VWHP�LV�HLWKHU�XQDIIHFWHG�

E\�RU�DEOH�WR�GHWHFW�WKH�VSRRILQJ�DWWDFN��

6SRRILQJ�GHWHFWLRQ�FRPELQHG�ZLWK�DQ�

DSSURSULDWH�*36�GHQLHG�PRGH�IRU�WKH�

8$9�WR�IDOO�EDFN�RQ�ZLOO�VLJQLILFDQWO\�

LQFUHDVH�WKH�GLIILFXOW\�RI�PRXQWLQJ�D�

VXFFHVVIXO�VSRRILQJ�DWWDFN�

$GGLWLRQDOO\��FLYLO�*36�UHFHLYHUV�

LQ�PDQ\�FULWLFDO�LQIUDVWUXFWXUHV�

�FRPPXQLFDWLRQV�QHWZRUNV��ILQDQFLDO�

WUDGH�FHQWHUV��DQG�WKH�SRZHU�JULG��DUH�

DOVR�YXOQHUDEOH�WR�FLYLO�*36�VSRRILQJ��

7KHVH�FULWLFDO�LQIUDVWUXFWXUHV�SULPDULO\�

UHO\�RQ�*36�IRU�WLPLQJ��ZKLFK�LV�DOVR�

VXVFHSWLEOH�WR�PDQLSXODWLRQ�ZLWK�

YDU\LQJ�FRQVHTXHQFHV�GHSHQGLQJ�RQ�

WKH�DSSOLFDWLRQ��$�GLVFXVVLRQ�RI�SRZHU�

JULG�YXOQHUDELOLWLHV�WR�*36�VSRRILQJ�

LV�JLYHQ�LQ�³*RLQJ�8S�$JDLQVW�7LPH´�

LQ�WKLV�LVVXH�RI�WKH�PDJD]LQH�RQ�SDJH�

����:H�DOVR�UHFRPPHQG�WKDW�*36�

EDVHG�WLPLQJ�RU�QDYLJDWLRQ�V\VWHPV�

KDYLQJ�D�QRQ�WULYLDO�UROH�LQ�V\VWHPV�

GHVLJQDWHG�E\�'+6�DV�QDWLRQDO�FULWLFDO�

LQIUDVWUXFWXUH�EH�UHTXLUHG�WR�EH�VSRRI�

UHVLVWDQW�

)LQDOO\��ZH�UHFRPPHQG�WKDW�IXQGLQJ�

EH�FRPPLWWHG�IRU�GHYHORSPHQW�DQG�

LPSOHPHQWDWLRQ�RI�D�FU\SWRJUDSKLF�

DXWKHQWLFDWLRQ�VLJQDWXUH�LQ�RQH�RI�

WKH�H[LVWLQJ�RU�IRUWKFRPLQJ�FLYLO�

*36�VLJQDOV��7KH�VLJQDWXUH�VKRXOG�

DW�PLQLPXP�WDNH�WKH�IRUP�RI�D�

GLJLWDO�VLJQDWXUH�LQWHUOHDYHG�LQWR�WKH�

QDYLJDWLRQ�PHVVDJH�VWUHDP�RI�WKH�

:$$6�VLJQDOV��$�EHWWHU�SODQ�ZRXOG�

EH�WR�LQWHUOHDYH�WKH�VLJQDWXUH�LQWR�WKH�

&1$9�RU�&1$9��*36�QDYLJDWLRQ�

PHVVDJH�VWUHDP��7KH�EHVW�SODQ�

IRU�LPSOHPHQWLQJ�D�FU\SWRJUDSKLF�

DXWKHQWLFDWLRQ�VLJQDWXUH�ZRXOG�EH�WR�

LPSOHPHQW�WKH�VLJQDWXUH�DV�DQ�666&�

LQWHUOHDYHG�LQWR�WKH�VSUHDGLQJ�FRGH�RI�

WKH�/�&�GDWD�FKDQQHO��,QFOXVLRQ�RI�D�

FU\SWRJUDSKLF�VLJQDWXUH�ZRXOG�JUHDWO\�

DLG�PDQXIDFWXUHUV�LQ�GHYHORSLQJ�

UHFHLYHUV�WKDW�DUH�VSRRI�UHVLVWDQW�

Manufacturers
7KH�+RUQHW�0LQL�8$9�FDUULHV�D�μBlox

*36�UHFHLYHU��
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