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GPS: The Achillesõ Heels

ÁWeak GPS Signals

üLike a 30-Watt lightbulb held 4000 km away

üGPS does not penetrate well indoors

üGPS is easy target for jamming

üGPS is vulnerable to natural interference (e.g., 

solar radio bursts and ionospheric scintillation)

ÁUnauthenticated Civil GPS Signals

üCivil GPS broadcast ñin the clearò

üMakes civil GPS vulnerable to spoofing 



GPS: Dependency Begets Vulnerability
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Civil GPS Jamming Event



Civil GPS Spoofing



Civil GPS Spoofing (contõd)



IonosphericScintillation

µReceiver noise and 
µscintillation-induced 
µphase errors

Cycle slips 
(phase unlock)

Total loss of carrier lock (frequency unlock)



Research Agenda

ÁGPS Jamming

ü Locate jamming sources by combining 
data from a network of receivers

ü Develop augmentation-based defenses

ÁGNSS Spoofing

ü Characterize spoofing signatures

ü Develop receiver-autonomous defenses

ü Develop augmentation-based defenses

ÁNatural GNSS Interference

ü Improve tracking loop robustness to 
scintillation

ÁNetwork-Centric Navigation

ü Establish theory for time stability transfer

ü Opportunistic and collaborative navigation
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INTERLOC: 

Network-based Interference Location


