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GPS: The Achill e

AWeak GPS Signals
U Like a 30-Watt lightbulb held 4000 km away
U GPS does not penetrate well indoors
U GPS Is easy target for jamming

U GPS is vulnerable to natural interference (e.g.,
solar radio bursts and ionospheric scintillation)

AUnauthenticated Civil GPS Signals
uCi vi | GPS Dbroadcast nin
U Makes civil GPS vulnerable to spoofing
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\GPS: Dependency Begets Vulnerability
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Civil GPS Jamming Event

Imagery Dates: Jan 29, 2008 - Feb 1, 2008
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Data SIO. NOAA, U'S. Navy. NGA, GEBCO

o L.Google:

lat 22710902 lon-117.177719 Eye alt 3921 km
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Civil GPS Spoofing
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GPS Spoofin
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I&)nosphericSCintiIIation

Receiver noise and
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Research Agenda
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A GPS Jamming

U Locate jamming sources by combining
data from a network of receivers

U Develop augmentation-based defenses
A GNSS Spoofing

0 Characterize spoofing signatures

U Develop receiver-autonomous defenses
U Develop augmentation-based defenses
A Natural GNSS Interference

0 Improve tracking loop robustness to
scintillation

A Network-Centric Navigation
U Establish theory for time stability transfer
U Opportunistic and collaborative navigation
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Research Agenda
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A GPS Jamming

U Locate jamming sources by combining
data from a network of receivers

U Develop augmentation-based defenses
A GNSS Spoofing

i Characterize spoofing signatures

i Develop receiver-autonomous defenses
0 Develop augmentation-based defenses
A Natural GNSS Interference

i Improve tracking loop robustness to
scintillation

A Network-Centric Navigation
U Establish theory for time stability transfer
t Opportunistic and collaborative navigation
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