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This dissertation develops the theory and provides experimental veri-
fication of GNSS interference detection and localization algorithms with data
from terrestrial- and space-based receivers. The first study offers an ex-
perimental demonstration of single-satellite geolocation of broadcast GNSS
spoofers and an analysis of various error sources. The second study explores
dual-satellite geolocation of GNSS interference from Low Earth Orbit (LEO)
and presents an analysis of interference signals captured in the GNSS frequency
bands by two time-synchronized LEO receivers over the Eastern Mediter-
ranean, with the emitters being geolocated. The third study investigates a
transient space-based GNSS interference source that has caused continental-
wide GNSS interference and presents detection and estimation algorithms to
identify the source. Together, these contributions strengthen GNSS security
by providing the theory and experimental verification of GNSS interference

detection and geolocation algorithms across several platforms.

vil



Table of Contents

Acknowledgments v

Abstract vii

List of Tables xi

List of Figures xii

Chapter 1. Introduction 1

1.1 The GNSS Interference Problem . . . . . . ... ... .. ... 1

1.2 GNSS Interference Defenses and PNT Alternatives . . . . . . . 5

1.3 Protecting the GNSS Spectrum . . . .. .. .. .. ... ... 7

1.4 Thesis Statement and Expected Contributions . . . . . . . .. 10

1.5 Organization . . . . . . . . . .. . 12

1.6 List of Publications . . . . . ... ... ... .. ........ 13

1.6.1 Journal Publications . . . . . . .. ... ... ... ... 13

1.6.2 Conference Publications . . . . . . ... ... ... ... 14

1.6.3 Other Major Publications . . . . ... .. ... .. ... 15
Chapter 2. Single-Satellite-Based Geolocation of Broadcast GINSS

Spoofers from Low Earth Orbit 16

2.1 Introduction . . . . . . .. ... ... 17

2.2 Signal Models . . . . ... ... 22

2.2.1 GNSS Spoofing Signals . . . . ... ... ... ... .. 22

2.2.2 Received Doppler Model . . . . . . . .. ... ... ... 24

2.3 Conceptual Overview of Broadcast GNSS Spoofer Geolocation 26

2.4 Spoofer Geolocation with v . . . . . . ... ... ... ... .. 30

2.4.1 Measurement Model . . . . . ... ... ... ...... 30

2.4.2 Effects of Estimated v . . . . . . . ... ... ... ... 33

viil



2.5

2.6
2.7

2.8

2.4.3 Range-rate Nonlinear Least-Squares . . . . ... .. .. 35

Experimental Results . . . . . . .. ... ... ... ... 37
2.5.1 Experimental Design . . . . . ... ... ... ... ... 38
2.5.2 Experimental Spoofer Geolocation with v . . . . . . .. 39
2.5.3 Experimental Spoofer Geolocation with GNSS Observables 42
Spoofer Clock Instability Error Analysis. . . . . . .. ... .. 45
Controlling Spoofing Detection While Degrading Geolocation

Accuracy . . . . . . 50
2.7.1 Optimal Spoofing Detection via Clock Drift Monitoring 50
2.7.2 Expression for Geolocation Error . . . . . . ... .. .. 54
2.7.3 Jointly Optimized Spoofer Clock Drift Selection . . . . . 56
Conclusion . . . . . . . ... 59

Chapter 3. Dual-Satellite Geolocation of Terrestrial GNSS In-

3.1
3.2

3.3

3.4

3.5

3.6

terference from Low Earth Orbit 60
Introduction . . . . . . ... 61
Measurement Model . . . . . . . . . ... ... 65
3.2.1 TDOA and FDOA Measurement Model . . . . . . . .. 66
3.2.2 The Generalized Cross-Correlation Function . . . . . . . 69
Emitter Geolocation . . . . . . ... ... ... ... ... .. 72
3.3.1 Two-step Geolocation . . . .. ... ... ... ..... 72
3.3.2 Direct Geolocation . . . . . . . ... ... ... ... .. 75
3.3.3 Connection between the CAF Domain and Position Domain 78
A Real-world Capture . . . . . . . ... ... ... ....... 84
3.4.1 Capture Platform . . .. ... ... ... ... ..... 84
3.4.2 Spectrum Analysis . . . . .. ... 86
Emitter Geolocation . . . . . . . . . ... ... ... ... ... 87
3.5.1 Two-Step Geolocation . . . . . . ... .. ... ..... 88
3.5.2 Direct Geolocation . . . . . . . ... ... ... ... .. 91
Conclusion . . . . . . . . . ... 96

1X



Chapter 4. Transient Space-Based GNSS Interference Detec-

tion and Estimation 97
4.1 Introduction . . . . . ... . . ... ... 98
4.2 Measurement Models and Detection . . . . . . ... ... ... 101
4.2.1 Measurement Models . . . . . . ... ... ... .... 102
4.2.2 Detection . . . . . . ... 104
4.3 Interference Properties . . . . . . . . ... ... ... 109
4.3.1 Temporal Patterns . . . . . . ... ... ... ...... 110
4.3.2 Spatial Patterns . . . . ... ..o 112
4.3.3 Spectral Properties. . . . . . . ... ... ... 114
4.3.4 Comparison with Solar Radio Burst . . . . .. .. ... 117
4.4 Elevation-Mask-Based Interference Source Identification . . . . 118
4.5 Multi-Hypothesis CNR-Based Interference Source Identification 121
4.5.1 Generalized Likelihood Ratio Test . . . . . . . ... .. 121
4.5.2 Simulation Study . . . . . ... 122
4.5.2.1 Simulation . . . . .. ... ... L. 126
4.5.2.2 Results and Discussion . . . . . ... ... ... 127
4.5.3 GNSS Satellite Identification with Real CNR Data . . . 129
4.5.4 Implications for CINR-Based Interference Source Identi-
fication . . . . .. . ... 131
4.6 TDOA-Based Interference Source Identification . . . . . . . .. 133
4.6.1 TDOA Measurement Models . . . . .. ... ... ... 133
4.6.2 TDOA-Based Association Framework . . . . . .. . .. 135
4.6.3 A Wideband Raw-Signal Capture . . . . . . .. ... .. 137
4.6.4 TDOA Measurement and Method Validation . . . . . . 139
4.6.5 Satellite Association . . . . . ... ... ... ..., 141
4.6.6 Further Analysis and Discussion . . . ... .. ... .. 143
4.7 Conclusion . . . . . . ... 145
Chapter 5. Conclusions 147
Bibliography 150



2.1

2.2

4.1

4.2

List of Tables

Final geolocation error using the observed Doppler time history
of each spoofed PRN. . . . . . . ... ... ...

Theoretical marginal contribution of transmitter clock instabil-
ity to the 95% horizontal error ellipse for the capture scenario

specified in Section 2.5 in the absence of all other error sources.

The number of days per year that saw at least one wide-area
transient GNSS interference event on the GPS L1 frequency
with at least one station suffering a drop of 5 dB or greater.

The minimum altitude and number of satellites that satisfy var-
ious elevation masks for the event on day 160 of 2021. . . . . .

X1

44

46

111



2.1

2.2

2.3

24

2.5

2.6

List of Figures

Shown here are the Doppler components in single-satellite spoofer

geolocation. The Doppler components corresponding to (2.5)
are shown on the left. The Doppler components for each spoof-
ing signal corresponding to (2.4) are shown in red to the right.

The Pearson correlation coefficient between sequential estima-
tion errors w,[i] as a function of time between estimation epochs
for various values of h_s. As the receiver’s modeled process
noise intensity increases, the time correlation between between
estimation errors decreases. . . . . . . . ... ...

Left: The spoofed location atop the former Aerospace Engineer-
ing building in Austin, Texas. Center: The actual spoofer loca-
tion, a Spire Global ground station located in Perth, Australia.

Right: The ground track of the Spire Global LEO satellite dur-
ing the 20-second signal capture. . . . . . ... .. ... ...

Left: UT RNL’s GRID receiver display when processing the
spoofing signals. Right: A scatter of GRID-derived position
solutions. The red dot is the spoofed position. The 3D bias
is 45.9 m, mostly concentrated in the vertical direction. This
error is attributed to the S-band carrier. . . . . .. . ... ..

Measured Doppler time history of each received spoofing signal.
Also shown is the Doppler-equivalent time history 4(¢) (black
trace), which is used for geolocation. . . . . ... ... .. ..

Left: Final spoofer position estimate (white) based on 4().
Shown in red is the true spoofer location. The error of the final
estimate is 68 m. The true emitter is contained within the 95%
horizontal error ellipse, derived from (2.27), which has a semi-
major axis of 6.7 km. Right: Post-fit range-rate residuals of (¢

time history with respect to the estimated spoofer position (top

and true spoofer position (bottom). The residuals with respect
to the estimated position are unbiased and have a standard
deviation of 0.12m/s. . . . . ...

xii

25

35

39

40

41

42



2.7

2.8

2.9

2.10

2.11

3.1

3.2

3.3

Left: Geolocation using the observed Doppler time history of
each spoofed PRN. Each individual spoofer position estimate
is biased due to the unmodeled frequency component. Right:
Range-rate residuals with respect to the estimated spoofer posi-
tion (top). Range-rate residuals with respect to the true spoofer
position (Bottom). . . .. .. ... oo

Left: Monte Carlo sample RMSE as a function of h_o with
the capture geometry specified in Section 2.5, for an estimator
applying the correct (R) and incorrect (R,) measurement co-
variance. Right: Percentage increase in sample RMSE when R,
is applied rather than R. . . . . . . . . ... ... ... ....

Left: Monte Carlo containment percentage when the theoreti-
cal 95% error ellipse has been calculated with R, alone [setting
Ry, = 0 in (2.19)], for various values of the underlying parame-
ter o,. Right: Area of the corresponding theoretical 95% error
ellipse as a function of o,. The horizontal line shows the area of
the of the theoretical 95% error ellipse with the correct full mea-
surement covariance K. The vertical lines in both plots indicate
the true value of o, assumed in the Monte Carlo simulations. .

The attack trajectory v([i]* — v*[1] that maximizes e, for the
LEO-based receiver geometry shown in Fig. 2.3. . . . . . . ..

Worst-case geolocation error for a spoofer that optimizes cdt;
for receivers performing 1-Hz spoofing detection tests with oy,
= 0.05 m/s and for the LEO-based receiver geometry shown in
Fig. 2.3. The geolocation error is shown over a range of Pp for
two representative victim receiver clock quality levels and three
representative values of Pr. . . . . . . . ... .. ... ...

On the left is an example CAF for a single wideband emitter
without any cyclostationary properties. The A7 and Af that
correspond to the maximum magnitude are the maximum like-
lihood estimates. On the right is the CAF of a single wideband
emitter with cyclostationary properties. There is an ambiguity
because there are peaks with the same magnitude. . . . . ..

Example position-domain correlation grid from direct geoloca-
tion for a single wideband emitter without any cyclostationary
properties. The maximum magnitude corresponds to the MLE
of emitter’s position. . . . . .. ...

Shown here is an example mapping of |S“AF| and |STP|. The
position-domain correlation is effectively a homeomorphic map-
ping of the CAF domain. The blue dots represent the nearest
sample and frequency bin pair. . . . . ... ..o

xiii

44

48

48

o8

99

71

77

79



3.4

3.5

3.6
3.7

3.8

3.9

3.10

3.11

3.12

3.13

3.14

Shown here are |SYAF| and |SYP| from the simulation across
three distinct observation intervals for a cyclostationary chirp
jammer. The red markings denote the geometric manifold map-
ping between the CAF and PD, while the white diamonds in-
dicate the true A7 and Af and the true position. . . . . . .. 81

Position-domain correlation after noncoherently accumulating

all 58 snapshots of the simulation with the 3D view (left) and

from above (right). Likelihood accumulates at the true source
location, whereas the shifting ambiguities are suppressed, demon-
strating that direct geolocation provides a powerful mechanism

for geolocating cyclostationary interference. . . . . . . . . .. 82

Simulation setup with multiple interference sources. . . . . . 84

Position domain correlation at the first snapshot (top) and the
final snapshot (bottom). . . . . .. ... ... ... ... ... 84

Position domain correlation after noncoherently accumulating
all 58 snapshots with the 3D view (left) and from above (right).
The four distinct sharp peaks represent the MLE of each GNSS
interference source’s position. . . . . .. ..o 84

Ground tracks of a pair of LEO-based receivers during the two
60-second captures over the Eastern Mediterranean. Both satel-

lites are moving from north to south. . . . . ... .. ... .. 85
The average power spectral densities of the data during both
captures at both frequencies. . . . . . . ... ... ... ... 87
Spectograms centered at the GPS L1 (left) and L2 (right) fre-
quencies from data captured in April 2022. . . .. .. .. .. 87

Shown on the left are TDOA (top) and FDOA (bottom) mea-
surements corresponding to the measurements from the inter-
ference source located at the Khmeimim Air Base. Shown on
the right are the TDOA measurement residuals (top) and the
FDOA measurement residuals (bottom). . . . ... ... ... 88

The final two-step T/FDOA geolocation estimate converges to
Khmeimim Air Base on the coast of Syria, which has been
previously discovered to have transmitted GPS jamming sig-
nals [100]. The semi-major and semi-minor axes of the 95%
ellipse are 632 and 57 meters, respectively when a conservative

oar =50 m and oay = 5 m/s are assumed. . . . ... ... 89
Cost surface for the T/FDOA measurements. The global mini-
mum corresponds to the Khmeimim Air Base. . . . . . . . .. 90

X1v



3.15

3.16

3.17

3.18

3.19

4.1

4.2

4.3

4.4

4.5

Contours of the direct geolocation position-domain correlation
grids over Khmeimim Air Base for 20-ms (top), 100-ms (mid-
dle), and 1-second (bottom) integration times during the begin-
ning (left) and end(right) of the 60-second capture. The impact
of integration time and geometry is apparent. . . . . . . . ..

Direct geolocation on the chirp jammer in the beginning (left)
and end (middle) of the capture. A 100 ms accumulation was
taken once every 5 seconds. The eleven position-domain cor-
relations were noncoherently combined (right). Noncoherent
integration is a powerful tool that suppresses the spurious false
peaks from waveform structure and cyclostationarity. . . . . .

Direct geolocation over Syria with two different views of the
position domain. A 100-ms accumulation was taken once per
second, over 58 seconds. Shown here are 58 position-domain
correlations noncoherently combined. Each peak corresponds
to an emitter position estimate. . . . . . . . ... .. ... ..

Final emitter position estimates on L1 and L2 across both si-
multaneous captures from direct geolocation. All emitters were
assumed to be stationary and constrained to the surface of the
Earth. . . . .. . . ..

Jammers found in Ukraine (left) and Israel (right). . . . . ..

The distributions of A; under Hy (no interference present) for
stations METG (i = 1) and MATE (i =2).. . . .. ... ...

Reported CNR (left) and the detection statistic A; (right) for
IGS stations METG (i = 1, Finland), MATE (i = 2, Italy),
and THU2 (i = 3, Greenland) over a 15-minute interval on day
160 of year 2021. The dashed red line is the detection threshold
with a 10~* probability of false alarm.. . . . . . . ... .. ..

The number of stations that detected interference during day
160 of year 2021. The expanded view on the right shows a lower-
power event detected by 21 stations, followed by a higher-power
event detected by 58 stations. . . . . .. .. ...

Heat map of the test statistic (in dB) at triggering stations for
the lower-power event (left) and the higher-power event (right).
The drop in GPS L1 C/A CNR during the more powerful in-
terference event was as large as 6 dB, centered near the Baltic
TEGION. . . . . . ..o

Distribution of the day of the week and hour of day (with re-
spect to UTC) during which interference events with at least one
station suffering a drop of 5 dB or greater occurred. Clearly, the
high-power interference events typically occur during business
days and business hours. . . . . . ... ... L.

XV

92

93

94

95
96

107

108

109

109

111



4.6

4.7

4.8

4.9

4.10

4.11

4.12

4.13

The number of stations that detected interference during three
different days. Interference events can occur several times a day.
The left column shows the entire day, while the right column is
an expanded sub-interval. . . . . ... ... ...

Detection statistic heat maps, in dB, for day 146 of year 2021
and day 014 of year 2025. GNSS receivers in the Baltic region
are impacted most, which is generally representative of nearly
all of the interference events. . . . . . . ... ... ... ...

Uncalibrated average PSD near the GPS L1 band during nomi-
nal operation (thick black line) and 1-Hz PSD estimates during

48 transient interference events, as recorded in Gdynia, Poland.

Power spectrum derived from raw wideband samples captured
in Amsterdam, Netherlands, during an interference event on
February 11, 2026. An initial burst of interference at 1577.5
MHz was followed by a burst at 1558.5 MHz. . . . . . . . . ..

Left: CNR time history of tracked GPS L1, L2, and L5 signals
produced by IGS station SUTM in South Africa during the
solar radio burst on November 11, 2025. Right: Heat map of
maximum CNR degradation at GPS L2 during the solar radio
burst. . ...

Left: The position of all tracked objects during the high-power
interference burst on day 160 year 2021. Right: The position of
all satellites that satisfy a 0° elevation mask, excluding debris
and rocket bodies. The feasible region in which the interference
source could have been positioned is interior to the red surface.
For reference, the colored spherical shell corresponds to medium
Earth orbit (20,000 km altitude). . . . . ... ... ... ...

Simulation study setup. Left: The geometry of the true source
GNSS satellite over 16 epochs at 15-minute intervals, with ter-
restrial reference stations shown as black dots. Right: Trans-
mitter (top) and receiver (bottom) gain patterns. The receiver
gain patterns are from a model provided by the manufacturer
and verified empirically. . . . . .. ... .00,

The number of satellites that, for at least 5% of the Monte
Carlo trials, remained viable candidates after association testing
with P(J;[k, %] > v;[k]) < 1073, The legends indicate which
parameters are assumed unknown. The number of satellites
satisfying all elevation masks at each epoch, |S¢[k]|, is shown
in light blue. All reference stations modeled with Leica AR20
antennas (Left)or Leica AR25 antennas (right). . . . . . . ..

Xvi

112

113

115

116

118

121

124



4.14

4.15

4.16

4.17

4.18

4.19

Satellites that remained viable candidates on more than 5% of
Monte Carlo trials for epoch £k = 1 and epoch k = 16 when
the reference stations are modeled as using the Leica AR25 an-
tenna. The legend gives symbols for the true satellite and for
valid candidates under scenarios with an increasing number of
unknown transmitter parameters. . . . . ... .. ... 129

Normalized estimates of Gk, (6) for stations MEDI (Leica AR20,
i =4) and NICO (Leica AR25, i =5). The blue dots represent

collected values of CNR;; — G% — L;;, while the red line
indicates a weighted third-order polynomial fit, which becomes
Gho(8), all normalized to Giy(0) = 0. As expected, measure-
ment noise increases significantly as the elevation angle decreases.130

CNR time history of tracked GPS L1 C/A (left) and BeiDou
B1I (right) signals at the IGS station METG in Finland. The
GPS L1 C/A signals are first affected by each interference event,
followed by the BeiDou B1I signals. The black line indicates the

2.3-second time-overlapped raw IQ capture interval. . . . . . . 138
Interference heat maps for day 42 of year 2026 from tracked

GPS L1 C/A (left) and BeiDou B1I (right) signals. . . . . .. 138
Left: Example normalized cross correlation at the optimal FDOA.
Right: TDOA measurement time history. . . . . . . . . . . .. 140

TDOA (left) and FDOA (right) residuals for Cosmos 2546 (NO-
RAD ID 45608). The effects of nearest-sample quantization and
Doppler search quantization are evident in the respective plots. 143

X Vil



Chapter 1

Introduction

Global Navigation Satellite Systems (GNSS) such as GPS provide meter-
accurate positioning while offering global accessibility and all-weather, radio-
silent operation. Its open access nature has facilitated low-cost hardware de-
velopment and compatibility, allowing it to emerge as the standard for appli-
cations requiring precise position, navigation, and timing (PNT). GNSS is a
key enabling technology for all aspects of autonomous systems, location-based
services, environmental monitoring, and precision agriculture. Additionally,
modern national infrastructure is critically dependent on GNSS. This includes
all modes of transportation, telecommunications, power distribution, and fi-

nancial networks.

1.1 The GNSS Interference Problem

GNSS is revolutionary technology critical to modern civilian and mil-
itary operations, however, it is incredibility vulnerable to deliberate interfer-
ence and due to two main reasons. The first reason is that the GNSS signals
are incredibly weak: by the time they reach the surface of Earth, they have

no more flux density than light received from a 50 W bulb at a distance of



2000 km. Because of this, GNSS receivers are vulnerable to signal jamming,
a blunt radio frequency (RF) attack where an an attacker transmits strong
interference signals at the same frequency. This type of attack is aimed at

denial of service and can easily achieved due to the weak received signal power

of GNSS signals.

The second reason is that GNSS signals are highly predictable due
to their open-access interface specifications. This high signal predictability
renders civil users vulnerable to spoofing attacks, which is when an attacker
transmits counterfeit signals that mimic the known GNSS signal structure.
This type of attack is aimed at deception, as the attacker emits an ensemble
of false GNSS signals intending that the victim receiver(s) accept them as au-
thentic GNSS signals, inferring a false position fix and/or clock offset. When a
GNSS receiver cannot confidently differentiate between authentic and spoofing
signals, it is rendered useless—or worse—hazardously misleading. The same

feature that allowed for global low-cost adoption serves as a zero-day exploit.

To compound this, the cost of deploying these disruptive interference
sources heavily favors the attacker. Consider that nearly all necessary compo-
nents for a 1 kW GNSS jammer are present in a $100 microwave oven, whereas
a jam-hardened GNSS receiver costs more than $10,000. Furthermore, the de-
creasing cost of sophisticated software-defined radios and publicly accessible
code mean that potent spoofing attacks can be achieved at a low financial
cost. This fundamental cost asymmetry and decreasing technical barrier to

entry further exacerbates the issue.



The escalating threat of GNSS interference has become a primary focus
of concern for academic researchers, industrial stakeholders, and United States
government agencies. The foundational document for this discourse is the 2001
United States Department of Transportation assessment, frequently cited as
the “Volpe Report,” which initially identified the profound vulnerabilities of
the national transportation infrastructure to civil GPS interference [73]. As
the first publicly accessible technical evaluation of its kind, the Volpe Report
established the baseline for understanding how GNSS spoofing could funda-
mentally compromise the integrity of critical infrastructure. Since the report
has been released, GNSS interference has evolved rapidly. GNSS interference
is no longer just an academic topic, or even strictly limited to the military
battlegrounds. The civilian aviation and maritime industries are seeing sig-
nificant electronic warfare spillover from nearby conflict zones. The author of
this dissertation was the first to notice widespread GPS spoofing capturing
the receivers onboard aircraft [7] and his research on the topic has garnered

attention from the media [4,15,46,47].

In 2024 the OPSGROUP, an independent, international organization
designed for aviation professionals, released a report detailing the GPS spoof-
ing threat in aviation based on the collective findings of 950 industry partic-
ipants [139]. There was a staggering increase in GNSS interference compro-
mising the integrity of international airspace. The report revealed a 500%
increase in spoofing incidents during 2024, with the volume of affected aircraft

surging from a daily average of 300 flights in the first quarter to approximately



1,500 flights per day by August. This period of heightened activity resulted
in an estimated 310,000 total spoofing encounters throughout the year. The
report concluded that GPS is deeply interwoven into critical systems, and
beyond simple navigational displacement, the report emphasizes the cascad-
ing failures that occur when a single corrupted data point triggers a systemic

collapse of non-navigational components.

In 2026, the Royal Institute of Navigation released a similar report fo-
cusing specifically on the effects of GNSS interference on maritime systems [52].
The report concluded that GNSS interference is no longer an isolated regional
anomaly but a global cyber-physical security crisis. In the second quarter of
2025 alone, over 10,000 vessels were officially reported as affected by GNSS
interference, an eight-fold increase over the previous quarter. Just as in avi-
ation, GNSS is integrated into nearly every facet of bridge and engine room

operations, meaning GNSS is a critical single point of failure.

In response to these systemic vulnerabilities, modern strategic discourse
has shifted toward the “Protect, Toughen, and Augment” (PTA) framework as
a definitive methodology for GNSS resilience [48]. The framework, championed
by GPS pioneer Dr. Brad Parkinson, is designed to eliminate the single point
of failure inherent in current GNSS-dependent systems. By diversifying the
PNT portfolio, the PTA framework aims to mitigate the projected economic
impact of a total GNSS collapse, which a 2019 United States Department of
Transportation estimate places at over $1 billion per day. The goal of this

dissertation is to develop capabilities to protect the GNSS spectrum.



1.2 GNSS Interference Defenses and PNT Alternatives

The publication of the Volpe Report catalyzed a fundamental shift in
the navigation community, establishing GNSS resilience and security as a pri-
mary research thrust and initiating an extensive body of scholarly work. This
academic interest intensified significantly following the development of the first
publicly acknowledged GNSS spoofer by Professor Todd Humphreys and the
Radionavigation Laboratory at the University of Texas at Austin [9,10,68,76].
By demonstrating the inherent vulnerabilities of unauthenticated signals, this
development served as a critical inflection point for global PNT security. Fur-
thermore, the laboratory’s contributions have provided the research commu-
nity with indispensable high-fidelity datasets and standardized test batteries,
which remain the industry benchmark for verifying the efficacy of novel spoof-
ing detection techniques [64,66]. Countermeasures to GNSS interference can
generally be considered in one of three main categories: (1) receiver hardening,

(2) cryptographic authentication, and (3) alternate PNT.

The objective of GNSS hardening is to enhance a receiver’s resilience
against interference through multi-layered defensive strategies implemented
across the entire radio frequency (RF) processing chain. These measures en-
compass specialized antenna architectures, robust front-end implementations,
sophisticated signal quality monitoring (SQM), and GNSS observables moni-
toring for interference detection. Spatial processing techniques, for instance,
utilize multi-antenna arrays to monitor the direction of arrival of incoming

signals [114, 116]. Reliable spoofing detection techniques even exist for chal-



lenging environments such as dynamic platforms in urban areas where strong
multipath and in-band noise are common [50,51,105,106,116,135]. Consistency
checks between the estimated signal and onboard inertial sensors can provide
quick and reliable spoofing detection [28,29, 85, 127]. Multi-frequency and
multi-constellation GNSS receivers offer redundancy so that single-frequency

or single-constellation failures can be traversed [27,102].

Systematic cryptographic authentication techniques provide a robust
mechanism for securing civil GNSS navigation and timing by embedding un-
predictable, verifiable features directly into the signal structure [63,136,137]. A
landmark development in this field is Galileo’s Open Service Navigation Mes-
sage Authentication (OSNMA), which represents the first operational GNSS
service to implement a civil cryptographic authentication framework [44]. By
interleaving digital signatures within the broadcast navigation message, OS-
NMA enables receivers to deterministically verify the provenance and integrity
of each data packet. This cryptographic verification ensures that any attempt
by a malicious actor to alter the ephemeris or timing data will result in a sig-
nature mismatch, allowing the receiver to autonomously reject the corrupted

information before it can propagate through critical onboard systems.

Because of the vulnerability to interference, alternate forms of naviga-
tion has been an emerging research area. Exploiting signals of opportunity for
alternate navigation is a well-studied topic with a growing literature [70, 75].
Mega Low Earth Orbit (LEO) communications constellations can be oppor-

tunistically exploited for navigation and offer key advantages over traditional



GNSS: proliferated satellite coverage, high power, wideband signals, and the
potential for near-zero age-of-data clock and orbit models. But because PNT
is not the original purpose of these signals, tremendous effort has gone into
understanding the signal structure and timing properties [67,79,117]. Once
these properties are discovered, these signals can be exploited for PNT [80,97].
Other forms of alternate navigation include terrestrial radio-based position-
ing [128,129], alternate sensors such as cameras [17,130], optimal trajectory

design [41,42], and terrain navigation [59,60,60].

Despite recent breakthroughs in GNSS interference mitigation, spoofing
detection, and alternative navigation, a significant portion of the deployed
GNSS receiver continues to operate on legacy platforms that lack the hardware
architecture to support these modern defenses and alternatives. Adding the
requisite additional hardware to be able to perform such techniques might not
be an option due to size, weight, and power (SWaP) constraints. Furthermore,
in heavily regulated sectors like civil aviation and commercial shipping, the
lengthy and cost-prohibitive certification cycles for new avionics mean that
even validated technologies may take years to reach widespread deployment.
There is an urgent demand for immediate-impact defenses to help GNSS users

protect themselves against harmful interference.

1.3 Protecting the GNSS Spectrum

Given the widespread deployment of legacy GNSS receivers that lack

the architectural capacity to detect even rudimentary spoofing or integrate



alternative PN'T sources, there is an urgent need alert GNSS users of chal-
lenging environments. This can be achieved through the strategic or serendip-
itous deployment of GNSS receivers and software-defined radios as they can
be specifically configured or repurposed to monitor the GNSS spectrum. By
leveraging these distributed sensors to detect and geolocate interference in real-
time, authorities can provide the comprehensive spectral situational awareness

necessary to safeguard vulnerable PNT systems from disruptions.

It has been shown that dedicated terrestrial-based GNSS interference
monitoring systems provide valuable spectrum situational awareness to en-
hance navigation security [54,55,82,123]. Some of these static terrestrial sys-
tems have demonstrated the ability to geolocate the interference source [11,95].
The more general case of localizing an emitter transmitting an arbitrary wide-
band signal with terrestrial and airborne receivers has been extensively stud-
ied [5,101,107,134]. However, because the receivers were either at fixed loca-
tions or tactically deployed in the nearby airspace, only emitters in the imme-
diate area could be geolocated. There remains a need for global, persistent,

low-latency, and accurate GNSS interference detection and localization.

GNSS receivers in LEO are a proven asset for detecting, classifying,
and geolocating terrestrial GNSS interference [86,100]. GNSS interference
monitoring from LEO offers worldwide coverage with a frequent refresh rate,
making it possible to maintain a common operating picture of terrestrial inter-
ference. The economic feasibility of this has been transformed by the dramatic

reduction in orbital launch costs over the last decade.



Accurate single-satellite geolocation of emitters whose signal’s carrier
can be tracked, or Doppler can be otherwise measured, then accurate single-
satellite-based emitter geolocation is possible from Doppler measurements
alone, provided that the emitter’s carrier frequency is quasi-constant [25, 26,
30,36-38,100]. But if a transmitter introduces any significant level of com-
plexity to the carrier-phase behavior, such as frequency modulation or clock

dithering, the accuracy of Doppler-based single-satellite techniques degrades.

Multiple time-synchronized receivers can exploit time- and frequency-
difference-of-arrival (T/FDOA) measurements to estimate the emitter loca-
tion. The author this dissertation was able to geolocate over 30 GNSS inter-
ference sources across the Near East from a dual-satellite time-synchronized
capture [23,24]. One of the potential downsides to this approach is its compu-
tational burden due to the large search space, however, it can be significantly

alleviated by making use of a graphic processing unit (GPU) [22].

A critical evolution in the GNSS threat landscape is that GNSS in-
terference is no longer confined to terrestrial or near-terrestrial sources; it is
can be emanating from space-based platforms. Just as space-based receivers
can detect and geolocate terrestrial interference, terrestrial-based receivers can
detect and geolocate space-based interference. The author of this dissertation
was able to investigate and identify a space-based GNSS interference source
responsible for multiple transient wide-area GNSS outage over Europe, Green-
land, and Canada [31,32]. GNSS interference monitoring is essential for pro-

tecting GNSS users against evolving threats.



1.4 Thesis Statement and Expected Contributions

This dissertation defends the following thesis statement:

Pairing optimal detection and estimation algorithms with networks
of terrestrial- and space-based GNSS receivers can provide unprece-
dented levels of global and persistent GNSS interference monitor-

mng.

The contributions of this dissertation are summarized as follows:

e Chapter 2: Single-Satellite-Based Geolocation of Broadcast GNSS Spoofers

from Low Earth Orbit

— A single-satellite Doppler-based geolocation technique crafted specif-
ically for indiscriminate broadcast-type GNSS spoofing signals and
its experimental verification in which a LEO-based receiver cap-
tures broadcast GNSS spoofing signals transmitted from a known

ground station on a non-GNSS frequency band.

— A derivation of the measurement covariance matrix that incorpo-
rates the time-correlation between the measurements due to the
transmitter’s clock drift and an analysis of how unmodeled oscilla-

tor instability degrades the geolocation estimate.

— A presentation of an optimal spoofing detection strategy based on

receiver clock drift monitoring.
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— A derivation and analysis of a spoofing attack configuration that
maximally increases geolocation error while maintaining a specified
detection rate among affected receivers implementing an optimal

receiver clock drift monitoring spoofing detection strategy.

e Chapter 3: Dual-Satellite Geolocation of Terrestrial GNSS Interference
from Low Earth Orbit

— A presentation of estimators to geolocate radio frequency (RF)
interference sources from raw in-phase and quadrature (IQ) sam-

ples from multiple time-synchronized receivers based on time- and

frequency-difference-of-arrival (T/FDOA).

— An analysis of the homeomorphic mapping between the CAF do-
main and the position domain of an interference signal and show-
casing how direct geolocation is better-suited for interference geolo-

cation with LEO-based receivers.

— Signals from narrowband, matched-code, and continuous-wave jam-
mers captured in the GNSS frequency bands by two time-synchronized
LEO receivers over the Eastern Mediterranean are analyzed, with

the emitters being geolocated.
e Chapter 4: Space-Based GNSS Interference Detection and Estimation

— An investigation into the spatial, temporal, and spectral properties

of space-based GNSS interference and the presentation of a wide-
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area interference detection framework using carrier-to-noise ratio

(CNR) measurements from a network of GNSS reference stations.

— A presentation of multiple received-power-based satellite identifi-
cation strategies based on elevation masking and the generalized
likelihood ratio test (GLRT) to provide performance insights and

limitations of received-power-based association.

— An analysis to identify the offending satellite based on T/FDOA
measurements generated from IQ) samples recorded by two receivers
in Furope, along with a ephemeris and timing error sensitivity anal-

ysis.

1.5 Organization

Chapter 2 offers an experimental demonstration of single-satellite ge-
olocation of broadcast GNSS spoofers and an analysis of various error sources.
Chapter 3 explores dual-satellite geolocation of GNSS interference from LEO
and presents an analysis of interference signals captured in the GNSS frequency
bands by two time-synchronized LEO receivers over the Eastern Mediter-
ranean, with the emitters being geolocated. Chapter 4 investigates a transient
space-based GNSS interference source that has caused continental-wide GNSS
interference and presents detection and estimation algorithms to identify the
source. Chapter 5 concludes the dissertation. The mathematical notation is

independent for each chapter.
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Chapter 2

Single-Satellite-Based Geolocation of
Broadcast GNSS Spoofers from Low Earth
Orbit

Abstract

This chapter presents an analysis and experimental demonstration of
single-satellite single-pass geolocation of a terrestrial broadcast global naviga-
tion satellite system (GNSS) spoofer from low Earth orbit (LEO). The pro-
liferation of LEO-based GNSS receivers offers the prospect of unprecedented
spectrum awareness, enabling persistent GNSS interference detection and ge-
olocation. Accurate LEO-based single-receiver emitter geolocation is possible
when a range-rate time history can be extracted for the emitter. This chap-
ter presents a technique crafted specifically for indiscriminate broadcast-type
GNSS spoofing signals. Furthermore, it explores how unmodeled oscillator
instability and worst-case spoofer-introduced signal variations degrade the ge-
olocation estimate. The proposed geolocation technique is validated by a con-
trolled experiment, in partnership with Spire Global, in which a LEO-based
receiver captures broadcast GNSS spoofing signals transmitted from a known

ground station on a non-GNSS frequency band.

16



2.1 Introduction

The combination of easily accessible low-cost GNSS spoofers and the
emergence of increasingly automated GNSS-reliant systems prompts a need for
multi-layered defenses against GNSS spoofing. A GNSS spoofer emits an en-
semble of false GNSS signals intending that the victim receiver(s) accept them
as authentic GNSS signals, thereby inferring a false position fix and/or clock

offset [71,114]. A successful spoofing attack may lead to serious consequences.

The academic community has long warned the public about the threat
of GNSS spoofing [62,68,120]. Within the past decade, significant progress has
been made in GNSS spoofing detection and mitigation [65,71,114,115,118].
Reliable spoofing detection techniques even exist for challenging environments
such as dynamic platforms in urban areas where strong multipath and in-band
noise are common [50,51, 105,106,116, 135]. Consistency checks between the
estimated signal and onboard inertial sensors can provide quick and reliable
spoofing detection [28,29,85,127]. Monitoring the clock state can also be used
to detect spoofing [69, 72, 78]. Cryptographic authentication techniques are
currently being developed and implemented to verify received signals [2, 3,44,

63,77,93).

Although the recent advances in GNSS spoofing detection have been
inspiring, many older GNSS receivers in current operation are unable to in-
corporate such defenses, leaving them vulnerable to attacks. For example, the
civilian maritime and airline industries are encountering GNSS jamming and

spoofing at an alarming rate [4,16,43,45,108,126,139]. Anomalous positioning
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information broadcast by ships in Automatic Identification System (AIS) mes-
sages, and airplanes in Automatic Dependent Surveillance-Broadcast (ADS-B)
messages, indicate recent widespread jamming and spoofing. These civilian
aircraft and ships ensnared by GNSS spoofing are likely unintended targets

caught in the electronic warfare crossfire near ongoing conflict zones.

GNSS spoofing attacks can be sorted into two categories, targeted
spoofing and broadcast spoofing. In targeted spoofing, an attacker transmits
spoofing signals for a specific (possibly moving) target it wishes to deceive.
This type of attack involves the attacker tailoring a spoofing trajectory for
its specific target, causing a gradual pull-off from the victim’s true trajectory,
and compensating for the relative motion between the spoofer and the target
to minimize target’s probability of detection [76]. Targeted spoofing is a so-
phisticated, expensive, and difficult-to-detect attack that requires the attacker
to have the ability to precisely track the target and craft spoofing signals in
accordance with the target’s motion, all in real-time. Due to its complexity
and narrow scope, this form of spoofing is the least common. Other GNSS
receivers besides the targeted victim can also be captured by these signals,
but a non-targeted receiver can more easily detect such spoofing. Moreover,
targeted spoofing may involve narrow beamforming, making reception by non-

target receivers unlikely.

Broadcast spoofing is less expensive, less complex, and wider in geo-
graphic extent than targeted spoofing, and thus more common. In broadcast

spoofing, an attacker transmits spoofing signals broadly with the intent to

18



deceive all GNSS receivers within a wide area. Because broadcast spoofing is
non-targeted, victim GNSS receivers typically see a sudden jump in position
and/or timing, which is trivial to detect with basic spoofing detection checks.
Yet despite being easy to detect, broadcast spoofing remains effective at deny-
ing GNSS access to victims lacking proper defenses. When a GNSS receiver
cannot confidently differentiate between authentic and spoofing signals, it is
rendered useless—or worse—hazardously misleading. The spoofers recently

affecting the aviation and maritime industries appear to be of the broadcast
type.

Given that many currently deployed GNSS receivers are unable to de-
fend themselves even against easy-to-detect broadcast spoofing, GNSS users
need to be warned of hazardous GNSS-challenged environments. The prolif-
eration of LEO-based GNSS receivers provides the potential of unprecedented
spectrum awareness, enabling GNSS interference detection, classification, and
geolocation with worldwide coverage [21,23,24,86,92,100]. Existing and pro-
posed LEO constellations provide worldwide coverage with frequent revisit
rates, allowing for an always-updating operating picture, a noted shortfall in
current capabilities [8]. Several commercial enterprises have seized the oppor-
tunity to deploy constellations of LEO satellites to provide spectrum monitor-

ing and emitter geolocation as a service (e.g., Spire Global and Hawkeye360).

With multiple time-synchronized receivers, geolocation of emitters pro-
ducing arbitrary wideband signals is possible and has been extensively stud-

ied [23,24,61,101,121]. Multiple time-synchronized receivers can exploit time-
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and frequency-difference-of-arrival (T/FDOA) measurements to estimate the
emitter location. The authors of the current chapter were able to geolocate
over 30 GNSS interference sources across the Near East from a dual-satellite
time-synchronized capture [23,24|. However, planning simultaneous multi-
satellite captures to enable T/FDOA-based geolocation can be difficult to co-
ordinate and expensive, whereas single-satellite collects are straightforward
and less costly. Accordingly, this chapter focuses on single-satellite geoloca-

tion.

Accurate single-satellite geolocation of emitters with arbitrary wave-
forms is impossible in general: if the signal’s carrier cannot be tracked, only
coarse received-signal-strength techniques can be applied. But if a signal’s
carrier can be tracked, or Doppler can be otherwise measured, then accurate
single-satellite-based emitter geolocation is possible from Doppler measure-
ments alone, provided that the emitter’s carrier frequency is quasi-constant
[36-38,100]. But if a transmitter introduces any significant level of complexity
to the carrier-phase behavior, such as frequency modulation or clock dithering,

the accuracy of Doppler-based single-satellite techniques degrades.

GNSS spoofers must be treated specially, as they do not transmit at
a constant carrier frequency: they add an unknown time-varying frequency
component to each spoofing signal, imitating the range-rate between the cor-
responding spoofed GNSS satellite and the counterfeit spoofed location [76].
A key contribution of the current chapter is a technique that removes the un-

known time-varying frequency component added by GNSS spoofers so that a
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range-rate time history can be extracted for geolocation. [20] also presented
a single-receiver spoofer geolocation technique based on counterfeit clock ob-
servables. However, [20] only considers the spoofed pseudorange measurements
and depends on a stationary receiver initialization period, which is not possible

in LEO.

The key observation behind this chapter’s technique is that each spoofed
navigation signal will share a common frequency shift due to the range-rate
between the LEO receiver and the terrestrial spoofer. If a GNSS receiver pro-
cesses enough spoofing signals to form a navigation solution, then the receiver’s
internal estimator will naturally lump the common frequency shift of each sig-
nal from the shared range-rate into the receiver clock drift (clock offset rate)
estimate. Therefore, the time history of the spoofed receiver clock drift can
be exploited for geolocation because the range-rate between the LEO receiver

and the terrestrial spoofer is embedded in this measurement.

This chapter makes four primary contributions. First, it presents a
single-satellite, single-pass GNSS spoofer geolocation technique that extracts
a range-rate between a LEO-based receiver and a terrestrial broadcast spoofer
from captured raw samples. Second, it offers an experimental demonstration
of the technique with a truth solution. Third, it derives an analytic expression
for how transmitter clock instability degrades the single-satellite geolocation
solution. Fourth, it investigates the geolocation positioning errors as a function

of worst-case spoofed clock behavior.
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2.2 Signal Models
2.2.1 GNSS Spoofing Signals

The goal of a broadcast GNSS spoofer is to deceive the victim re-
ceiver(s) into inferring a false position, velocity, and timing (PVT) solution,
denoted & = [r], 0t;, v, 6t:]7, where 7; is the spoofed position in Earth-
centered-Earth-fixed (ECEF) coordinates, dt; is the spoofed clock bias incre-
ment, v; is the spoofed velocity, and 6%; is the spoofed clock drift increment.
To achieve a successful attack, the spoofer must generate an ensemble of self-
consistent signals. To this end, the attacker must (1) select a counterfeit PVT
solution for the victim to infer, (2) select an ensemble of GNSS satellites to
spoof, and (3) for each spoofed navigation satellite, generate a signal with a

corresponding navigation message, code phase time history, and carrier phase

time history consistent with (1) and (2).

A general baseband signal model for broadcast spoofing signals is now
presented. The ensemble of spoofing signals transmitted by the spoofer, de-

noted

2(t) =Y sa(t) (2.1)

n=1

contains N spoofing signals, where the nth spoofing signal is denoted s,,(t) for

n=1,2,...,N. The nth spoofing baseband signal takes the form
Sp(t) = An Dyt — 7, (1) Cr[t — 7,(t)] explj2m0,,(t)] (2.2)

where A, is the carrier amplitude, D, (t) is the data bit stream, C,(t) is the

spreading code, 7,(t) is the code phase, and 6,,(t) is the negative beat carrier
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phase [114]. The Doppler of the nth spoofing signal is related to 6,,(¢) by
Ln (23)

The spoofer adds a unique Doppler component to each spoofing signal that
mimics the combined Doppler of the following components: (1) the range-rate
between the spoofed satellite and spoofed position, (2) the spoofed receiver
clock drift, and (3) the spoofed satellite clock drift. Additionally, the spoofed
code phase and carrier phase time histories must be mutually consistent to
avoid code-carrier divergence. Accordingly, the Doppler of the nth transmitted

spoofing signal may be modeled as

Jolt) = = AL @) = vn() = S (56:(0) = tsn(t)  (24)

where A is the carrier wavelength, ¢ is the speed of light, 75, is the unit vector
pointing from the nth spoofed navigation satellite to the spoofed position,
both in ECEF coordinates, v; is the spoofed receiver velocity, vz, is the nth
spoofed navigation satellite velocity, and dtg, is the spoofed clock drift of the
nth navigation satellite. One can immediately appreciate that the Doppler
frequency is different for each spoofing signal. Had this been a targeted spoofer,
there would be an additional Doppler term in (2.4) that compensates for the
relative motion between the victim and spoofer, but in the case of broadcast

spoofing, this term is zero.
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2.2.2 Received Doppler Model

First consider a scenario in which a moving receiver captures a trans-
mitted signal having a constant carrier frequency. The received Doppler fp(t)

at the moving receiver can be modeled as

folt) = - %f'T(t)(vr(t) —wi(t)) — 5 (1) — 5tu(1) (2.5)

where 7 is the unit vector pointing from the transmitter to the receiver, v,
is the velocity of the receiver, v, is the velocity of the transmitter, 6, is the
clock drift of the receiver, and df; is the clock drift of the transmitter. Note
that this is a simplified Doppler model that neglects higher-order terms. [113]
presented a complete Doppler model. For the purposes of this chapter, the

simplified model is adequate, as will be confirmed by the experimental results.

Now consider a scenario in which a moving receiver captures an en-
semble of transmitted spoofing signals from a stationary terrestrial spoofer
(ve(t) = 0), as shown in Fig. 2.1. [25] provided an analysis of how spoofer
motion affects the geolocation solution. But would-be spoofers are typically
stationary; otherwise, they face the additional difficulty of compensating for
their motion to avoid producing easily-detectable false signals. Therefore, a

stationary spoofer will be assumed for the rest of this chapter.

Each observed signal at the receiver will contain a common Doppler
shift fp due to the the relative motion between the transmitter (spoofer) and
the receiver. Each observed signal will also manifest a common frequency shift

due to the clock drift of the transmitter and the clock drift of the receiver.
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Figure 2.1: Shown here are the Doppler components in single-satellite spoofer
geolocation. The Doppler components corresponding to (2.5) are shown on
the left. The Doppler components for each spoofing signal corresponding to
(2.4) are shown in red to the right.

Dropping time indices for clarity, the observed Doppler of the nth spoofing

signal at the moving receiver, f,, may be written as

fn = fD + fn
1 ~ C . . 1 ~ c ; ;
= —X’I"T’Ur — X((Str — 5tt) - Xr;;l(/vf - Ivén) - X((Stf - 5t§n) <26)

What makes single-satellite GNSS spoofer geolocation difficult is the
f,, term: it is typically unknown, time-varying, and different for each spoofing
signal. In the case of the matched-code jammer discovered by [100], f, = 0.
One may suppose that the operator’s intent in that case was not to deceive
victim receivers into inferring false locations like a spoofer. When fn = 0,
the observed Doppler can be modeled as the range-rate between transmitter
and receiver, with a constant measurement bias over the capture to account
for the clock drift of the transmitter. Contrariwise, naive geolocation with

the observed Doppler modeled as in (2.6) yields final position estimates that

25



are biased because the spoofing signals contain the unmodeled fn(t) term. In
the following section, a technique is presented that removes fn(t) and extracts
71 (t)v,(t), the range-rate time history between transmitter and receiver, which

can be exploited for geolocation.

2.3 Conceptual Overview of Broadcast GNSS Spoofer
Geolocation

This section presents an overview of the technique for spoofer geoloca-

tion originally presented by [25,26]. The common Doppler components across

all spoofing signals from (2.6) are indicated below:

1, c ., .. . 1. c . .
fn = —XrT'vr — X(étr — bty —X’Pan(’Uf — Vsp) — X( Oty —0ts,)  (2.7)

\ J/
v common

common

All common Doppler terms can be lumped into a single term

SN

() = =T (H)vp(t) + 5t (t) — 6t (t) + 5tz (t) (2.8)

so that (2.6) may be written
1.+ c .
fn=—=7 (Vs — v5,) — X(’y — (5t§n) (2.9)

Upon processing an ensemble of spoofing signals, a GNSS receiver’s

PVT estimator produces, at each navigation epoch, the state estimate

&(t) = [ (1), £(t), o7 (1), 4(0) )T (2.10)

which is composed of the estimated spoofed position, the estimated receiver

clock bias é (), the estimated spoofed velocity, and the estimated receiver
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clock drift 4(t) [56]. [26,104] provide a brief review of PVT estimation from
pseudorange and Doppler measurements. Note that the estimated receiver

clock bias é (t) will include d0t; as a component but will not in general equal

0t;.

The estimated clock drift 4(¢), on the other hand, will track ~(¢) closely
provided that the PVT estimator is configured with a clock model whose
process noise intensity is sufficient to accommodate the variations in () due to
spoofing. Expressed in s/s, 4(t) contains all common Doppler terms, since the
PVT estimator attributes common-mode frequency deviations across received
signals to the receiver’s clock drift. Importantly, 4(¢) is unaffected by the

unknown non-common Doppler components from f,(t) for all n € {1,2,...,N}.

The time history () is the key to spoofer geolocation because it de-
pends strongly on the range-rate between the LEO-based receiver and the
terrestrial spoofer. In particular, information about the transmitter’s location
is embedded in 7T (t)v.(t), which for a LEO-based receiver is typically the
dominant component in ~y(¢). A nonlinear least-squares estimator based on

() is developed in the next section to estimate the spoofer’s position.

The other three terms in v(¢), namely §t.(t), 6t (t), and &z(t), are nui-
sance terms that potentially degrade geolocation accuracy. Fortunately, their
contributions are typically minor or can be estimated. Consider 6f,(t). If the
satellite’s GNSS receiver and the radio frequency (RF) front-end capturing
spoofing signals are driven by the same oscillator, then dt.(¢) is automati-

cally estimated by the onboard GNSS receiver, provided it is not significantly
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affected by the spoofing, and and thus §%,(¢) can be compensated.

It is worth mentioning that one of the core assumptions in any geoloca-
tion system is that the capture platform has knowledge of its PVT; otherwise,
geolocation is impossible. In the scenario assumed in this chapter, the LEO-
based receiver has access to its PVT from an onboard GNSS receiver that
is robust to terrestrial interference. Despite the presence of spoofing signals,
code- and carrier-tracking of the authentic GNSS signals is maintained due
to sufficient separation of the false and authentic signals in the code-Doppler
space, as achieved by [100]. Furthermore, robustness is achieved if a zenith-
facing antenna feeds the onboard GNSS receiver’s RF front-end, as the gain
directed towards Earth will be strongly attenuated. PVT can be trivially main-
tained by a multi-constellation receiver when only single-constellation spoofing
signals are present. In the event that all GNSS signals are unavailable due to
terrestrial interference, knowledge of the receiver’s position and velocity can
be maintained by using orbital propagation models such as simplified general
perturbations 4 (SGP4). Over short periods, the orbit is stable enough so that
the receiver will be able to maintain sufficient PV'T accuracy from the onset

of GNSS denial.

The terms 6t,(t) and dt;(t) originate from the spoofer. Specifically,
t(t) originates from the spoofer’s hardware, while df;(¢) originates from its
spoofer’s software. The former arises due to the clock drift in the spoofer.
It can often be accurately modeled as constant over short (e.g., 60-second)

capture intervals and estimated as part of the geolocation process [100]. The
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spoofed clock drift 0f;(t) arises from the spoofer’s attack configuration, and
will manifest at the victim as an increment to the victim’s clock drift. It can
be troubling for geolocation, but a potential attacker would typically opt to
keep 0f:(t) near constant, because if 0t;(t) grows too rapidly to be explained
by the expected variation in clock drift for the receiver’s oscillator type, the

victim receiver could flag the anomaly and thereby detect the spoofing attack.

This constraint can be generalized to the sum 0#;(t) + 6tz(¢) and sum-
marized as follows: if the spoofer allows extraordinary frequency instability
in its own oscillator so that &t,(t) changes too rapidly, or if it attempts to
induce a quickly-varying spoofed clock drift so that §¢;(t) changes too rapidly,
geolocation accuracy is degraded but, on the other-hand, the spoofing attack

becomes trivially detectable.

Additionally, for a targeted spoofing attack in which the spoofer at-
tempts to compensate for true spoofer-to-victim line-of-sight velocity, ~(t)
could contain an extra time-varying term. If this term were to vary rapidly
with time, it would cause trouble for this chapter’s technique. Relatedly, if the
targeted victim’s position and velocity were somehow accurately known to the
LEO-based receiver, this chapter’s technique could produce accurate results
provided that the estimator presented in the next section were updated to
account for the known victim motion. Finally, if the targeted victim receiver

is stationary, this chapter’s technique can be applied without modification.

Section 2.6 explores the consequences for geolocation of cases where

5ty(t) departs from a constant model. It also presents an analysis of how
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aggressively an attacker can ramp dt;(t) without being detected by an opti-
mal spoofing detection strategy that monitors the receiver clock drift, and an
analysis of how the rate of change in 0t (t) + &¢;(t) translates to geolocation

eIror.

2.4 Spoofer Geolocation with v

This section presents the measurement model, derives the measurement
noise covariance matrix, and presents the nonlinear least-squares estimator for

single-satellite spoofer geolocation.

2.4.1 Measurement Model

When a GNSS receiver processes spoofing signals, it first generates
spoofed GNSS observables. These GNSS observables are beset with errors,
modeled as zero-mean additive white Gaussian noise (AWGN), arising from
thermal noise, local electromagnetic interference, atmospheric and relativistic
effects, ephemeris errors, and other minor effects. At every navigation epoch,
the noisy spoofed GNSS observables are fed to the receiver’s PVT estimator

to produce an optimal estimate of the spoofed PVT solution, including 4(¢).

Let v[i] = ~v(iAt) and A[i] = F(iAt), where At is the constant PVT
solution interval and ¢ € 3 = {1,2,...,1} is the solution index within a given

data capture interval. Let z[i] denote the ith measurement to be used for
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spoofer geolocation, modeled as
z[i] = A[i] = ey[i] + wali], €7 (2.11)

The velocity-equivalent estimation error w,[i], which has units of m/s, is a
discrete-time noise process with E[w,[i]] = 0 and E[w,[i]w,[j]] = 026;;, for
all 7,7 € J. Section 2.4.2 will justify this model’s assumption that w,[i] is
white (uncorrelated in time) for a sufficiently large At that is larger than the
settling time of its phase lock loop (PLL) or frequency lock loop (FLL), and

the settling time of any Kalman filter used for obtaining the spoofed fix.

As stated before, dt, is assumed to be known and fully compensated;
accordingly, it will be neglected hereafter. Additionally, ¢ is part of the
spoofer’s attack configuration and, for now, will be modeled as constant due

to the constraints mentioned in the prior section.

A more comprehensive model is considered for &t(t). Let &t;[i] =

5t (iAt),i € J. Over a capture interval, §f[i] is modeled as
coti[i] = 6t [0] + bli]), i€ (2.12)

where dt,[0] represents the spoofer oscillator’s constant frequency bias and b[]

is a Gaussian random walk process expressed as

bli] =Y w[k], i€ (2.13)
k=1
where v[k] is a discrete-time Gaussian random process with E[v(k)] = 0,

E[v[k]v]j]] = 020y; and E[w,[k]v[j]] = 0 for all k,j € J, and b[0] = 0. Using
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the model in [14, Chap. 8], 0% can be characterized as
o2 = 2mh_y Atc? (2.14)

where h_s is the first parameter of the standard clock model based on the
fractional frequency error power spectrum [100]. Scaling by ¢* converts to

units of (m/s)”.

Note that 67¢[0] and §#; can be combined into a single measurement
bias by that is constant across the capture interval. Furthermore, the AWGN
and Gaussian random walk can also be combined into a single noise term w]z].

Thus we have

bo = —C(Stt[O] + Cét‘f (215)

wli] = wyld] +b[i], i€ (2.16)

Given all of this, (2.11) is rewritten so that the final measurement model takes

the form

2[i) = v+ bo +wli], i€ (2.17)

The associated measurement covariance matrix R for the process wli
is now derived. Clearly, wli] is zero-mean, but because it contains a Gaus-

sian random walk term, it is correlated over time. The [i, j]th element of its
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measurement covariance matrix is

Rli, j] = Efw[iJw[j]]

=E

k=1 1=1
= 028;; + o2 min{i, j} (2.18)
From this result, the measurement covariance matrix containing the AWGN

and Gaussian random walk can be written as
R:Ra—i—Rb where Ra:O'Z ]I[X] and RbIO'?] M[X[ (219)

where Iy is the identity matrix and M is an [ X [ matrix with M[i, j] =
min{i,j}, ¢ € 3. Note that this covariance matrix is a general result that can
be applied to any range-rate-based positioning technique where the transmitter

clock state is unknown.

2.4.2 Effects of Estimated ~

One might question the choice to model the estimation error process
wali] = c(A[i] — v]i]) as white, since 4[] is the product of a state estimator and
it is well known that state estimation errors are correlated in time. At epoch 1,

let [i] denote the sequential PVT estimator’s full state estimation error, Wi
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its feedback gain, F'[¢] its state transition matrix, and P[] its state covariance.

The covariance between sequential state errors is given by [6, Chap. 5]
Elz[i + 1])a"[i]] = X — W[i + 1]H[i + 1])F[i] P[i] (2.20)

The correlation between w,[i + 1] and w,[i] for i € J can be determined by

analysis of this equation since w,[i] is an element of &[i].

Consider a scenario where the spoofer induces a static location with a
typical GPS satellite geometry. The state estimated by an affected receiver
consists of the position, clock bias, and clock drift, as in (2.10). Assume the
receiver’s PVT estimator applies a dynamics model consistent with a static po-
sition and the clock process noise model from [14]. Furthermore, assume that
measurement errors are independent, zero-mean, and Gaussian with standard
deviations of 1 m and 0.5 m/s respectively for the spoofed pseudorange and

Doppler measurements.

A key tuning parameter in this model is the process noise of the re-
ceiver clock drift, which is governed by the h_s coefficient, as in (2.14). Fig.
2.2 shows the Pearson correlation coefficient for w,[i] between subsequent nav-
igation epochs over various values of modeled h_s as a function of the time
between epochs. As the process noise and time between epochs is increased,
the time correlation of sequential estimation errors is reduced. This type of
analysis can be performed to help determine the measurement interval length
beyond which errors in the sequential estimates 4[i] can be accurately approx-

imated as AWGN. For example, Fig. 2.2 indicates that, for h_o > 3 x 10719,
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Figure 2.2: The Pearson correlation coefficient between sequential estimation
errors w,|i] as a function of time between estimation epochs for various values
of h_s. As the receiver’s modeled process noise intensity increases, the time
correlation between between estimation errors decreases.

measurements spaced by 100 ms or more may be treated as independent.

If h_5 were increased even further, the navigation filter becomes a se-
quence of point solutions and, in effect, the white noise-model of w,[i] is un-
doubtedly correct. The selection of h_o becomes a tuning parameter for the
system designer. This analysis involving nominal h_s values becomes rele-
vant because currently deployed LEO-based GNSS receivers can perform this

technique and may not have the flexibility to change their own process noise.

2.4.3 Range-rate Nonlinear Least-Squares

Now that the measurements and the measurement covariance have been

defined, a batch nonlinear least-squares estimator may be developed to solve
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for the state

T = ["bﬂ (2.21)

where 7; is the transmitter’s ECEF position and by is the unknown measure-
ment bias. Let z represent the I x 1 stacked measurement vector. The standard

weighted nonlinear least-squares cost function is
1
J(x) = §(z —h(z))"RY(z — h(x)) (2.22)

where h(x) is the nonlinear measurement model function. The optimal esti-

mate of & minimizes the cost J.

The linearized measurement model H is an I x 4 matrix that takes the

form
dh1
- 1
‘jl—ﬁg 1
where
dh; & AiT —1I
(@) _ r (Bir] ~Toxa) (2.24)

dry ' pi
is the 1 x 3 Jacobian of the ith range-rate measurement. The range between
the receiver and the transmitter at the ith measurement is denoted p;. This
measurement model Jacobian is equivalent to columns 1, 2, 3, and 8 of the

Jacobian presented by [113], up to a scale factor.

Enforcing an altitude constraint significantly improves the problem’s

observability. This can be incorporated as an additional pseudo-measurement

36



of the transmitter’s altitude with respect to the WGS-84 ellipsoid, modeled as
z[I + 1] = ha(x) + wa (2.25)

where the measurement error w,;; ~ N(0, 02,) is assumed to be independent

of those for z[i],i € J. The measurement’s 1 x 4 Jacobian is

Hy = [cos(qﬁlat)cos()\lon), cOS(Prat )Sin(Ajon ), Sin(Prat), O} (2.26)

where ¢y,; and A, are the latitude and longitude of 7y, respectively. The
measurement vector z, vector-valued function h(x), Jacobian H, and error
covariance R are all augmented appropriately to include the altitude pseudo-

measurement.

Finally, the estimation error’s Cramér-Rao lower bound (CRLB) can

be approximated as

Puw = (HTR'H)™ (2.27)

2.5 Experimental Results

The single-satellite geolocation technique described above was verified
in a joint demonstration between the University of Texas Radionavigation
Laboratory (UT RNL) and Spire Global. In this experiment, an ensemble of
self-consistent spoofing signals was transmitted from a ground station while an
overhead LEO satellite performed a raw signal capture. This section details
the experimental setup and results. Preliminary results were presented by [26],
which contains a comprehensive description of the special adaptations made

to deal with the spoofer’s non-GNSS carrier frequency.
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2.5.1 Experimental Design

The UT RNL provided a baseband binary file containing an ensemble
of GNSS spoofing signals to be transmitted, a filtered and downsampled ver-
sion of the “clean static” recording in the TEXBAT dataset [66]. The original
recording was a high-quality 16-bit 25 Msps (complex) recording of authentic
GNSS signals centered at GPS L1 from a stationary antenna on top of the
former Aerospace Engineering building at UT Austin. The front-end in the
original recording was driven by a 10-MHz oven-controlled crystal oscillator
(OCXO). Lowpeass filtering and downsampling of the original file was required
to ensure the transmitted signal was contained within Spire’s available band-
width. Additionally, onboard the satellite, the S-band capture device and
onboard GNSS receiver were driven by the same oscillator, allowing precise

time-tagging and compensation.

The spoofing file was transmitted from a ground station located in
Perth, Australia. The transmitter was driven by a temperature-controlled
crystal oscillator (TCXO). The transmitted spoofing signals were centered at
S-band to avoid interfering with the GNSS bands. While the ground station
was transmitting the spoofing file, an overhead LEO satellite performed a raw
signal capture over 20 seconds, centered at the S-band carrier and sampled at
5 Msps (complex). In practice, all processing would be done by an onboard
receiver. The duration of the raw capture should be as long as a frame in
the spoofed navigation message, or 30 seconds in the case of GPS L1/CA,

to ensure that the entire spoofed satellite ephemeris for each spoofed satellite
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Figure 2.3: Left: The spoofed location atop the former Aerospace Engineering
building in Austin, Texas. Center: The actual spoofer location, a Spire Global
ground station located in Perth, Australia. Right: The ground track of the
Spire Global LEO satellite during the 20-second signal capture.

could be decoded. Fig. 2.3 shows locations relevant to the demonstration. In
the context of this chapter, the physical location of the transmitter (spoofer)
is in Perth, Australia and the spoofed location sits atop the former Aerospace
Engineering building in Austin, Texas. Note that this spoofer could also be
characterized as a meacon with a long delay from reception to transmission.

The goal is to geolocate the spoofer’s position in Perth.

2.5.2 Experimental Spoofer Geolocation with ~

The transmitted spoofing signals captured in LEO were processed with
the UT RNL’s GRID software-defined GNSS receiver [27,102,109]. Fig. 2.4
shows the PV'T solution obtained by processing the pseudorange and Doppler
measurements of the spoofing signals. The position solution is slightly biased
due to the code-carrier divergence caused by shifting the original L1-centered
signal to the S-band carrier [26]. On GRID’s display, the 4,810 m/s clock

drift (labeled dtRdot) is immediately noticeable. Of course, no oscillator on a
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GRID: General Radionavigation Interfusion Device
RRT: 0 weeks 15.0 seconds  Build ID: 4825
ORT: 1705 weeks 477901.6 seconds

Doppler BCP PR 0 El
(Hz) (cycles) (meters) - (deg) (deg)
GPS_L1 CA_PRIMARY
-24511.3 313602.1  22465711.9 a 102.6 51.9
-25803.4 332811.8 23392268.7 o 78.3 41.3
-23425.5 297505.5 24166466.0 o 303.8 2
-23440.6 297703.0 22210700.2 41. 32557 60.2
-28081.6 366839.2  23570267.2 . 37.1 40.7
-22661.9 286109.8 23664849.9 B 141.7 36.7
-25710.4 331515.9  21581039.2 42. 142.4 81.3
Standard Solution
-741987.44 PY: -5462269.33 PZ: 3198043.12 6tR: 1550445.82
0.00 VY: 0.00 VZ: 0.00 6tRdot: 4810.13
0.08 Vo: 0.11 ev: 8339.09

Figure 2.4: Left: UT RNL’s GRID receiver display when processing the spoof-
ing signals. Right: A scatter of GRID-derived position solutions. The red dot
is the spoofed position. The 3D bias is 45.9 m, mostly concentrated in the
vertical direction. This error is attributed to the S-band carrier.

GNSS receiver would experience a clock drift so extreme.

To coax GRID into properly processing the S-band spoofing signals,
special modifications to the receiver’s configuration and PVT estimator had
to be made. Reconfiguring such parameters is trivial within GRID’s software-
defined architecture. The bandwidths of the receiver’s delay lock loop (DLL)
and PLL were increased to maintain lock despite the code-carrier divergence
introduced by the S-band carrier. The bandwidth of the DLL was set to 1.7
Hz and the bandwidth of the PLL was set to 40 Hz, introducing more noise.
To minimize spurious variations in 4(t), the receiver’s dynamics model was set
to ‘static’, consistent with an assumed static spoofed location. The receiver’s
innovations-based anomaly monitor was disabled to prevent rejection of the
PVT solution due to the unusually high estimated clock drift-rate. Other

considerations related to the S-band carrier are detailed by [26].

A Doppler-equivalent time-history 4(t) over 17.75 seconds is shown

as the black trace in Fig. 2.5 along with the raw measured Doppler of each
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Figure 2.5: Measured Doppler time history of each received spoofing signal.
Also shown is the Doppler-equivalent time history 4(¢) (black trace), which is
used for geolocation.

spoofing signal. The GNSS receiver allowed itself to be spoofed and the true
range-rate between the LEO-based receiver and the terrestrial transmitter was
lumped in the receiver’s clock drift estimate as explained in Section 2.3. The
measured Doppler time history of each spoofing signal, as given in (2.6), follows
the shape of 4(t) because the range-rate between the spoofer and LEO-based
receiver is dominant in all traces. The deviation in the measured Doppler time

history of each spoofing signal from 4(t) is f,(t), as presented earlier.

The time history of §(t) was fed to the nonlinear least-squares estima-
tor described in Section 2.4. The final position fix, shown in Fig. 2.6, was
within 68 meters of the true location. Importantly, the true emitter position
lay within the estimate’s horizontal 95% error ellipse. For the measurement
covariance matrix, o, was set to 0.15 m/s, and o, was set to 0.0163 m/s,

which is consistent with the transmitter’s TCXO. The error ellipse’s eccentric-
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Figure 2.6: Left: Final spoofer position estimate (white) based on 4(¢). Shown
in red is the true spoofer location. The error of the final estimate is 68 m.
The true emitter is contained within the 95% horizontal error ellipse, derived
from (2.27), which has a semi-major axis of 6.7 km. Right: Post-fit range-rate
residuals of 4(t) time history with respect to the estimated spoofer position
(top) and true spoofer position (bottom). The residuals with respect to the
estimated position are unbiased and have a standard deviation of 0.12 m/s.

ity is dictated by the receiver-transmitter geometry. Shown in Fig. 2.6 are the
Doppler post-fit residuals, with respect to the estimated spoofer position and
the true spoofer position. The residuals with respect to the estimated spoofer
position are zero-mean with a standard deviation of 0.12 m/s. Such small
and unbiased residuals indicate that the estimator’s model for 4(¢) is highly
accurate. This experiment provides a validation of this chapter’s geolocation

technique.

2.5.3 Experimental Spoofer Geolocation with GNSS Observables

This chapter’s advocated technique requires a means of getting ephemerides

and clock models of the spoofed navigation satellites implied in the spoof-
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ing. But for cases in which the GNSS receiver onboard a LEO satellite can-
not be configured to produce a PVT solution from the spoofed signals, yet
does produce standard Doppler observables for each spoofed signal, traditional
Doppler-based geolocation as in [100] can be applied to estimate the spoofer’s
location. Of course, as shown earlier, this will yield a biased estimate of the
spoofer’s position because the time-varying frequency term fn(t) is unmod-
eled. However, if the spoofing signals induce a static terrestrial location, the
position bias due to the nonzero fn(t) is small enough that the geolocation

solution remains useful.

The position bias is relatively small because the Doppler time rate
of change between a stationary receiver on the surface of the Earth and a
GNSS satellite in medium Earth orbit is never more than 1 Hz/s, and typically
much smaller. Thus the range-rate between the LEO-based receiver and the
physical spoofer is the dominant term in f,(¢). Shown in Fig. 2.7 are the
biased position fixes and corresponding error ellipses when each f,(¢) time
history is fed as measurements to the nonlinear least-squares estimator as
described in Section 2.4. Only two of the seven 95% error ellipses contain
the true spoofer position. The spread of the spoofer position estimates is
relatively tight, with the maximum error being 1.9 km. Depending on the
desired accuracy requirements, this level of accuracy may be sufficient. Note
that if the spoofer’s induced trajectory were dynamic rather than static, the

spread of the geolocation estimates would be larger, as shown by [25].
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Figure 2.7: Left: Geolocation using the observed Doppler time history of each
spoofed PRN. Each individual spoofer position estimate is biased due to the
unmodeled frequency component. Right: Range-rate residuals with respect to
the estimated spoofer position (top). Range-rate residuals with respect to the
true spoofer position (Bottom).

PRN |3 6 7 13 16 19 23
Error [m] | 772 763 322 1,897 487 281 1,661

Table 2.1: Final geolocation error using the observed Doppler time history of
each spoofed PRN.

Also shown in Fig. 2.7 are the range-rate residuals with respect to the
estimated spoofer positions (top panel) and the true spoofer position (bottom
panel). In the range-rate residuals with respect to the true spoofer position,
the time-varying frequency component is visible, especially for PRNs 13 and
23, which also yield the final spoofer position estimates with the largest amount

of error.
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2.6 Spoofer Clock Instability Error Analysis

This section analyzes how transmitter clock instability translates to
range-rate-based geolocation positioning error. It is important to characterize
such errors as they manifest in real-world applications. In this section, assume
that 64z = 0 so that the effects of actual—not induced—clock instability may
be considered in isolation. The marginal contribution of transmitter clock
instability to horizontal positioning error scales directly with the transmitter
oscillator quality, specified by h_s in (2.14). This general result applies to any

clock quality and any capture geometry.

As an example consider the capture scenario in Section 2.5 for a 20-
second capture over Perth. Table 2.2 shows the contribution of transmitter
clock instability to the 95% horizontal error ellipse semi-major and semi-minor
axes in the absence of all other error sources. The orientation of the error ellipse
is determined by the capture geometry. In general, the semi-major axis lies
in the cross-track direction of the satellite’s motion, while the semi-minor lies
in the along-track direction. Table 2.2 shows that single-satellite range-rate-
based geolocation is sensitive to the transmitter clock quality. Thus, a spoofer
could in theory use a low-quality oscillator to degrade geolocation accuracy.
But its spoofing signals would then more easily be detected by victim receivers,

as will be discussed in the next section, rendering it a less-effective spoofer.
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Clock Quality h_s Semi-major [m] Semi-minor [m]

Low-quality TCXO 3 x 1071 51,449 2,033
TCXO 3x 1072 5,145 203
Low-quality OCXO 3 x 10723 514 20
0CXO 3x107% 51 2

Table 2.2: Theoretical marginal contribution of transmitter clock instability to
the 95% horizontal error ellipse for the capture scenario specified in Section 2.5
in the absence of all other error sources.

The importance of correctly modeling R is emphasized here using Monte
Carlo trials to compare two key metrics in geolocation: root mean square error
(RMSE) between the true and estimated spoofer position, and containment

percentage.

For the RMSE comparison, the true range-rate time history for the
20 second capture scenario specified in Section 2.5 was computed. For each
Monte Carlo trial, both a realization of Gaussian random walk consistent with
a specified h_s and AWGN with o, = 0.1 m/s were added to the true range-
rate. The noisy range-rate measurements were served to the nonlinear least-
squares estimator with the correct measurement covariance R as specified in
(2.19), and then with an incorrect measurement covariance equal to R, (i.e.,
Ry, in (2.19) was set to zero). After the 10,000 Monte Carlo trials, the sample
RMSE was calculated for the sets of geolocation estimates corresponding to R
and R,. This was repeated with various h_s values representative of a range
of oscillators from low-quality TCXO to OCXO. The results are shown in Fig.
2.8.
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One notes that the sample RMSE exhibited when using the correct
measurement covariance R nearly achieves the CRLB. By contrast, erroneously
modeling the measurement noise as AWGN, as is the case when only R, is used,
ignores the time correlation introduced by the transmitter clock instability,
resulting in a greater-than 20% increase in RMSE when the transmitter is
driven by a low-quality TCXO. To be sure, the degradation in RMSE is only
noticeable for h_y > 3 x 10723, corresponding to a low-quality OCXO or worse.
The increase in RMSE becomes more prominent when a low-quality oscillator
drives the transmitter because in this case the unmodeled Gaussian random
walk process is the dominant contributor to the measurement noise, increasing

the correlation between measurements.

Although taking R, alone as the measurement covariance is incorrect,
an unbiased estimate is still achieved. Nonetheless, the associated estimated
state error covariance becomes erroneously low. Using the correct measure-
ment covariance produces an unbiased minimum-variance estimate with prop-

erly sized state error covariance.

In addition to yielding a worse RMSE, using R, results in a significantly
worse containment percentage within the corresponding theoretical 95% error
ellipse. Containment percentage is the percentage of trials in which the true
transmitter position lies within the theoretical 95% error ellipse centered at

the estimated location.

A separate study of 10,000 Monte Carlo trials was conducted, again

with the capture geometry specified in Section 2.5. For each trial, both a real-
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Figure 2.9: Left: Monte Carlo containment percentage when the theoretical
95% error ellipse has been calculated with R, alone [setting Ry, = 0 in (2.19)],
for various values of the underlying parameter o,. Right: Area of the corre-
sponding theoretical 95% error ellipse as a function of o,. The horizontal line
shows the area of the of the theoretical 95% error ellipse with the correct full
measurement covariance K. The vertical lines in both plots indicate the true
value of o, assumed in the Monte Carlo simulations.

ization of AWGN with o, = 0.1 m/s and a Gaussian random walk consistent
with a TCXO with h_y = 3 x 1072! were added to the true range-rate. When
the correct measurement covariance R was used, the corresponding theoretical
95% error ellipse contained the transmitter in 95.31% of trials, as expected by

a properly modeled estimator. The area of this 95% error ellipse was 3.47 km?.

By contrast, when R}, was neglected and only R, was used, there was

significant degradation in the containment percentage. For a case with R,
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based on o, = 0.1 m/s, the containment percentage fell to 1.38%. Fig. 2.9
shows the containment percentage for identical cases except with various dif-
ferent values of modeled o,. As one would expect, increasing the modeled
0. improves containment percentage. If o, were increased to 1.7 m/s, a 95%
containment percentage with R, is achieved. But this artificial inflation of o,
comes at the cost of having a larger 95% error ellipse. Fig. 2.9 also shows the
area of the theoretical 95% error ellipse for various values of o,. The area of
the 95% error ellipse for o, = 1.7 m/s is 5.90 km?, which is a 70% increase in
the 95% error ellipse area when compared using to the correct measurement
covariance. If o, were set to maintain the same 95% error ellipse area as the
correct measurement covariance, a containment percentage of only 84.8% is

achieved.

The spoofer’s oscillator quality is typically unknown, which makes the
selection of the estimator’s modeled h_5 a design parameter. The range of
plausible h_j is likely limited to TCXO quality or better, otherwise, the trans-
mitted spoofing signals are easily detectable by victims. A multi-model ap-
proach can be taken where the estimator of each model assumes a different
h_5. The convergence of the state estimate can be tested through a goodness

of fit test on the weighted sum of squared errors as presented by [12].

Properly modeling transmitter instability is thus essential in range-
rate-based geolocation so that the minimum-variance estimate is calculated

and the theoretical containment percentage is maintained.
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2.7 Controlling Spoofing Detection While Degrading Ge-
olocation Accuracy
Researchers have developed formidable defenses against spoofing based
on receiver clock state monitoring [69,72,78]. A would-be spoofer has little
flexibility to meddle with the spoofed clock drift §¢(¢) if intending to avoid
detection by such defenses. It follows that a stealthy spoofer is scarsely able

to purposefully degrade geolocation accuracy.

But consider a conspicuous spoofer—one willing to accept a potentially
high spoofing detection rate among affected receivers performing optimal time-
based spoofing detection. In this case, the spoofer is allowed more flexibility to
manipulate 67z(t) with the aim of either (1) inflating victim receivers’ timing
error, or (2) confounding geolocation based on this chapter’s technique. This
section derives and analyzes the attack configuration that maximally increases
geolocation error while maintaining a specified detection rate among affected
receivers implementing an optimal receiver clock drift monitoring spoofing

detection strategy.

2.7.1 Optimal Spoofing Detection via Clock Drift Monitoring

An optimal spoofing detection technique via receiver clock drift mon-
itoring is presented here. Consider a time interval that spans £ € K =
{1,2, ..., K} uniformly sampled navigation epochs. At the kth epoch, the dis-

tribution of a GNSS receiver’s measured clock drift 6¢, is modeled as

cdty[k] ~ N(coty[k — 1], 02) where o7 =02 +q (2.28)
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is the steady-state measurement variance. Here, o2 is the component of the
variance due to the measurement noise and clock dynamics function, and ¢
is the process noise for ¢dt,, which is related to the time between navigation

epochs At and the GNSS receiver clock parameter h", by [14]

q = 2m°h", Atc? (2.29)
Let
St [k] — ot [k — 1
o= Q=W g, (2.30)

be the normalized increment in measured receiver clock drift at the kth epoch.

Assume that increments are independent so that E[ngn;] = d;; for allk,j € XK.

Optimal spoofing detection amounts to a hypothesis test that attempts
to distinguish the null hypothesis Hy (receiver unaffected by spoofing) from
the alternative hypothesis H; (receiver captured by spoofing). Note that this
section focuses solely on dt;[k], the spoofed clock drift increment, while assum-
ing that the spoofer’s transmitter clock drift §t,(¢) = 0, which is opposite the
preceding section’s assumption. Additionally, this analysis assumes a static
GNSS receiver performing detection so that the focus is on time-based spoof-
ing detection. Let

Ou

be the normalized spoofed clock drift increment across one inter-epoch interval,
with initialization value cd#:[0] = 0 at k = 0, the moment when the spoofer

captures the receiver.
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Let 60, represent the receiver’s estimated clock drift increment at the
kth epoch under either hypothesis. With the foregoing setup, this can be

modeled as

Hy: 0, = Mk keX (232)

Hy:0p=m+we, m#0, keX (2.33)

Under Hy, the value of i, is unknown to the receiver and belongs to the
set (—00,0) U (0,00). A uniformly most powerful test does not exist for this
hypothesis test because the critical regions corresponding to ux < 0 and gy > 0
are different [112]. Instead, a locally most powerful (LMP) test is applied.
The LMP design problem is nearly the same as the Neyman-Pearson design
problem, so that the probability of detection is maximized while maintaining

a fixed probability of false alarm Pr. For a single epoch, the detection statistic

A*(0;,) = 63 (2.34)
and has the following distributions under Hy and H;

Ho: A(6)) ~ 3 (2.35)

Hy: A (0k) ~ (N, A= (236)

where x2 and x2()) denote, respectively, the chi-squared and noncentral chi-

squared distributions with n degrees of freedom and noncentrality parameter

A
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Consider detection based on data taken over a time interval that spans

K navigation epochs. Let @ = [0y,0s,....0k]" € RE and . = [pi1, i, ..., ] €
RX. The joint test statistic then becomes
A(B)=> 67=0"6 (2.37)
kex
with the following distributions under Hy and Hy:
Hy: A*(0) ~ % (2.38)
Hy: A(6) ~ x5k (N), A=) wl=p"p (2.39)

keX

An optimal-decision constant false alarm rate threshold v* for Pr can be cal-

culated from
Pr=P(A*(0) > v'|Hy) =1— F(vx; K) (2.40)

where F(vx; K) is the cuamulative distribution function of x% evaluated at the

detection threshold v*. The probability of detection is

Po(p) = P(A*() > v*|Hy) = 1 — F(us K, \) (2.41)
= Qm(\/X, \/u_> (2.42)

where F(v*; K, \) is the cumulative distribution function of x% (\), and @, (c, )

is the Marcum @ function with m = K/2. The hypothesis test becomes
A" (0) =z v* (2.43)

The spoofer must optimize its attack configuration against this optimal spoof-

ing detection strategy.
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2.7.2 Expression for Geolocation Error

One of the assumptions made when developing the estimator presented
in Section 2.4 was that &f; is constant. If instead 6f:(¢) is time-varying, the
measurements J[i] for all ¢ € J used for geolocation become be perturbed,
increasing geolocation error. Let €[i] represent the unmodeled time-varying
c6tz[i] for all i € J. Then at the ith measurement epoch, ci[i] = ey[i] + €[i).
Let the vector of measurement perturbations over the capture interval be rep-
resented as € = [e[1], €[2], ..., [[]]" € R!, and let & = [¢,7,b]T denote
the geolocation estimation error in the east direction, north direction, and fre-
quency bias, where é and 7 are defined in the East-North-Up (ENU) frame
centered at the true spoofer position. Let H € R'*® denote the measurement

Jacobian with respect to . The error & can be calculated as
G = (ﬂTR—lﬂ) " HTR e = Be (2.44)
The horizontal position error vector ey, is defined as
en = [6,7]" (2.45)
Let B be the first two rows of B, and define the matrix A € R ag
A=B"B (2.46)

The absolute horizontal positioning error e, due to the perturbation € can

then be computed as

en =1/elen = Vel Ae (2.47)
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Thus, the squared horizontal geolocation error e? is related to the perturbation

€ by the quadratic form €' Ae.

The spoofer seeks the perturbation € that maximizes ey, so that it can
maximally degrade the accuracy of geolocation by a single sensor platform
performing range-rate-based geolocation via this chapter’s technique. Suppose
that € is subject to the constraint ||e|| < ¢, which will be defined in the next
section. The optimization problem then becomes

€' = argmax e’ Ae (2.48)

llell<¢
To solve this problem, A is factorized as A = QDQ", where Q is orthogonal
and D = diag(dy, ds, ..., d;) is a diagonal matrix composed of eigenvalues of A,

which are all positive. Assume that the columns of () contain the unitary eigen-

vectors corresponding to eigenvalues ordered such that dy > dy > ... > dj.
Then

€' de=€'QDQ"e =y Dy (2.49)
where ||| = ||QTe|| = ||ly||. The value of y that respects ||y|| < ¢ and
maximizes y Dy is given by y* = [¢,0,0,...,0]". Let v* € R! denote the

unitary eigenvector corresponding to the largest eigenvalue of A. The optimal

€ for this optimization problem is then

€ =1Qy" =+(v" (2.50)
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2.7.3 Jointly Optimized Spoofer Clock Drift Selection

Now that an optimal spoofing detector based on receiver clock drift
has been presented, and a perturbation €* that maximizes horizontal geolo-
cation error subject to the constraint ||€*|| < ¢ has been defined, a spoofer
can develop an attack configuration for ¢dtz(t) that maximizes ey, while main-
taining a specified probability of detection. It is assumed that the spoofer has
perfect knowledge of the LEO-based receiver’s position and velocity, which is

representative of a worst-case scenario.
Let c6t; = c[6t:[1], 0t:[2], ...,615;[[]}T € R! represent the spoofer’s dis-
cretized time-varying attack configuration for §¢;(¢). Suppose the spoofer sets

¢dt; = €*. Then the vector of spoofed clock drift increments over K = I — 1

navigation epochs is equivalent to

11 0 0
p=SovieRE whee 0= |0 TLL T i cpr g
o0 P PO PO
0 ... 0 -1 1

The only task remaining for the spoofer is to determine the value of
¢ so that €* can be scaled appropriately. Suppose the spoofer is willing to
allow a detection probability Pp for the detection test in (2.43). Based on
the parameters o,, I, and Pg, the parameter ¢ can be chosen to maintain
an expected probability of detection Pp. Given the functional form of the

probability of detection in (2.42), ¢ must satisfy the equation

QK/z(fHCV*H, \/V_) = Pp (2.52)
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Following this, the spoofed clock drift trajectory cd#: that maximizes the ge-
olocation error while maintaining a specified probability of detection can be

represented as
cot: = £ (v — 1v*[1)) (2.53)

where 1 is the appropriately sized vector of all ones and v*[1] is the first
element of v*. Note that subtracting 1v*[1] ensures cd#;[1] = 0, consistent
with initialization of the spoofing attack. This subtraction does not change
the optimization processes, it only affects the estimated frequency bias by,

which is merely a nuisance parameter.

To illustrate the application of this analysis, consider the following
example. Suppose a spoofer wishes to choose 575;* to maximally degrade geolo-
cation by a LEO-based receiver capturing its signals over 21 seconds with the
geometry shown in Fig. 2.3. Further suppose the LEO-based receiver computes
measurements at 1 Hz, so that I = 21, and sets R with 0, = 0.1 m/s and o,
consistent with a TCXO. The attack trajectory v — 1v*[1] that maximizes
horizontal geolocation error is shown in Fig. 2.10. It is interesting to note
that the spoofer allocates the greatest detection risk (largest increments) at
the beginning and end of the 21-second capture, while maintaining lower risk

(smaller increments) in the interim.

Now assume that spoofing-affected receivers are performing navigation
solutions once per second with o, = 0.05 m/s. Shown in Fig. 2.11 is the

maximum horizontal geolocation error given a triad of Pp, Pp, and affected
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Figure 2.10: The attack trajectory v[i]* — v*[1] that maximizes ey, for the
LEO-based receiver geometry shown in Fig. 2.3.

receiver clock quality. For example, if the spoofer accepts a detection rate of
Pp = 0.5 by receivers equipped with a TCXO having their spoofing detector

set with Pr = 1073, the maximum e, due to cd¢; is 8.4 km.

To give the reader an idea of how capture geometry affects the maxi-
mum horizontal geolocation error, consider the same scenario, but with a 21-
second detection-and-geolocation segment beginning 30 seconds earlier. This
capture geometry is more favorable for geolocation. It results in a maximum
horizontal geolocation error of 2.2 km. On the other hand, consider a 21-
second segment beginning 30 seconds after the original. This capture geom-
etry is worse for geolocation. It results in a maximum horizontal geolocation
error of 23.5 km. It is important to note that this worst-case error is not a
limitation of this chapter’s technique, but a limit of single-satellite range-rate-
based geolocation of GNSS spoofers in general. And it should be remembered
that the foregoing analysis is for a worst-case situation in which the spoofer

knows the LEO-based receiver’s position and velocity time history.
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Figure 2.11: Worst-case geolocation error for a spoofer that optimizes cdt; for
receivers performing 1-Hz spoofing detection tests with ¢, = 0.05 m/s and for
the LEO-based receiver geometry shown in Fig. 2.3. The geolocation error is
shown over a range of Pp for two representative victim receiver clock quality
levels and three representative values of Pr.

2.8 Conclusion

This chapter presented a single-satellite, single-pass technique for lo-
cating GNSS spoofers from LEO. The technique was validated in a controlled
experiment in partnership with Spire Global in which a LEO-based receiver
captured GNSS spoofing signals transmitted from a ground station. An ana-
lytic expression for how actual transmitter clock instability degrades the geolo-
cation solution was derived. Finally, geolocation positioning error as a function
of worst-case spoofed clock behavior subject to a constraint on probability of

detection was investigated.
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Chapter 3

Dual-Satellite Geolocation of Terrestrial
GNSS Interference from Low Earth Orbit

Abstract

This chapter explores two-step and direct geolocation of terrestrial
Global Navigation Satellite System (GNSS) jammers from Low Earth Orbit
(LEO). Within the past decade, there has been a sharp increase in GNSS
outages due to deliberate GNSS jamming. Receivers in LEO are uniquely
situated to detect, classify, and geolocate terrestrial GNSS jammers. The
conventional two-step geolocation method first estimates the differential de-
lay and differential Doppler, then uses a time history of these to estimate the
transmitter location. By contrast, direct geolocation is a single-step search
over a geographical grid that enables estimation of the transmitter location
directly from the observed signals. Signals from narrowband, matched-code,
and continuous-wave jammers recently captured in the GNSS frequency bands
by two time-synchronized LEO receivers over the Eastern Mediterranean are
analyzed and the emitters geolocated. It is demonstrated that the direct ap-
proach is effective even for low signal-to-noise ratio interference signals based
on short captures with multiple emitters. Moreover, the direct approach en-

ables geolocation of multiple emitters with cyclostationary signals (e.g., chirp
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jammers), whereas the two-step method struggles in such cases to associate
emitters with their corresponding structures in differential delay and Doppler

space.

3.1 Introduction

Global Navigation Satellite Systems (GNSS) such as GPS provide meter-
accurate positioning while offering global accessibility and all-weather, radio-
silent operation. However, GNSS is fragile: its service is easily denied by
jammers or deceived by spoofers [28,62, 114]. GNSS signals are especially
vulnerable to jamming because they are extremely weak: near the surface of
Earth, they have no more flux density than light received from a 50 W bulb
at a distance of 2000 km [65]. Furthermore, GNSS jammers are easily accessi-
ble and low cost, threatening GNSS-reliant systems [13,29]. Without proper

countermeasures, victim GNSS receivers can be rendered useless.

The civilian maritime and airline industries frequently encounter GNSS
jamming and spoofing. Corrupted Automatic Identification System (AIS) and
Automatic Dependent Surveillance-Broadcast (ADS-B) messages from surface
vessels and aircraft are often reported. Irregularities in AIS and ADS-B reports
are often indicative of GNSS interference. Geolocation of GNSS jammers
with ADS-B data is possible, but only coarse jammer position estimates are

achievable [33,88].

Recently, the German Aerospace Center (DLR) performed a data col-

lection flight over the Eastern Mediterranean to study the behavior of regular
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avionics and aviation-grade GNSS receivers under jamming conditions [108].
The DLR also conducted an international maritime measurement campaign
to detect GNSS interference [89]. In both studies, the recorded data showed
evidence of high-power GNSS jammers, including a chirp jammer centered at

the GPS L1 frequency in the Eastern Mediterranean.

GNSS jamming waveforms can take several forms, including tones,
chirps, pulses, and matched-code interference [94]. A first step to develop-
ing situational awareness and eliminating GNSS interference is geolocating
the emitters involved. It was shown that a network of ground-based receivers
could track and geolocate chirp-style jamming signals in [95], and matched-
code jamming signals in [11]. The more general case of localizing an emitter
transmitting an arbitrary wideband signal with terrestrial and airborne re-
ceivers has been extensively studied [5,101,107,138]. However, because the
receivers were either at fixed locations or tactically deployed in the nearby
airspace, only emitters in the immediate area could be geolocated. There
remains a need for global, persistent, low-latency, and accurate GNSS inter-

ference detection and localization.

Receivers based in Low Earth Orbit (LEO) are a proven asset for detect-
ing, classifying, and geolocating terrestrial GNSS interference [22,25,86, 100].
Emitter geolocation from LEO offers worldwide coverage with a frequent re-
fresh rate, making it possible to maintain a common operating picture of
terrestrial sources of interference. Moreover, LEO satellites’ stand-off distance

from terrestrial interference sources typically permits tracking authentic GNSS
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signals, enabling precise time-tagged data captures from time-synchronized
LEO-based receivers and precise orbit determination. LEO constellations with
distributed time-synchronized receivers can provide unprecedented emitter ge-
olocation. Unsurprisingly, several commercial enterprises have seized the op-
portunity to provide spectrum monitoring and emitter geolocation as a service

(e.g., Spire Global and Hawkeye360).

Accurate single-satellite-based emitter geolocation is possible from Doppler
measurements alone, provided the emitter’s carrier can be extracted [25,37,
100]. Performance bounds and error characterization for Doppler-based single-
satellite geolocation are presented in [38] [36]. However, accurately locating
emitters with arbitrary waveforms using a single LEO receiver is impossible in
general: if the signal’s carrier cannot be tracked, only coarse received-signal-

strength techniques can be applied for geolocation.

On the other hand, geolocation of emitters producing arbitrary wide-
band signals is possible and has been extensively studied [61,101,121]. Mul-
tiple time-synchronized receivers can exploit time- and frequency-difference of
arrival (T/FDOA) measurements to estimate the emitter location. Geoloca-
tion based on T/FDOA is typically a two-step process. First, a time series of
T/FDOA measurements is produced by correlating captured signals against
another. Second, the time series is fed to a nonlinear estimation algorithm
to geolocate the source. Two-step T/FDOA has been previously applied for

terrestrial emitter localization from geostationary orbit [58].

One weakness of two-step geolocation is that it ignores the constraint
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that all measurements must be consistent with a single position in the case
of a stationary emitter, or a single trajectory in the case of a moving emit-
ter [134]. This means that the T/FDOA measurements obtained in the first
step are not guaranteed to intersect at a single location or along a single trajec-
tory. A second weakness of the two-step approach is that interference signals
exhibiting cyclostationarity—such as chirp jammers—give rise to structures
in the T/FDOA measurement domain that make it harder to track individ-
ual emitters. Identification and tracking becomes especially challenging when
there are multiple cyclostationary emitters with overlapping frequency content
and a wide range of received power, in which case the T/FDOA measurement
domain becomes highly structured with features ambiguously related to the

emitters involved.

Another multi-receiver technique is direct geolocation, which is a single-
step search over a geographical grid to estimate a transmitter’s location di-
rectly from the observed signals [9,87,119,131,134]. In direct geolocation,
the TDOA and FDOA are directly parameterized for a single geographical
point, given knowledge of the receivers’ position, velocity, and clock states.
Direct geolocation outperforms the two-step method in low signal-to-noise ra-
tio (SNR) environments and in short-data-capture scenarios, making it ideal
for LEO-based geolocation. Furthermore, as will be shown in this chapter,
direct geolocation is better suited for processing captures with cyclostationary
signals from multiple emitters, because rather than searching in the T/FDOA

measurement domain cluttered by overlapping structures, it searches in the
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position domain, where individual emitters are separated by their physical

distance, irrespective of any time correlation in their signals.

This chapter makes three primary contributions. First, it develops and
presents algorithms—from raw samples to final emitter position estimate—for
two-step and direct geolocation. Secondly, it investigates how the time-domain
properties of the transmitted signal manifest in the complex ambiguity func-
tion (CAF) of the two-step approach, and explores the relationship between
the CAF domain and the position domain. Finally, this chapter demonstrates
two-step and direct geolocation on raw intermediate frequency (IF) samples
recorded from Spire Global’s LEO constellation. For the first time in the open
literature, real-world GNSS narrowband, matched-code, and chirp jamming
signals captured by two time-synchronized LEO receivers are characterized

and their emitters geolocated.

3.2 Measurement Model

Consider the following model for a signal transmitted by a terrestrial
stationary emitter where s(t) is the baseband signal, f. is the center frequency,

and the bandwidth of s(t) is B < f, :
z(t) = s(t)es?™fet (3.1)

This analytic signal model is valid when the complex envelope varies slowly
with respect to the center frequency, which applies to the GPS L1 (1575.42

MHz) and L2 (1227.6 MHz) frequencies. When a moving receiver receives this

65



signal, there is a time delay 7 due to the propagation time, as well as a Doppler
shift f due to the relative motion between emitter and receiver. The line-of-
sight velocity, receiver clock drift, and transmitter clock drift are components
of f. Over short intervals, 7 and f can be modeled as constants. The received
complex signal at the ith receiver after downconversion by a known carrier

frequency f. at time ¢ can be modeled as
yi(t) = s(t — 7;)e?™ it 4wy (t) (3.2)

where w;(t) corresponds to AWGN.

3.2.1 TDOA and FDOA Measurement Model

Let p;(t) and v;(t) denote the position and velocity vector for the ith
receiver, and p denote the emitter’s position vector, all in a common rectangu-
lar coordinate frame. In this model, the emitter is assumed to be stationary.
Tonospheric and tropospheric delay are ignored because they are minor and
will be substantially canceled in the differencing to follow. The time of ar-
rival (TOA), in seconds, at the ith receiver of the signal transmitted from the

emitter at time ¢ is modeled as

V(pi(t) — p)T(pi(t) — p)
r](t)r(t) (3.3)

i

Ti(t) =

Al |+

where the range vector 7;(t) between the emitter and the ith receiver is
ri(t) =pi(t) —p (3.4)
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The range between the emitter and the ith receiver is related to 7; and r; by
pi(t) = cri(t) = /vl ()ri(t) (3.5)

Finally, the unit vector from emitter position to the ¢th receiver position is

defined as
74 () = ()it (3.6)

Different LEO-based receivers will receive the same signal at different
times due to the differing geometry between receivers. Assuming the receivers
are synchronized to GPS time, the time difference of arrival (TDOA) of the

same signal between the first and second receiver is defined as
AT(t) = mo(t) — 11 (t) (3.7)

which can be converted to a range difference by multiplying by the speed of
light.

The frequency of arrival (FOA) measurement is synonymous with the
received Doppler of a signal. For a stationary emitter, the FOA on the ith
moving receiver is composed of three components: (1) the range-rate between
the emitter and receiver 7] (t)v;(t), (2) the clock offset rate of the receiver

6t;(t), and (3) the clock offset rate of the emitter 0f,(t). The FOA at the ith

receiver is modeled as

f(0) = =3 Owi(t) = S0k — O -]} G8)
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Different LEO receivers will also receive the same signal at different
frequencies due to the differing instantaneous range-rates and receiver clock
offset rates. Let Af(t) denote the frequency difference of arrival that includes

the receivers’ clock offset rates.

Af(t) = fot) — fi(t)
~ —%{'ﬁ;(t)'vg( — 7 (t )} - —{5t2 — 0t1(t)} (3.9)

An advantageous feature of Af(¢) is that the clock offset rate from the emitter
gets canceled out in the differencing. The approximation disregards the &f(t)
and 0f;(t) cross terms, as they are negligible. The frequency difference of

arrival (FDOA) Af(t) with compensation for the receiver clock offset rates is

defined as

Af(t) = Af(t) + ~ {5152 — 6i1(t) }

J

VvV
known

= 2T 0e0) - w0} (3.10)

If the front end performing the raw capture and the onboard GNSS
receiver are driven by the same oscillator, then the receiver clock drift can
be compensated and the sample streams can be synchronized. The onboard
GNSS navigation solution of each receiver outputs an estimate of the receiver
clock offset 6¢; and clock offset rate 6¢; at each GNSS measurement epoch. This
means that the clock offset rate at each receiver is known and can be compen-
sated for, making the FDOA measurement the difference between range-rates

scaled by the negative reciprocal of wavelength.
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3.2.2 The Generalized Cross-Correlation Function

Assume that all receivers are synchronized to GPS time and clock er-
rors have been compensated for. The generalized cross-correlation function

(GCCF) [9] for a pair of received complex baseband signals y;(t) and yo(t) is

SO oy (1), 2(0). (0. 2(0) = [l = )t = ()OO
(3.11)

where T is the integration interval. The more familiar complex ambiguity

function (CAF) [124] with constant A7 and Af is

T
SO (1 (1), yo(t), AT, Af) = / yi(t)ys(t + AT)e*m 2 dt (3.12)
0

The discrete-time CAF can be efficiently evaluated with the Fast Fourier

Transform (FFT), parallelization, and vectorization.

If there is only a single emitter, it is shown in [124,125] that the At
and Af that maximize the magnitude SAF are the corresponding maximum
likelihood estimates (MLE) of A7 and Af between a pair of receivers. The
theoretical Cramér-Rao lower bound (CRLB) of these estimates are derived

in [124] and are

1 1

s — 3.13

AT Bums VBTSNR (3:13)
1 1

(3.14)

o’ =
A Toms VBTSNR

where B is the noise bandwidth at receiver input (assumed same for both

receivers), [ums 1S the rms radian frequency in the received signal spectrum,
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Tims is the rms integration time, and SNR is the effective input signal to noise
ratio [124]. For a signal with a rectangular spectrum and a constant energy
signal with ambiguity processing carried out only over a segment length T,

then oa, and oy simplify to

V3 1

A S 3.15
7AT = B VBTSNR (3.15)
Vi |l (3.16)

V3 1
A 2T VBTSNR

Over short observation intervals, the errors introduced by assuming a
constant A7 and Af are negligible [9]. Maximizing the coherent integration
time, T', is desirable as it enhances the post-processing SNR, thereby reducing
oar and oar. Notably, the frequency estimate oay benefits more significantly
from extended integration due to its inverse relationship with 7. However, the
maximum value of 7" is practically constrained by receiver dynamics and clock
instabilities. For LEO platforms utilizing temperature-compensated crystal
oscillators (TCXOs), the coherent integration time is typically capped at 40 ms

to prevent peak smearing.

The presence of emitters is visualized in the CAF domain as shown
in Fig. 3.1. The left plot illustrates a single emitter without cyclostationary
properties, manifesting as a unique, unambiguous peak. Conversely, the right
plot demonstrates the CAF of a cyclostationary signal, which presents multi-
ple peaks of equivalent magnitude. This phenomenon arises from the periodic

structure of the transmitted waveform, which is a common characteristic of
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Figure 3.1: On the left is an example CAF for a single wideband emitter
without any cyclostationary properties. The A7 and Af that correspond to
the maximum magnitude are the maximum likelihood estimates. On the right
is the CAF of a single wideband emitter with cyclostationary properties. There
is an ambiguity because there are peaks with the same magnitude.

interference. Since these peaks represent equivalent local maxima in the likeli-
hood surface, they must all be tracked over time. This introduces a significant
combinatorial association problem, especially when there are many peaks close

that are closely spaced.

The peak tracking challenge is further exacerbated in multi-emitter en-
vironments, particularly when multiple sources exhibit cyclostationary char-
acteristics. The auto-ambiguity terms generated by each emitter’s waveform
may interfere with each other, leading to biases in the T/FDOA estimate [9].
Moreover, the height of an emitter’s peak in the CAF is determined by the
SNR. Weaker emitters will have smaller peaks, leading to possible missed de-

tections in the presence of stronger emitters.
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3.3 Emitter Geolocation

3.3.1 Two-step Geolocation

In the traditional two-step geolocation approach, a time series of T/FDOA
measurements is first obtained by repeated CAF generation and peak track-
ing. The CAF is computed at each time epoch a T/FDOA measurement pair
is desired, for a total of N T/FDOA pairs. For model simplicity, the TDOAs
can be converted to range difference in meters by scaling them by the speed of
light, and the FDOASs can be converted to range-rate difference in meters per
second by scaling by —A\. In this section, TDOAs and FDOAs are assumed to

be converted into m and m/s respectively.

The T/FDOA measurements are beset with errors, modeled as AWGN,
arising from electromagnetic interference, atmospheric and relativistic effects,
ephemeris errors, and other minor effects. The kth TDOA and FDOA mea-

surements are modeled as

zar[k] = cAT[E] + wa-[k] (3.17)

oaglk] = —AAFIE] + walk] (3.18)

where wa - represents the TDOA AWGN and wa y represents the FDOA AWGN.
It is assumed that wa, and way are independent. Let za, and zaf represent
the stacked TDOA and FDOA measurement vectors, respectively. The 2N x 1

T/FDOA measurement vector z is represented

z = [z}, zlf}T (3.19)

72



A nonlinear least-squares estimator is used to solve for the the state
x. In this scenario, the state is comprised only of the transmitter’s position

x = p. The standard weighted nonlinear least-squares cost function is
J(@) = %(z ~ b)) R\ (2 — h(=)) (3.20)
where h(x) is the 2N x 1 nonlinear measurement model function
h(z) = [cAF[1] -+ cAF[N] —AAF[1] - = AAF[N]]" (3.21)

Here, A7[k] and A f[k] are the expected values of A7[k] and A f[k] at the state
. R is the 2N x 2N measurement covariance matrix with the variance of the
TDOA measurements o3, along the first N diagonal elements and the variance
of the FDOA measurements 02  along the second N diagonal elements. The

optimal estimate of & minimizes the cost .J.

The linearized measurement model H is a 2N x 3 matrix that takes the

form

r dAT[1] ]
¢ dx

dA.T[N]
dx

H= (3.22)

dAf[1]
—A dx

dAfN
| -ARLM

where the Jacobians for the kth TDOA measurement and kth FDOA mea-
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surement are

dAT . .
C% = —[T'g — 'rl]T (323)
dA YD riry — I
A (rars 1) vf(”rl—) (3.24)
dx P2 P1

where I is the identity matrix and the indexing being dropped for notational

clarity.

Enforcing an altitude constraint significantly improves the problem’s
observability. This can be incorporated as an additional pseudo-measurement

of the transmitter’s altitude with respect to the WGS-84 ellipsoid, modeled as
Z[2N + 1] = hay (@) + wan (3.25)

where the pseudo-measurement error w,; ~ N(0, 02,) is assumed to be inde-

pendent of those for z. The pseudo-measurement’s 1 x 3 Jacobian is

Halt - [COS(¢lat)COS()\lon)> COS<¢1at)Sin<)\lon)a Sin<¢lat)} (326)

where ¢ and A\, are the latitude and longitude of p, respectively. The
measurement vector z, vector-valued function h(x), Jacobian H, and error
covariance R are all augmented appropriately to include the altitude pseudo-

measurement.

One of the most common ways to solve the standard nonlinear least-
squares problem is with the Gauss-Newton method, which starts with an initial

guess for the state x, linearizes the measurement model function h(x) around

74



the current best guess, and solves the linear least-squares problem. An in-
crement to the current best estimate Ax is computed, and then the previous
estimate is replaced by the new best estimate « + Ax and iterates again until
convergence is achieved. Finally, the estimation error’s CRLB can be approx-

imated as

Ppw= (HTR'H)™ (3.27)

This two-step T/FDOA geolocation model can also be reduced to a
TDOA-only solution or a FDOA-only solution. Those solutions can be used
as a reasonableness test for the combined T/FDOA solution and to quantify
the accuracy of the TDOA and FDOA measurements. Additionally, the MLE
of 0}, and 03 can be estimated from the post-fit measurement residuals of
the TDOA-only and FDOA-only solutions, respectively. Finally, if the user
does not have a time history of the clock offset rate at each receiver, it can be
modeled as a constant over short captures (e.g., less than 60 seconds [100]).
The difference between the receiver clock offset rate can be added to the state

as a bias term and can be estimated.

3.3.2 Direct Geolocation

Direct geolocation is a single-step search over a geographical grid that
enables estimation of the transmitter position directly from correlating raw
observed signals without the need for intermediate T/FDOA measurements

[9,134]. The correlation magnitude is maximized directly by parameterizing
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the delay and Doppler time histories in terms of the assumed emitter’s position,
as well as the known receivers’ position, velocity, and clock time histories.
Direct geolocation has been shown to be maximum likelihood in [9,134] and
to outperform the two-step approach in low SNR regimes and in cases limited

to short captures [134].

A three-dimensional grid of candidate emitter positions must be first
designated. One approach is to create a uniform grid in latitude and longitude.
Then, for each latitude and longitude pair, the altitude can be retrieved from
a terrain model. This constrains the emitter position to the relative terrain on
the surface of the Earth. These points can then be transformed to the ECEF
coordinate frame. Given that the emitter’s position is assumed, and that the
time history of receivers’ position, velocity, and clock offset rate are known, the
time history of TOAs and FOAs of a transmitted signal at each receiver can
be computed with (3.3) and (3.8). It follows that a time history of TDOA and
FDOA can be computed using (3.7) and (3.10). Over short intervals when the
AT and Af are assumed to be constant, the position domain (PD) correlation

value STP of p is defined as

S™P(y1 (1), ya(t), p) = /O 1 (t)ys (t + AT (p))e> > @)y (3.28)

This is computed for every candidate position. The MLE of the emitter’s po-
sition is the p that maximizes |STP|. An example position domain correlation

grid is shown in Fig. 3.2.
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Figure 3.2: Example position-domain correlation grid from direct geolocation
for a single wideband emitter without any cyclostationary properties. The
maximum magnitude corresponds to the MLE of emitter’s position.

Furthermore, the position-domain correlation can be extended to non-
constant A7 and Af because the satellites’” position and velocity are known,
and the position of the emitter is being assumed. This allows for the calculation
of the time-varying A7(t) and Af(¢). In the time-varying A7(¢t) and Af(t)

scenario, the position domain correlation is defined

S (yi(t), 12(t), p) = /0 yi(8)ys (¢ + A7 (p, ) >0 dy (3.29)

where Af(p,t) corresponds to the phase-difference time history [9]. This is
similar to the GCCF in (3.11). This is one of the most powerful aspects
of direct geolocation, because the coherent integration interval is no longer
limited by constant A7 and A f, which is the case in the two-step approach.
Longer coherent integration results in higher SNR and more accurate frequency

resolution, which are both desirable properties. As the integration time is

7



increased, the peak at the true emitter position becomes sharper and more
pronounced. However, one drawback of longer coherent integration intervals
is that a finer grid is required. If the grid is too coarse, the peak will slip

through the cracks leading to a missed detection.

When there are multiple time epochs so that multiple correlation inter-
vals can be performed, and SNR is assumed to be constant, the MLE of the

emitter’s becomes
p = argmax » _[S;°(p)| (3.30)
p k

The CRLB is derived in [134] and shown to be identical to (3.27) when the
values of (3.13) and (3.14) are used. It has been shown in [134] that the direct
approach more closely follows the CRLB in low SNR regimes compared to the

two-step approach.

3.3.3 Connection between the CAF Domain and Position Domain

One can immediately observe the similarities between the CAF and po-
sition domain correlation. Over short observation intervals where A7 and A f
are assumed to be constant, the two functions can be viewed as homeomorphic
mappings of one another. The statistical properties and structure of a cross-
correlated waveform are well-defined within the CAF domain. For instance,
in the case of a pseudorandom binary code as shown in Fig. 3.3. The CAF
exhibits a characteristic triangle function at the optimal Af, with the width

determined by the signal’s bandwidth. Conversely, at the optimal A7, the
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Figure 3.3: Shown here is an example mapping of |SAF| and |STP|. The
position-domain correlation is effectively a homeomorphic mapping of the CAF
domain. The blue dots represent the nearest sample and frequency bin pair.

CAF manifests as a sinc function, where the main lobe width is proportional
to 1/T. The CAF grid resolution is typically defined by the sampling interval
in the TDOA dimension and by 1/7" in the FDOA dimension. This is shown
in Fig. 3.3, where each blue dot is at the center of a T/FDOA cell. Each cell
is typically modeled as statistically independent, while the errors within a cell

being correlated.

When performing correlation directly in the position domain, the result-
ing surface represents a geometrically warped CAF. As illustrated in Fig. 3.3,
each CAF cell is mapped into the position domain through a transformation

dictated by the platform-emitter geometry and the associated Jacobian of the

79



manifold. Each cell in the position domain represents a different T/FDOA
cell. While the A7 and Af resolutions are fixed by bandwidth and coherent
integration length, their spatial footprint varies spatially. As the coherent in-
tegration interval T' increases, the volume of the mainlobe in the ambiguity
surface contracts, leading to a finer spatial resolution. Consequently, the res-
olution of direct geolocation can be analytically determined by projecting the

CAF into the position domain.

A simulation study was conducted to demonstrate the robustness of di-
rect geolocation when applied to signals with periodic cyclostationary proper-
ties. In this scenario, a chirp jamming signal is transmitted that repeats every
40 microseconds. Fig. 3.4 illustrates |SYAF| and |STP| across three distinct
observation intervals, alongside the corresponding receiver-emitter geometry.
The red markings denote the geometric manifold mapping between the CAF
and position domains, while the white diamonds indicate the true A7 and Af
in the CAF domain and the true position in the position domain. The true At
and Af can span a large region of the CAF because of the vast spatial search
space due the LEO-based receivers. At any single epoch, the periodic nature
of the waveform generates multiple ambiguous peaks in both the CAF and po-
sition domains. However, because the LEO receiver geometry evolves between
epochs, the spatial projection of these “false” peaks is non-stationary. While
the ambiguity peaks shift in geographic space as the platforms move, the peak

corresponding to the true emitter position remains spatially consistent.
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Figure 3.4: Shown here are |SCAF| and |SYP| from the simulation across three
distinct observation intervals for a cyclostationary chirp jammer. The red
markings denote the geometric manifold mapping between the CAF and PD,
while the white diamonds indicate the true A7 and A f and the true position.

Fig. 3.4 displays the result of noncoherent integration of the position-
domain likelihood, |S*P|. Through this process, likelihood accumulates at the
true source location, whereas the shifting ambiguities are suppressed. This
demonstrates that direct geolocation, by leveraging the dynamic LEO geome-

try, provides a powerful mechanism for resolving cyclostationary interference.
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Longitude

Figure 3.5: Position-domain correlation after noncoherently accumulating all
58 snapshots of the simulation with the 3D view (left) and from above (right).
Likelihood accumulates at the true source location, whereas the shifting ambi-
guities are suppressed, demonstrating that direct geolocation provides a pow-
erful mechanism for geolocating cyclostationary interference.

Another advantage of direct geolocation is that there will be a peak at
every position where an emitter is located, provided that the emitter’s signal
was received at both receivers. To show this, another simulation study was
conducted. Fig. 3.6 shows the geometry of the simulated capture scenario. The
ground tracks of the two LEO-based receivers over 58 seconds are shown. A
GPS L1 C/A spoofer, pure tone jammer, chirp jammer, and sawtooth jammer
were simulated to be in a rectangular formation on the surface of the Earth.
All interference sources were set to be transmitting centered at the GPS L1
frequency (1575.42 MHz) at the same power. The receivers performed 58 50 ms

raw captures, each spaced by a second.

The position domain search space shown in Fig. 3.6 spans approxi-
mately 10° in longitude and approximately 4° in latitude. The position-domain
correlation was computed at each of the 58 snapshots. The position-domain

correlation |STP| for the first snapshot and the last snapshot are shown in

82



Fig. 3.7. One can immediately see the different correlation structures for the
different waveforms. The GPS L1 C/A spoofer creates a single sharp peak,
the tone creates a large streak, the chirp jammer creates multiple equally
prominent peaks, and the sawtooth jammer creates an “X” shape. At a single
snapshot, the pure tone and chirp jammers’ positions are ambiguous. But, as
seen between the first and last snapshot, the structure of each GNSS interfer-
ence source changes. This is due to the changing receiver geometry. However,
the peaks at the true emitter positions do not change from the start of the

capture compared to the end of the capture, as shown in the prior simulation.

Shown in Fig. 3.8 is the position-domain correlation grid when the 58
position-domain grids at each snapshot are noncoherently accumulated. One
can immediately appreciate four sharp peaks centered at each of the four
GNSS interference sources’ true position. As the receiver geometry changes
over the 58 second interval, the positions of the sidelobes and other undesirable
structures due to the waveform change. When position-domain grids are non-
coherently accumulated, the undesirable structures are reduced to the noise
floor, while the true peaks persist. This shows how powerful direct geolocation
can be in crowded signal environments with waveforms that have undesirable
structures. In the two-step approach, the CAF peak tracker would have been

easily overwhelmed.
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Figure 3.7: Position domain correla-
Figure 3.6: Simulation setup with tion at the first snapshot (top) and
multiple interference sources. the final snapshot (bottom).
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Figure 3.8: Position domain correlation after noncoherently accumulating all
58 snapshots with the 3D view (left) and from above (right). The four distinct
sharp peaks represent the MLE of each GNSS interference source’s position.

3.4 A Real-world Capture
3.4.1 Capture Platform

Spire Global Inc. operates a global network of over 100 satellites.

Among these satellites, are STRATOS satellites, whose original purpose was
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Figure 3.9: Ground tracks of a pair of LEO-based receivers during the two 60-
second captures over the Eastern Mediterranean. Both satellites are moving
from north to south.

GNSS radio occultation (GNSS-RO), that can be repurposed for geolocation
of emitters operating in the GPS L1 and L2 bands. The STRATOS satellites
carry one wide-field-of-view zenith-facing antenna for precise orbit determina-
tion, and one or two Earth-limb-facing narrow-field-of-view high-gain anten-
nas. STRATOS’s RF circuitry has three dual-frequency channels, with each
antenna connected to one of the front end channels. Digitization of each signal
happens coherently based on a single sampling clock. Simultaneous collections
of the 2-bit quantized 6.2 Msps raw intermediate frequency (IF) samples cen-
tered at GPS L1 and L2 can be performed. These data can be packaged and

downlinked through Spire’s network of dedicated ground stations.

During April 2022, two STRATOS satellites performed two consecutive
60-second simultaneous capture events separated by 180 seconds, while over

the Eastern Mediterranean, as shown in Fig. 3.9. During each 60-second cap-
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ture, the satellites had an average altitude of 524 km and an average velocity
of 7,678 m/s, traveling from north to south. The forward-facing antenna was
used for the raw capture in the first simultaneous event, and the backward fac-
ing antenna was used during the second simultaneous event. The zenith-facing
antenna on each satellite was connected to the onboard GNSS receiver that
calculated the onboard navigation solution, which includes receiver position,
velocity, clock bias, and clock offset rate estimates. The raw samples from the
GNSS-RO antennas and the onboard navigation solution were downlinked for

post-processing.

3.4.2 Spectrum Analysis

Fig. 3.10 and Fig. 3.11 illustrate the captured signals’ spectral charac-
teristics. There is composite wideband interference on both GPS L1 and L2.
Visual inspection of the spectogram indicate that L1 contains multiple CW
chirp jammers as well as other wideband interference. The wider-bandwidth
triangle jammer had a bandwidth of approximately 200 kHz and a period of
8 ms. The narrower-bandwidth triangle jammers had a bandwidth of approx-
imately 20 kHz and a period of 100 ms. The 20 kHz triangle jammers have
the same parameters of a jammer previously captured in the Eastern Mediter-
ranean [89]. The power spectral densities shown in Fig. 3.10 were averaged
across the entire capture. L2 contains a particularly strong narrowband jam-
mer as well as other wideband interference. The goal is to geolocate all sources

of interference that are captured by both receivers.
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Figure 3.10: The average power spectral densities of the data during both
captures at both frequencies.
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Figure 3.11: Spectograms centered at the GPS L1 (left) and L2 (right) fre-
quencies from data captured in April 2022.

3.5 Emitter Geolocation

This section discusses two-step and direct geolocation of the emitters
captured in the Spire dataset. The results focus on the geolocation of a known
GNSS jammer operating out of Khmeimim Air Base on the coast of Syria.
Additionally, the advantages of direct geolocation are showcased for low SNR

signals, crowded signal environments, and for signals exhibiting cyclostation-
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arity. Wide-area GNSS interference monitoring via direct geolocation reveals

numerous jammers across Syria, Turkey, Iraq, Ukraine, and Israel.

3.5.1 Two-Step Geolocation

Fig. 3.12 shows the time history of TDOA and FDOA measurements
corresponding to the largest peak in the L2 CAF over the 60-second capture.
These measurements were taken at 5 Hz and then served to the nonlinear
estimator. The final two-step emitter position estimate is displayed in Fig.
3.12. Shown in Fig. 3.13 is the final solution which converged to Khmeimim
Air Base on the coast of Syria, which has been previously discovered to host

a powerful GPS jammer [100].
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Figure 3.12: Shown on the left are TDOA (top) and FDOA (bottom) measure-
ments corresponding to the measurements from the interference source located
at the Khmeimim Air Base. Shown on the right are the TDOA measurement
residuals (top) and the FDOA measurement residuals (bottom).
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Figure 3.13: The final two-step T/FDOA geolocation estimate converges to
Khmeimim Air Base on the coast of Syria, which has been previously discov-
ered to have transmitted GPS jamming signals [100]. The semi-major and
semi-minor axes of the 95% ellipse are 632 and 57 meters, respectively when
a conservative oa, = 50 m and oAy = 5 m/s are assumed.

The TDOA and FDOA residuals from the nonlinear least-squares es-
timator are also shown in Fig. 3.12. They are zero-mean, indicating that the
presented measurement model is accurate. The TDOA residuals have a stan-
dard deviation of 37 m and the FDOA residuals have a standard deviation of
1 m/s. The TDOA residuals time history appears to have unexpected struc-
ture; this structure arises due to the range resolution from the sampling rate.
The TDOA measurement resolution is limited by the sampling rate because
nearest-sample TDOA estimation was performed. Because the sampling rate
at baseband is 3.1 Msps, the range resolution is 96.7 m. The TDOA residu-
als remain between the range resolution of + 96.7 m, meaning the expected

performance with the sampling rate was achieved. The cost surface for the
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Figure 3.14: Cost surface for the T/FDOA measurements. The global mini-
mum corresponds to the Khmeimim Air Base.

calculated set of T/FDOA measurements corresponding to the jammer at the
Khmeimim Air Base is shown in Fig. 3.14. The global minimum of each cost

surface aligns with Khmeimim Air Base.

The capture’s specific receiver geometry gives rise to a reflection point
on the opposite side of the satellites’ average ground track. For a single
T/FDOA measurement pair, the true emitter position and the alias are in-
distinguishable. The ambiguity between these points begins to resolve if the
baseline between the receivers changes with each T/FDOA measurement pair.
As the receiver geometry changes, each T/FDOA measurement pair in the
time series will have a different alias location because of the time-varying
baseline between the receivers. Conversely, each T/FDOA measurement pair
in the time series will be consistent with the true emitter position, resolving

the ambiguity.
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3.5.2 Direct Geolocation

Fig. 3.15 shows contours of the position-domain correlation values over
the Khmeimim Air Base using the L2 raw samples with various integration
times. Each point in the grid was separated by .0005° in latitude and longi-
tude. For each latitude and longitude pair, the surface altitude was retrieved
from a terrain model. The global elevation model used was the Global Multi-
resolution Terrain Elevation Data 2010 (GMTED2010) developed by the U.S.
Geological Survey and the National Geospatial-Intelligence Agency. The ele-
vation is measured relative to mean sea level using Earth gravitational model

EGM-96. The root mean square error is approximately 26 meters.

The maximum peak in the position-domain correlation function for the
various integration intervals in Fig. 3.15 is nearly equivalent to the two-step so-
lution. This is expected because in the high SNR scenarios with long captures,
the two-step and one-step solutions are equivalent. In the one-step approach,
the effects of integration interval length are apparent in Fig. 3.15. As the
integration time increases, the peak becomes sharper and more pronounced.
This is because over longer intervals, the signal decorrelates more quickly for
incorrect emitter positions. The more wideband the signal is, the more quickly
it decorrelates and the peak becomes sharper. As stated earlier, the longer
coherent integration interval results in better frequency resolution, which is

apparent here.

A consequence of longer coherent integration is that a finer grid spacing

is required. If wide-area coverage is desired, one might opt for a coarse grid
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Figure 3.15: Contours of the direct geolocation position-domain correlation
grids over Khmeimim Air Base for 20-ms (top), 100-ms (middle), and 1-second
(bottom) integration times during the beginning (left) and end(right) of the
60-second capture. The impact of integration time and geometry is apparent.

covering a large area paired with shorter integration intervals. After getting
a general sense of the emitters’ locations via the course grid, a finer grid
with longer integration intervals can be used to get more accurate geolocation

estimates.

Fig. 3.16 demonstrates how direct geolocation is better suited for pro-
cessing captures with structured, cyclostationary signals. The position-domain
correlation function for the triangle jammer on L1 is shown at the beginning
(top graph) and end (middle graph). There is structure in both, but that

structure changes with the instantaneous receivers’ geometry, which changes
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Figure 3.16: Direct geolocation on the chirp jammer in the beginning (left)
and end (middle) of the capture. A 100 ms accumulation was taken once
every b seconds. The eleven position-domain correlations were noncoherently
combined (right). Noncoherent integration is a powerful tool that suppresses
the spurious false peaks from waveform structure and cyclostationarity.

over time. When multiple position-domain accumulations are noncoherently
combined, all of the false peaks are reduced below the noise floor, while the
main peak corresponding to the true emitter position remains. The position
of the higher-bandwidth triangle jammer is estimated to be in northern Israel.
Noncoherent integration is a powerful tool that can suppress spurious false

peaks from waveform structure and cyclostationarity.

Fig. 3.17 shows direct geolocation over Syria with the L2 data. A
100 ms accumulation was taken once per second, over 58 seconds. The 58
position-domain correlations were noncoherently combined. Each peak corre-
sponds to an emitter position estimate, with the largest peak corresponding
to Khmeimim Air Base. The receivers’ geometry also heavily affects corre-
lation in the position domain. There was better receiver geometry for the

transmitters on the east-side, resulting in sharper peaks.
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Figure 3.17: Direct geolocation over Syria with two different views of the
position domain. A 100-ms accumulation was taken once per second, over
58 seconds. Shown here are 58 position-domain correlations noncoherently
combined. Each peak corresponds to an emitter position estimate.

This position-domain correlation was repeated for L1 on the first cap-

ture and L1 and L2 on the second capture. The peaks from the position
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domain correlations on both captures and frequencies are shown in Fig. 3.18.
The final position estimate’s 95% semi-major for was less than 10 km for all
sources. Each one of these estimates is plausible, given the agreement between
both frequencies, both captures with different geometry, and the surrounding
equipment near each estimate from publicly available optical satellite imagery.
Additionally, the same geolocation estimates were also achieved through the
two-step approach with manual peak tracking. This showcases the superiority
of the direct approach in crowded signal environments. The two-step approach
would have depended on an additional complex multi-peak tracking and asso-
ciation algorithm to generate a time series of T/FDOA measurements, whereas

in the direct approach the emitter position estimate comes directly from the

raw samples.

O First Capture L1

O First Capture L2

+ Second Capture L1

X Second Capture L2
| Y

Figure 3.18: Final emitter position estimates on L1 and L2 across both simul-
taneous captures from direct geolocation. All emitters were assumed to be
stationary and constrained to the surface of the Earth.
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Figure 3.19: Jammers found in Ukraine (left) and Israel (right).

3.6 Conclusion

This chapter explored two-step and direct geolocation of terrestrial
emitters from LEO. The full algorithms for two-step and single-step direct
geolocation were presented. It was demonstrated that the direct approach is
a powerful geolocation technique for low SNR signals during short captures
with multiple emitters. This chapter also investigated emitter geolocation in
crowded signal environments and explored geolocating cyclostationary signals.
The relationship between the CAF domain and the position domain was ex-
plored and shown to be mappings of each other. Finally, this chapter demon-
strated two-step and direct geolocation on raw intermediate frequency samples
recorded from Spire Global’s LEO constellation. Recent real-world GNSS in-
terference signals captured by two time-synchronized LEO receivers over the

Eastern Mediterranean were characterized and their emitters geolocated.

96



Chapter 4

Transient Space-Based GNSS Interference
Detection and Estimation

Abstract

This chapter analyzes and identifies a space-based Global Navigation
Satellite System (GNSS) interference source that has caused scores of power-
ful transient wide-area interference events over continental Europe, Greenland,
and Canada since 2019. While terrestrial or near-terrestrial sources are pri-
marily responsible for the recent uptick in GNSS interference worldwide, space-
based interferers are of special concern given their potential for vast geographic
reach and their portent of a qualitative escalation in GNSS interference. Based
on data collected between 2019 and 2026 from a network of terrestrial GNSS
reference stations, this chapter (1) develops a received-power-based detection
framework; (2) details the spatial, temporal, and spectral patterns of wide-
area interference events caused by the source; (3) presents and analyzes iden-
tification techniques that blend received-power and time-difference-of-arrival
measurements; and (4) applies these techniques to confidently identify the
GNSS interference source as a constellation of Russian early warning satellites

in Molniya (“lightning”) orbits.

97



4.1 Introduction

Global Navigation Satellite Systems (GNSS) such as GPS provide meter-
accurate positioning while offering global accessibility and all-weather, radio-
silent operation. However, GNSS is fragile: its service is easily degraded by
both deliberate (e.g., jamming and spoofing) and naturally occurring (e.g.,
multipath and atmospheric) interference [62,65,68,120]. The past five years
have seen a crescendo of GNSS disruptions in the aviation and maritime sec-
tors [52,90, 108, 139]. Interference is especially problematic in these fields
because GNSS is deeply interwoven into critical systems. Beyond simple navi-
gational or timing displacement, cascading failures can occur when GNSS loss

or corruption triggers follow-on problems in downstream systems [52,139].

Fortunately, significant progress has been made over the past decades
in GNSS interference mitigation and countermeasures [13,28, 114, 115]. It
has been shown that dedicated GNSS interference monitoring systems pro-
vide valuable spectrum situational awareness to enhance navigation security
[54,55,82,98,122,123], with some demonstrating the ability to geolocate the
interference source [11,95]. Furthermore, GNSS receivers situated in LEO en-
able terrestrial GNSS interference detection, characterization, and geolocation

with worldwide coverage [23,30,100].

Networks of terrestrial GNSS receivers can also be enlisted for GNSS in-
terference monitoring [1], including of space-based interference. [140] revealed
that GPS PRNs 24 and 27 (SVN65 and SVN66) were transmitting leakage
tones at £10 MHz and £20 MHz from the GPS L5 frequency. The anomaly
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was subsequently fixed. More recently, a network of terrestrial reference sta-
tions was used to identify a BeiDou satellite (NORAD ID 40749) as a source of
interference in the B3I band (1268.52 MHz) [110,111]. The offending satellite
continuously transmitted a tone centered at 1268.52 MHz and tones at £+10
MHz and 420 MHz from this frequency. These tones are no longer present at
the time of writing. Both of these interference cases were apparently due to

faulty or improperly configured hardware.

This chapter reports on the detection, characterization, and source
identification of powerful transient GNSS interference originating from a non-
GNSS satellite. The phenomenon was briefly mentioned in [39], and more
fully characterized in a preliminary conference publication by the current au-
thors, [31]. The current chapter significantly extends both works. The inter-
ference reported here is different from that detailed in [110,111,140] in several
respects: (1) it is transient rather than continuous—the duration of interfer-
ence events is less than 10 seconds; (2) it affects signals in the widely used
GPS L1 frequency band rather than the less-common L5 and B3I bands; (3)
it is much more powerful, causing drops in terrestrial receiver carrier-to-noise
ratios (CNRs) of up to 10 dB; and (4) it is not merely an anomaly of existing

GNSS signals, nor does it originate from a GNSS satellite.

Obviously, high-powered interference with continental reach affecting
the GPS L1 band—the primary band used for global aviation, shipping, and
precise timing—is of serious concern. If deliberate, it portends a qualitative

escalation in GNSS interference.
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The effects of this interference are evident in public data from a network
of terrestrial reference stations operated by the International GNSS Service
(IGS) [34,74,81,96]. Most useful are data from a subset of IGS stations that
produce high-rate (1-Hz) GNSS observables. These data may be retrieved
from the Crustal Dynamics Data Information System archive, which is made
available through NASA’s archive of space geodesy data [103]. On scores of
occasions since 2019, all tracked signals on the GPS L1 frequency at IGS
reference stations across Europe, Greenland, and Canada simultaneously saw
a sudden brief drop in CNR. The onset of the disruption was synchronous
to within the 1-Hz sampling resolution, suggesting a single source per event.
The affected terrestrial receivers span a geographic area so large that no single
ground-based or aircraft-based source could reach them all; hence the space-

based origin hypothesis.

While CNR variations across a receiver network are a valuable metric
for space-based interference detection, it will be shown that they are not suffi-
ciently informative for unique source identification. By contrast, a source’s po-
sition and velocity can be instantaneously estimated using time- and frequency-
difference-of-arrival (T /FDOA) techniques if a spatially diverse network of four
or more ground stations simultaneously captures raw broadband samples in
the band affected by the interference. Moreover, by referencing a catalog of
satellite ephemerides (assuming the source satellite is listed), even two stations
are adequate to narrow the possibilities to a manageable few. An association

framework that fuses both CNR and TDOA measurements can then allow a
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unique identification, as will be shown.

This chapter makes six main contributions. First, it presents measure-
ment models and a detection framework for transient wide-area interference.
Second, it details the spatial, temporal, and spectral properties of multiple
wide-area GNSS outage events from the space-based interference source and
distinguishes these from a naturally occurring solar radio burst. Third, it
presents a basic satellite identification strategy to narrow the candidate satel-
lites and estimate the minimum satellite altitude at apogee. Fourth, it presents
an advanced satellite associate framework using the generalized likelihood ratio
test (GRLT) and applies the framework to a test scenario. Fifth, it presents a
framework for instantaneously identifying an interference satellite based on a
brief time history of TDOA measurements, and gives an error sensitivity anal-
ysis. Sixth, it combines IGS CNR data and raw wideband samples from two
additional receivers in Europe to confidently identify the source, which is re-
vealed to be a small constellation of Russian satellites in Molniya (“lightning”)

orbits.

Compared to the preliminary conference version of this chapter in [31],
contributions two and three are extended and contributions four, five, and six

are novel.

4.2 Measurement Models and Detection

The IGS reference station network collects and provides observables in

the Receiver Independent Exchange Format (RINEX) [74]. These GPS-time-
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tagged observables include carrier phase, pseudorange, Doppler, and CNR
measurements for each tracked GNSS satellite. CNR observables from GPS
L1 C/A signals at stations providing high-rate (1-Hz) GNSS observables are

the focus of the following analysis.

4.2.1 Measurement Models

Let J be the set of all relevant terrestrial reference stations (primarily
IGS stations), and let g be the set of all unique GNSS signals that can be
tracked by such stations at a given center frequency (e.g., the GPS L1 fre-
quency). By way of notation, let |J| denote the cardinality of J, and similarly
for all other sets. For station ¢ € J and signal j € J, let CNR;; denote the true

CNR, expressed as

CNR,; = P — N (dB-Hz) (4.1)

P =P+ G (07,07) + Gr(65.6%) + Li; ~ (ABW)  (4.2)

where Pf is the received power (dBW), N is the thermal noise density
(ABW/Hz), P} is the transmit power (ABW), G% is the transmitter antenna’s
gain function (dB), G is the receiver antenna’s gain function (dB), 6§ and
9313 are the off-boresight angles at the receiver and transmitter, gbg and ¢iTj are

the azimuth angles at the receiver and transmitter, and L;; is the path loss

(dB), defined as

A

ij
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where A is the carrier wavelength and p;; is the range to the satellite transmit-
ting signal j. The noise power density N¢ also includes the effects of multi-
access interference from GNSS signals other than the jth one on the same

frequency.

CNR becomes the carrier-to-interference-and-noise ratio (CINR) when
there is at least one interference signal present. This chapter assumes a single
interference signal and source at each epoch. Let CINR;; denote the true CINR

for i € J and j € J, expressed as
CINR,; = PiJ — 101og10<Ng + ig) (dB-Hz) (4.4)

where N} is the linear unit equivalent of the noise power density N;, satisfying
Ni = 10log,o(N), and I¢ is the linear unit equivalent of the interference
power density I} (ABW/Hz), satisfying I} = 10log,,(I). Following [65], let
I'(t) be the interference component of the product between the received signal
(including the interference and thermal noise) and the local replica of the
desired signal, and let Si(f) be its power spectral density (PSD, dBW/Hz).
Then I} may be defined as

I} = Sj(0)  (dBW/Hz) (4.5)

If S'Zc(f) is the PSD of the local replica signal’s spreading code, and S'};I(f) is
the PSD of the received interference signal—both in linear units—and ffD is
the receiver’s estimate of the desired signal’s apparent Doppler frequency (Hz),

then Si(f), the linear unit equivalent of Si(f), is formed by the convolution

Si(f) = Se(f)* S, (f + fb) (4.6)
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Similar to (4.2), let P denote the received interference signal’s power at the

1th station, given by

where P is the transmitted interference power and Gy is the interference source
antenna’s gain function. The arguments of Gy and G%, and the quantity L;
are as before except that they apply to the interference source rather than to

the jth GNSS signal.

At the kth time epoch, the receiver at the ith station reports the mea-
surement z;;[k], which is either the measured CNR;; under nominal operating
conditions (the null hypothesis Hy), or is the measured CINR;; under interfer-
ence (the alternate hypothesis H;), for all j € J. The reported measurement

2;j[k] is modeled under Hy and H; as

Hy: z[k] = CINRy[K] + wy[K] (4.9)

2

#;) is zero-mean additive white Gaussian noise (AWGN)

where w;; ~ N(0, o
that models measurement error due to thermal noise, atmospheric effects, mul-

tipath, and other minor effects.

4.2.2 Detection

Determining whether transient interference is present or not at each

station, and across a network of stations, is an exercise in detection theory.
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The problem is to identify an interference event that typically persists for 3
to 5 seconds. Detection techniques from the nascent transient change detec-
tion literature are well suited to this problem [35,53,99]. During a transient
interference event, the measurement z;;[k| transitions from Hy to H;—due to
a sudden injection of I§—and then back to Hy as the event concludes. An
optimal transient change detector, such as proposed in [53], is matched to
the interference-induced pattern in z;;[k]. But in cases like the present one
in which the interference interval is unknown a priori, no optimal solution
is available. [35] recommend a windowed solution, and derive certain perfor-
mance bounds. The current chapter approximates the windowed solution with
a simple differencing technique that is more amenable to analysis and becomes

optimal for single-epoch change durations [99].

Let Tax be the maximum duration of the transient event, and At
be the measurement epoch (At = 1 second in the current context). Set
| = [Thmax/At] +1 € N as the detector’s index stride. Then for the kth
time-epoch, ith station, and jth tracked GNSS signal, let the signal-specific

detection statistic be given by
&ijlk] = 5(zilk + 1] — 2245 [K] + 25k — 1]) (4.10)
Under Hy and Hy, &;[k| takes on distributions

Hy: &lk] ~N(O, 202) (4.11)

v

Hy:o &lk] ~ N, S07) (4.12)

v
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where the mean p; is

N Ti
ui:]01q§0< (}; 0) (dB) (4.13)

0

and can be calculated if all relevant parameters are known.

Let J;[k] C J be the set of GNSS signals tracked by station i at epoch
k. Then the station-specific interference detection statistic A;[k] is the across-

signal average of &;[k]:

1
- gy 6 e

The distribution of A;[k] under Hy and H; is

Hy: Ag[k] ~N(0, o) (4.15)

2

The quantity p; amounts to the average drop in observed CNR at the ith
station due to the interference event, in dB. In practice, the parameters that
contribute to I{ are unknown a priori, leaving 1; unknown. But because I} > 0,
it follows that p; > 0, which allows it to be cancelled from each site’s detection

statistic, making a test based on (4.14) uniformly most powerful [132]. The

value ¢? can be estimated at the ith station using historical data, and from
this estimate a detection threshold v; can be calculated for a constant false

alarm rate (CFAR). The hypothesis test for the ith station then becomes

Aik] Z v (4.17)
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Figure 4.1: The distributions of A; under Hy (no interference present) for
stations METG (i = 1) and MATE (i = 2).

Null-hypothesis (Hy) detection statistic distributions from a day’s worth
of data for two stations, METG and MATE, are shown in Fig. 4.1. Both ap-

pear to be zero mean and approximately Gaussian distributed. The modest

2

difference in o; can be attributed to local noise, different receivers and anten-

nas, and quantization of the reported CNR.

The remainder of this section focuses on day 160 of year 2021. Fig. 4.2
shows the time history of {z;} and {A;} over a 15-minute interval for three
stations with [ = 3, amounting to a 3-second stride at the 1-Hz measurement
rate. The dashed red lines in the right plots indicate the detection thresholds
corresponding to a 10~* probability of false alarm. Around the 700-second
mark, interference is detected simultaneously at all three stations. While in-
dividual interference detections are not uncommon because reference stations
occasionally experience local interference, time alignment of an interference
event across geographically distant sites in Finland, Italy, and Greenland is
noteworthy. Moreover, the interference exhibits the same characteristic sig-
nature at each location: a CNR drop lasting approximately 3 seconds. This

suggests that all three stations were affected by a common interference source.
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Figure 4.2: Reported CNR (left) and the detection statistic A; (right) for IGS
stations METG (¢ = 1, Finland), MATE (: = 2, Italy), and THU2 (i = 3,
Greenland) over a 15-minute interval on day 160 of year 2021. The dashed red
line is the detection threshold with a 10~* probability of false alarm.

The detection test was conducted continuously across stations span-
ning Europe, Greenland, and Canada on day 160 of 2021. Fig. 4.3 shows
the number of stations registering detections during this period with a 10~*
probability of false alarm. A lower-power interference event was detected by
21 stations, followed by a more powerful event detected by 58 stations. The
stronger event corresponds to the 700-second mark shown in Fig. 4.2. The
recorded CNR observables at each station align with the patterns depicted in
Fig. 4.2, providing further evidence that these stations were affected by the

same interference source. A heat map showing the spatial distribution of the
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Figure 4.3: The number of stations that detected interference during day 160 of
year 2021. The expanded view on the right shows a lower-power event detected
by 21 stations, followed by a higher-power event detected by 58 stations.
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Figure 4.4: Heat map of the test statistic (in dB) at triggering stations for the
lower-power event (left) and the higher-power event (right). The drop in GPS
L1 C/A CNR during the more powerful interference event was as large as 6
dB, centered near the Baltic region.

CNR reduction is presented in Fig. 4.4. During the more powerful event, the
tracked CNR of GPS L1 C/A signals exhibited drops as large as 6 dB, while

the weaker event produced drops up to 1.5 dB.

4.3 Interference Properties

This section details the transient space-based interference’s temporal,

spatial, and spectral properties over the seven-year period from January 2019
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to April 2026. For comparison, it also presents data from a naturally occurring

solar radio burst.

4.3.1 Temporal Patterns

High-rate (1-Hz) data from 165 reference stations collected over the
seven-year period were retrieved and analyzed. The detection hypothesis test
described earlier was applied to every station on an epoch-by-epoch basis from
January 1, 2019 to May 4, 2026. If interference was detected simultaneously
at several stations, then an event detection was declared. A total of 75 days
were identified with at least one wide-area transient GNSS interference event
on the GPS L1 frequency during which at least one station experienced a
CNR drop of 5 dB or greater. The annual number of such occurrences is
summarized in Table 4.1. The earliest detection of a significant transient wide-
area interference event within this period occurred in October 2019. Fig. 4.5
presents a histogram showing the distribution of high-power interference events
by day of the week and hour of the week. Notably, these predominantly
occurred during business days and business hours (UTC time), which suggests
human involvement: a purely random phenomenon would tend to exhibit a

temporally uniform distribution.

There were an 47 additional days with weaker widespread transient
interference events. On these days, the largest CNR drop did not exceed
5 dB. If these days are included in Fig. 4.5, the distributions shown do not

change appreciably. The weaker interference events are left out of this chapter’s
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Table 4.1: The number of days per year that saw at least one wide-area tran-
sient GNSS interference event on the GPS L1 frequency with at least one
station suffering a drop of 5 dB or greater.

2019 2020 2021 2022 2023 2024 2025 2026 | Total
Count | 8 17 5 7 15 9 12 2 | 7

40
4—330,
%20*

Q
10 -

Sun Mon Tue Wed Thu  Fri Sat
Day of the Week Hour of the Day (UTC)

Figure 4.5: Distribution of the day of the week and hour of day (with respect
to UTC) during which interference events with at least one station suffering a
drop of 5 dB or greater occurred. Clearly, the high-power interference events
typically occur during business days and business hours.

analysis to avoid false alarms at the periphery of the affected area.

Fig. 4.6 presents the number of daily detections across three additional
example days. Unlike the case in Fig. 4.3, which shows a single high-power
interference event, some days experienced multiple high-power events. No-
tably, day 146 of 2021 exhibited an interference signature similar to that of
day 160 of the same year, with a low-power burst followed by a high-power
burst. This happened twice on day 146, with the strong interference events
being separated by approximately 32.6 minutes. The time delay between the
low-power and high-power burst was 317 seconds on day 160, and 115 seconds
for both events on day 146. This signature was observed on several other days.
Day 204 of 2020 and day 014 of year 2025 recorded numerous high-power in-

terference bursts. The timing of the bursts within a single day is typically
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Figure 4.6: The number of stations that detected interference during three
different days. Interference events can occur several times a day. The left
column shows the entire day, while the right column is an expanded sub-
interval.

periodic, with large bursts often spaced by an integer multiple of 150 seconds.
The daily temporal patterns shown here of the high-power interference bursts

are broadly representative of the phenomenon across all 75 days.

4.3.2 Spatial Patterns

Across all 75 days on which high-power events occurred, GNSS receivers
in Europe were the most affected, with the Baltic region consistently experi-
encing the largest CNR drops. Fig. 4.7 shows example heat maps from day 146
of 2021 and day 014 of 2025. On day 146, two high-power interference events
occurred, both producing nearly identical spatial patterns. Day 014 of 2025

also saw multiple high-power bursts, all with consistent patterns matching the
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Figure 4.7: Detection statistic heat maps, in dB, for day 146 of year 2021 and
day 014 of year 2025. GNSS receivers in the Baltic region are impacted most,
which is generally representative of nearly all of the interference events.

0

example shown. The largest CNR drop across all events was 10 dB recorded at
the LAMA station in Poland in 2025. Notably, during wide-area interference

events in Europe, no similar disruptions were detected elsewhere in the world.

Although the overwhelming majority of interference events saw re-
ceivers in the Baltic region impacted most, day 204 of 2020 exhibited a distinct
interference pattern compared to other days. On this day, there was progres-
sive movement in the geographic center of interference over multiple events,

starting in the Baltic Sea and then moving into Germany and on to the Norwe-
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gian Sea, all over a 20-minute interval [31]. This deviation may be attributed
to satellite motion, to a change in the interference source’s beam pointing

vector, or to multiple active satellite sources.

4.3.3 Spectral Properties

Spectral data were collected using a u-blox F9P GNSS receiver con-
nected to a Trimble GNSS antenna installed in Gdynia, Poland, operating as
an experimental radio frequency interference (RFI) monitoring station. Direct
estimation of the absolute received interference power at the antenna reference
point is not possible because of the unknown loss between the antenna and the
receiver front end. Accordingly, the analysis here focuses on relative compar-
isons of the PSD across interference events and against interference-free base-
line conditions. The u-blox receiver provides uncalibrated 1-Hz spectral obser-
vations through the “SPAN” message. Although SPAN output measurements
are dimensionless, they are nonetheless suitable for comparative analysis. In
previous work, a methodology was developed to transform these uncalibrated

SPAN observations into a spectrally adjusted power density metric [83].

Fig. 4.8 presents the raw SPAN spectral output under nominal (RFI-
free) conditions (black line) and during 48 strong interference events from 2024
to 2025. The interference spectrum exhibits a consistent spectral shape across
all recorded events on days for which data are available. The interference peak
is centered at 1577.5 MHz, about 2 MHz above the GPS L1 center frequency
of 1575.42 MHz, and has an approximate bandwidth of 5 MHz.
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Figure 4.8: Uncalibrated average PSD near the GPS L1 band during nomi-
nal operation (thick black line) and 1-Hz PSD estimates during 48 transient
interference events, as recorded in Gdynia, Poland.

In addition to tracked GPS L1 C/A signals, tracked Galileo E1 and
BeiDou B1C/B1A signals also exhibited a concurrent drop in CNR during
interference events. The magnitude of the decrease at each station closely
matched the drop of the GPS L1 C/A signals, which might be expected because
they share the same center frequency. The drop in CNR is not identical because
the GPS, Galileo, and BeiDou spreading codes each have a different PSD 5&( f)
which, as shown in (4.6), leads to a different interference component PSD Si(f)

and ultimately to a different interference power density I}.

During strong 1577.5-MHz-centered interference events, a small but
noticeable drop in CNR is also observed on tracked BeiDou B1I signals, which
are centered at 1561.098 MHz. This is a puzzling because the interference
spectrum shown in Fig. 4.8 has no spectral overlap with the BeiDou B11 signal,
from which it follows that I} = S¥(0) = 0. Apparently, the method by which

receivers in the IGS network estimate the noise floor N that they use to report
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Figure 4.9: Power spectrum derived from raw wideband samples captured in
Amsterdam, Netherlands, during an interference event on February 11, 2026.
An initial burst of interference at 1577.5 MHz was followed by a burst at 1558.5
MHz.

CNR values is somewhat sensitive to interference near L1.

Occasionally, an initial CNR drop and recovery in tracked GPS L1 C/A
signals was followed by an equal-magnitude CNR drop and recovery in tracked
BeiDou BI1I signals. This pattern was observed on 15 of the 75 days, the first
in June 2020. This indicates that the interference source can generate signals
at 1577.5 MHz and near 1561.098 MHz. Fig. 4.8 only shows the interference
centered at 1577.5 MHz, but Fig. 4.9, which shows PSDs derived from raw
wideband samples captured in February 2026 by a receiver in the Netherlands
clearly shows both interference bands, with the lower band centered at 1558.5
MHz. Interestingly, these two interference bands never appear to be active at

the same time.

No wide-area transient interference has yet been observed near the GPS

L2 or L5 bands.
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4.3.4 Comparison with Solar Radio Burst

It is worth noting that naturally occurring phenomena can also cause
significant CNR reduction over a large geographic area. [18,19] examined the
impact of intense solar radio bursts on tracked GNSS signals using observa-
tional data from the IGS network during solar events in the mid 2000s. It was
demonstrated that solar radio bursts can cause CNR degradation by as much
as 25 dB across the sunlit side of Earth. But solar radio bursts are qualita-
tively different from the transient interference studied in this chapter: They
are typically broadband, evolve more slowly than the rapid onset observed
in Fig. 4.3, and the associated CNR reduction typically persists for a longer

duration.

On November 11, 2025, a strong solar flare occurred with a magnitude
of X5.1, causing a geomagnetic storm on Earth reaching category G4 (“severe”)
[40]. IGS stations positioned on the sunlit side of Earth experienced drops
in CNR on all GNSS frequencies. Fig. 4.10 shows the CNR time history of
tracked GPS L1, L2, and L5 signals from the SUTM reference station in South
Africa. Signals on L2 and L5 were degraded as much as 17 dB for hundreds
of seconds. The CNR of tracked signals at other IGS stations were degraded
in a similar manner. Fig. 4.10 shows the magnitude of the CNR drop on the
tracked L2 signals across the globe. Clearly, the effects of solar radio bursts
manifest differently in the IGS data compared to the transient phenomenon

studied here.
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Figure 4.10: Left: CNR time history of tracked GPS L1, L2, and L5 signals
produced by IGS station SUTM in South Africa during the solar radio burst
on November 11, 2025. Right: Heat map of maximum CNR degradation at
GPS L2 during the solar radio burst.

4.4 Elevation-Mask-Based Interference Source Identifi-

cation

A simple technique for winnowing the list of possible candidate satel-
lites causing interference is to determine which satellites were overhead the
affected region during a given interference event. Two-Line Elements (TLESs)
for publicly tracked orbiting objects can be obtained from space-track.org, a
database maintained by the United States Space Force to support spaceflight
safety. TLEs can be used to compute the approximate position of an object at
any time reasonably close to the TLE epoch. While the accuracy of these esti-
mates is roughly 1 km at epoch and degrades with the age of the TLE [80,97],

their precision is more than sufficient for a preliminary candidacy test.
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Let S be the set of all space objects with public TLEs, and J4 C J be
the set of all reference stations that detected a given interference event. The
elevation angle of satellite s € § as seen from the GNSS antenna at station
1 € Jq is denoted «;s. This can be calculated assuming an ellipsoidal model
for Earth such as WGS84. Assuming an elevation mask ayg, satellite s € § is

considered a valid candidate if «;s > o for all 7 € 4.

Under this framework, one can readily determine the minimum altitude
at apogee for candidate satellites. Let » € R?® be an arbitrary position in
Earth-centered, Earth-fixed (ECEF) coordinates, and «;(7) be its elevation
angle as seen from station ¢ € J4. The minimum-radius position r* satisfying
all elevation mask constraints may be found by solving

r* = argmin ||r|| such that a;(r) >y forall i€ Jq4 (4.18)

reR3
A solution, which is unique for ay > 0, can be obtained straightforwardly
using a numerical optimizer. The minimum satellite altitude at apogee is then

given by (* = ||7*|| — rg, where rg is Earth’s equatorial radius.

One can also construct the feasible region of satellite positions, which
corresponds to the intersection of all interior (ay > 0) or exterior (o < 0)
points of each reference station’s feasibility cone. In the special case of oy = 0,
feasible region construction becomes a nonlinear optimization problem with
linear constraints formulated by enforcing » € R3 to be above the tangent
plane at each reference station. The general case is similar but with nonlinear

constraints—those in (4.18).
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Table 4.2: The minimum altitude and number of satellites that satisfy various
elevation masks for the event on day 160 of 2021.

p -5°  -3° 0° 3° 5° 10°
¢* [km] 800 957 1,212 1,468 1,655 2,173
Number of valid satellites | 381 303 201 145 113 87

One might assume that the reference stations not detecting interference
could be used to further constrain the feasible region. However, this assump-
tion does not hold when the antenna gain pattern of the interference source is
unknown. For example, if the interference source is equipped with a narrow-
beam antenna, many reference stations may not observe the interference even

if the satellite satisfies the elevation mask constraint.

Fig. 4.11 illustrates the positions of all publicly tracked objects during
the high-power interference burst on day 160 of 2021. Its right figure shows
the subset of satellites satisfying ay = 0, excluding known debris and rocket
bodies. The interior of the quasi-conical red surface represents the feasible
region in which the interference satellite could have been located. Table 4.2
shows (* for various elevation mask angles for this event, as well as the number

of satellites that satisfy the elevation mask.

If one assumes that a single satellite is responsible for the observed
interference events, the list of candidate satellites can be further narrowed by
eliminating those that do not satisfy the elevation mask across multiple events.
As shown later, however, the single-satellite assumption does not hold for this

chapter’s transient interference.

120



Figure 4.11: Left: The position of all tracked objects during the high-power in-
terference burst on day 160 year 2021. Right: The position of all satellites that
satisfy a 0° elevation mask, excluding debris and rocket bodies. The feasible
region in which the interference source could have been positioned is interior
to the red surface. For reference, the colored spherical shell corresponds to
medium Earth orbit (20,000 km altitude).

4.5 Multi-Hypothesis CNR-Based Interference Source
Identification

This section develops a more rigorous CNR-based technique to associate
measurements to a satellite than the simple elevation-mask-based method of

the previous section.

4.5.1 Generalized Likelihood Ratio Test

A binary Neyman-Pearson hypothesis testing framework provides the
optimal test for simple cases in which the relevant probability density functions

under both the null (Hy) and alternative (H;) hypotheses are fully specified.
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The test is optimal in the sense of maximizing the probability of detection for
a fixed probability of false alarm. In real-world scenarios, however, some pa-
rameters are often unknown, resulting in composite tests. If the unknown pa-
rameters’ a prior: probability distributions are also unknown, then no known
optimal test exists [132]. Such conditions apply to this chapter’s attempt to
identify the source of space-based interference using received-power measure-

ments because parameters such as the source’s transmit power are unknown.

The Generalized Likelihood Ratio Test (GLRT) is often employed for
composite detection problems with unknown prior distributions. It amounts
to a two-step procedure. First, the unknown parameter vector @ is estimated
from the measurements z via maximum likelihood estimation under each hy-
pothesis. Second, these estimates are used to evaluate likelihoods as if they
were the correct values of & under the respective hypotheses [132]. In the
current context, the hypothesis test is M-ary rather than binary, with H, be-
ing the hypothesis that satellite s € § is the interference source. The vector
x, contains parameters assumed unknown a prior: that are used to model
the candidate satellite’s transmit power, antenna gain pattern, and pointing

direction (beam vector), or some subset of these.

4.5.2 Simulation Study

The performance of a multi-hypothesis satellite association technique
may be illustrated by a simulation study. This section’s study applies an M-ary

version of the GLRT not to the interference source identification problem itself
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but to a closely related problem: identifying which satellite is the source of a
GNSS signal whose CNR measurements are taken from a network of reference
stations. This related problem is chosen because (1) it yields insights pertinent
to the interference identification problem, and (2) the technique developed and
demonstrated in simulation can be tested on real-world CNR measurements
from the IGS network to demonstrate identification of a known source GNSS

satellite.

For the ith station and jth GNSS signal at epoch k, let z;;[k] be an
interference-free CNR measurement, modeled as in (4.8). The measurement
noise variance oy;[k] = f (A[k]) is modeled as a nonlinear function of the re-
ceived zenith angle, with o;; = 0.25 dB at zenith (6} [k] = 0) and 0;; = 1.25 dB
at the horizon (0§ [k] = 90°). Both receiver and transmitter antenna gain pat-
terns are modeled as azimuthally symmetric—G% (0, ¢) = G&(0), G%(0, ¢) =
G%(H)—Which is approximately true for both GNSS receiver and transmitter
antennas. Fig. 4.12 shows the assumed reference station locations (black dots)
and the position of an exemplar GNSS satellite for 16 time epochs spaced
by 15-minute intervals. It also shows the corresponding transmitter and re-
ceiver gain patterns. In this study, all transmitter antennas are nadir-pointing,
and all reference stations are assumed to utilize either Leica AR20 or AR25

antennas.

At epoch k, let J;[k] C J be the set of participating stations tracking the
jth GNSS signal, and 8.[k] be the set of candidate source satellites that have

all passed elevation mask vetting. Let the measurement vector z;[k| contain
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Figure 4.12: Simulation study setup. Left: The geometry of the true source
GNSS satellite over 16 epochs at 15-minute intervals, with terrestrial reference
stations shown as black dots. Right: Transmitter (top) and receiver (bottom)
gain patterns. The receiver gain patterns are from a model provided by the
manufacturer and verified empirically.

ordered CNR measurements of signal j € J from those receivers tracking the

signal at epoch k, i.e., measurements from the set {z;;[k| | ¢ € J;[k]}.

A GLRT-based association test is used to assess whether a candidate
satellite s € 8,[k] is consistent with z;[k] given varying degrees of prior knowl-
edge about the satellite’s transmitter. The unknown parameter vector x[k]
may include any combination of transmit power P;[k], beamwidth f,[k], and
beam vector v,[k] = [0,[k], &4[k]]T, where 0,[k] and ¢,[k] are the off-boresight
and azimuth angle relative to the nadir vector and a reference azimuth vec-

tor in the satellite frame. In the fully unknown case, x, includes all three
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parameters:

xs[k] = [Pu[k], Bslk], v, K] (4.19)

S

Under hypothesis Hy, satellite s € 8.[k]| is the source of signal j € J, in

which case the measurement vector z;[k| is distributed as
Hs : Zj[k?] ~ N(Ej[k,azs], Rj[k’,iﬂs]), S € Se[k'] (420)

Here, z;[k, x| is the vector of expected CNR measurements for signal j € J
emanating from satellite s € 8.[k|, and R;[k,x;] is a square diagonal matrix
with diagonal elements o7;[k] for i € J;[k], where the angle 04 [k], on which
Ufj(s) [k] depends, is calculated assuming signal j comes from satellite s.

This association problem amounts to a multi-hypothesis composite gen-
eral Gaussian problem [132]. Hypotheses may be compared based on their
negative log likelihood function evaluated at the maximum-likelihood value

for the parameter vector x4, which, for the model in (4.20), leads to a cost

function of the form

Tk @t) = (k] — 21k, @) (Rylb,@2)) ™ (25[4] - Z5(k, @), s € Selk]
(4.21)
where « is the value of , that minimizes J;[k, z;s]. Thus, for a,s € 8.[k], if
Jilk,xk] < Jj[k,x%], then H, is more likely than H,. Since 8.[k] is assumed
to include the true source for signal j, then for the case of hypotheses with
equally likely priors, the probability that H; is true is given by [6]
P(s|2;[K]) |Rylk, at]| '/ exp (=3 J;[k, a7])
> Rylk, x| exp(— 3 Ti[k, x))

a€8elk]

. sESJE]  (4.22)
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Based on this expression, one could choose the highest-probability satellite, or
the top N most probable, or all those for which P(s|z;[k]) exceeds a threshold.
Nearly equivalent to the latter approach, one may retain all s € 8,[k] for which
Jilk,x%] < v;[k] for a given threshold v;[k]. A principled choice for v;[k] can
be obtained by limiting the probability P(J;[k, x}] > v;[k]) to a specified size,
where u € 8, is the true source satellite. It is straightforward to show that if
x} is an accurate estimate then J;[k, )] is distributed as a chi-square random

variable with |J;[k]| degrees of freedom:
Jilk, ;] ~ X\Q:Jj[k” (4.23)

From this one can readily calculate v;[k| to ensure P(J;[k, )] > v;[k]) is below

a chosen value.

4.5.2.1 Simulation

1000 Monte Carlo trials were conducted at each time epoch depicted
in Fig. 4.12. A trajectory for GPS PRN 15 from February 2020 was chosen
for the true source satellite s. At each epoch, (1) a subset 8.[k] of candidate
satellites was generated by applying an elevation mask oy = 0; (2) the subset
J;|k] was determined for signal j; (3) the noise-free CNR;; at each reference
station ¢ € J;[k] was computed based on the true parameter vector &, under
the model (4.1); (4) a realization of the measurement z;;[k] was generated

according to (4.8) assuming o7;[k] = f(0[K]) for each i € I,[k].

Costs J;[k, x%] were calculated for all s € 8.[k], with , estimated under

five scenarios reflecting varying levels of a priori knowledge of the transmitter:
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(S1) all parameters known; (S2) unknown transmit power Ps; (S3) unknown P
and beam width f; (S4) unknown P, and beam vector v,; and (S5) unknown
P, Bs, and v,. The maximum likelihood (minimum cost) estimates ¥, and
v} were found via grid search, while P was taken as the mean of the elements

s

of the difference z;[k] — z;[k, &¥], with & = [P, =0, 8, v}T]".

4.5.2.2 Results and Discussion

Fig. 4.13 shows the number of satellites that, for at least 5% of the
Monte Carlo trials, were considered viable, i.e., had costs J;[k, %] below v;[k]
when P(J;[k, x| > v;[k]) was limited to under 107*. As shown, the analy-
sis was performed across various epochs, transmitter scenarios, and receiver
antenna types. The results reveal that the GLRT-based multi-hypothesis tech-
nique is far superior to multi-station elevation masking in narrowing the num-
ber of candidate satellites. When transmitter power, beamwidth, and beam
vector are known a priori, only the true satellite and a small number of oth-
ers are consistent with the data at any given epoch, as shown by the dark
blue trace along the bottom of both panels in Fig. 4.13. Even when none of
these parameters is known a priori and so they must be estimated from the
network data (green traces in Fig. 4.13), the method offers useful discrimina-
tion. But it is clear that, at the geometries arising during many of the epochs,
the CNR-based association method alone would not be sufficient for confident

single-epoch satellite identification when there are unknown parameters.

The two panels in Fig. 4.13 also show that the receiver antenna gain

127



P, —&—P, B3, v

Valid Satellites

o 2 4 6 8 10 12 14 16 0o 2 4 6 8 10 12 14 16
Epoch Number Epoch Number

Figure 4.13: The number of satellites that, for at least 5% of the Monte
Carlo trials, remained viable candidates after association testing with
P(J;lk,x%] > vj[k]) < 107®. The legends indicate which parameters are as-
sumed unknown. The number of satellites satisfying all elevation masks at
each epoch, |8.[k]|, is shown in light blue. All reference stations modeled with
Leica AR20 antennas (Left)or Leica AR25 antennas (right).

pattern substantially influences the test’s discrimination power. Specifically,
the Leica AR20 (left panel) exhibits a more pronounced variation in gain over
the zenith angle compared to the Leica AR25 (right panel), thereby enhancing
the sensitivity of measurements to changes in zenith angle and facilitating the

exclusion of false associations.

The impact of transmitter satellite geometry on correct association is
also evident. Note how the number of viable satellites increases when the true
satellite approaches the equator during the last few epochs. Fig. 4.14 offers
an explanation: Compared to epoch & = 1, which is far from the equator
and saw relatively few false associations, at epoch & = 16 many more satel-
lites are falsely associated because a whole band of geostationary satellites are
also consistent with the data when any transmitter parameters are unknown

a priori.
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Figure 4.14: Satellites that remained viable candidates on more than 5% of
Monte Carlo trials for epoch £k = 1 and epoch k£ = 16 when the reference
stations are modeled as using the Leica AR25 antenna. The legend gives
symbols for the true satellite and for valid candidates under scenarios with an
increasing number of unknown transmitter parameters.

4.5.3 GNSS Satellite Identification with Real CNR Data

The GNSS satellite identification technique developed here and demon-
strated by simulation was also tested using real CNR measurements taken from
reference stations in J. Let g, C J be the subset of GPS L1 C/A signals. Based
on historical data from each site ¢ € J and on the known azimuthally sym-
metric antenna gain pattern fo(@) and transmit power P% for j € Jg from a
select number of GPS satellites 8, C 8., empirical estimates of the combined

receiver antenna gain pattern and receiver noise floor

ro(0) = GR(0) — Ng (4.24)
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Figure 4.15: Normalized estimates of Gk, (6) for stations MEDI (Leica AR20,
i = 4) and NICO (Leica AR25, i = 5). The blue dots represent collected
values of CNR;; — GjT — L;j, while the red line indicates a weighted third-
order polynomial fit, which becomes Gg,(6), all normalized to Gg,(0) = 0.
As expected, measurement noise increases significantly as the elevation angle
decreases.

were obtained for all i € J across zenith angles 6 € [0, 90°], assuming azimuthal
symmetry. Accurate estimates of G%(G) for j € J; and s € 8, are available
in public documents [91], and corresponding estimates for PJ were obtained
by observation with a calibrated high-gain antenna. Normalized estimates of

to(0) for stations MEDI (Leica AR20) and NICO (Leica AR25) are shown
in Fig. 4.15.

The GLRT-based multi-hypothesis association test was then applied
based on measured CNR;; values for i € J and j € J, for s € §,, according to
(4.8) with o7, = £i(6). The site-specific function f; was determined by the
zenith-angle-dependent spread in the empirical data underlying each station’s
antenna model (e.g., the blue dots in Fig. 4.15). The method was tested
under full a priori knowledge of the transmit power, beamwidth, and beam
vector of s € 8, and under a case where the transmit power P; was unknown.
The results of this empirical study were qualitatively consistent with those

of the simulation study: the true s € 8, was often uniquely identifiable in
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a single epoch when its transmitter parameters were all known a priori, but
false associations increased in geometry-dependent ways when P, had to be

estimated from the data.

4.5.4 Implications for CINR-Based Interference Source Identifica-

tion

Based on CNR and CINR measurements alone, interference source iden-
tification is more challenging than GNSS satellite identification in two key re-
spects. First, the transmitter gain pattern may be wholly unknown, not just
unknown in beamwidth Sy as in the simulation study. Second, and more im-
portantly, the receiver antenna gain pattern G%(6) and noise floor N must be
known independently, rather than combined as in (4.24), because the model
for CINR;; given in (4.4) involves an isolated value of Né Yet it is not possi-
ble to independently estimate G () and N{ for i € J strictly from historical
CNR measurements because CNR is a linear combination of the two quanti-
ties, as evident in (4.1) and (4.2). Separate estimates of N§ can be obtained
for J, € J, the subset of reference stations for which an accurate antenna gain
pattern Gg(6) is available, e.g., one provided by the manufacturer. But the
authors of the current chapter found J, was limited to stations with Leica
AR20 or AR25 antennas. For all other stations (all i € J\ J,), either G% ()
was not available or the available model did not match the shape of the empir-
ically derived combined model G%,(#). (Note that, whereas the IGS provides
extremely accurate models of antenna phase center variation as a function of

0 and ¢ [84], it provides no such models for antenna gain.) Importantly, the
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geographic distribution of J, is not as extensive as that shown in Fig. 4.12,
leading to weaker observability of the unknown transmitter parameters, and

thus weaker discrimination of candidate satellites.

In view of these challenges, one can expect the current performance of
CNR-based multi-hypothesis association for interference source identification
to fall somewhere between the light blue and green curves shown in Fig. 4.13,
tending towards the light blue curve when the unknown parameters multiply.
It becomes clear that, to confidently identify a GNSS interference source, more
powerful techniques are required. Nonetheless, CNR-based multi-hypothesis
association could offer useful prior probabilities for other interference source
identification techniques if accurate gain patterns G%(6) were available for
more stations in J. Moreover, many stations provide CNR measurements only
as integer-quantized values. Reporting these measurements at a higher reso-

lution would significantly enhance measurement accuracy.

Assuming these desiderata for IGS stations will eventually be fulfilled,
the mapping from the GNSS satellite identification problem to the interference
source identification problem is briefly outlined. First, supposing that G%(6)
is known, and leveraging the known transmit gain pattern G% () and transmit
power PJ for j € J,, Ni is estimated from historical CNR data for all i € J
so that the models (4.4) and (4.9) can be applied. Then, assuming that at
epoch k there is an interference event, let J4[k] C J be the subset of stations
that detect the event, and let the vector z[k] contain ordered station-specific

detection statistics at epoch k, i.e., values from the set {A;[k] | i € Jq[k]}.
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For every satellite s € S[k] and for an assumed parameter vector x,, one can
develop a hypothesis model for z[k] like the one in (4.20) and find the subset
of S[k] consistent with z[k], just as with the GNSS satellite identification
problem. Let the resulting probabilities, analogous to P(s|z;[k]) in (4.22), be
denoted P(s|z[k]). The following section shows how these probabilities can

act as prior probabilities for a more powerful identification technique.

4.6 TDOA-Based Interference Source Identification

This section presents a satellite association framework based on TDOA
measurements, together with a TDOA analysis based on recently captured raw
in-phase and quadrature (IQ) samples from two spatially separated receivers

in Europe during a continent-scale interference event in February 2026.

4.6.1 TDOA Measurement Models

Consider two receivers at fixed locations g; and g in the ECEF ref-
erence frame. Let K = {1,..., K} be the set of TDOA measurement epochs
over an observation interval, 8, be the set of candidate satellites that satisty
elevation mask vetting for all & € X, and r[k] be the ECEF position of
satellite s € 8, at epoch k. For model simplicity, r;[k] is assumed to remain
constant over the signal’s time-of-flight for each measurement. Denoting by
pislk] = ||g; — rs[k]|| the range between receiver i € {1,2} and satellite s € 8,
the modeled TDOA for s is the range difference between the two receivers:

Uslk] = paslk] — p1s[k]. Assume that u € 8, is the true interference source.
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Then the actual TDOA measurement is modeled as
ylk] = gulk] + wlk], keX (4.25)

where the AWGN noise term w[k] ~ N(0,0?) accounts for the aggregate ef-
fects of thermal noise and quantization error from nearest-neighbor sampling.
Epoch-wise measurements are stacked as y = [y[1],...,y[K]]T, and modeled

values for s € 8, as g, = [ys[1],...,7s[K]]".

The location 74[k| of each s € 8. is not known exactly but can be
approximated with the public TLE data available for s. Let 74[k] be the
TLE-based orbit for s propagated to epoch k, and es be the error in #4[k],
with e; ~ N(0,Q). Modeling e, as constant is acceptable for observation
intervals limited to a few seconds as in the current case. It is assumed that e,
and w[k| are mutually independent for all s € 8, and k € K. The true satellite

location is related to 7s[k| and e, by

rok] = 7 k] +e;, s€8., keX (4.26)

The framework established in [80,97] can be leveraged to investigate
the effects of e; on the TDOA measurement. Let the range Jacobian of the

ith receiver with respect to r4[k] be given by

_OpulH _ (g =k
Or (k] g — r[K]||

Ii[k] ie{l1,2}; keX (4.27)

This is approximated as constant over the short observation interval: I';[k] =

I;[1], ¢ € {1,2}. The modeled TDOA for s € 8. can be approximated by
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retaining up to the linear terms in a Taylor series expansion of y;[k] about
7s[K]:
Yslk] = pas[k] — prs[K]
= [[(7s[k] + €s) — gol| = [[(7s[K] + €) — gul

= [175[k] = gl = [I7s[k] — gull + (T2 — T1)es

(4.28)

= Us[k] + s
One thus observes that the random ephemeris error e, manifests as a random
TDOA measurement bias n, = (I'y — I'y)e, over all k € X, with n, ~ N(0,02)
and 02 = (I'y — I'1)Q4(I'; — I'1)T. One may also lump into 7, any residual
time synchronization error between the reference stations, which, like e, can
be considered constant over K. Finally, let g, = [9.[1],...,7s[K]]" be the
TLE-based modeled TDOA vector for s € 8.

4.6.2 TDOA-Based Association Framework

Based on the foregoing measurement models, an association framework
can be developed with TLE-derived satellite positions. The objective is to
assess whether a candidate satellite s € 8, is consistent with the measurement
y. For each s, the elements of g, can be readily calculated as in (4.28). Let
1 be the all-ones vector of appropriate size, and let w = [w[1],..., w[K]|]T ~
N(0, R), with R = ¢%I. Then the TDOA measurement residual with respect

to the TLE-modeled satellite s is
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Note that if s = u, i.e., if s is the true satellite, then -, is zero mean. A cost
can be assigned to each satellite s € 8, under a Bayesian framework that treats
ns as an unknown random parameter to be estimated. This is similar to how
unknown transmitter parameters are treated in Section 4.5 except that 7, is
modeled as a random variable with a known prior distribution: 7, ~ N(0, o2).

The cost function follows from the negative log of the a posteriori probability

p(ns|y):

Ju0) = (e — 1) TR (7 — mi1) + (’7—) (4.30)

Os
For satellite s, the maximum a posteriori estimate of 7, is the value that

minimizes the cost: 7; = argmin, Js(7s). Under the true hypothesis H,, the

minimum cost is distributed as

Hy,:  Junl) ~ X% (4.31)

This distribution arises because the total number of independent measure-
ments is K + 1 (K from y and one from the prior constraint on 7,), but one

degree of freedom is lost to estimate 7, [6].

Thus, as in Section 4.5.4, the satellite identification problem reduces to
a multi-hypothesis association problem where comparisons between hypotheses
are made on the basis of a cost function. In fact, the two techniques can be
combined by taking the probability P(s|z) from Section 4.5.4 as the prior
probability for the TDOA-based identification problem. Then, since 8, is

assumed to include the true interference satellite, and approximating oy as
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equal for all s € 8., the probability that H is true is

eo(ALI)PEE)
S exp(—1J.(1) Plalz) -

a€8e

P(sly, z) =

(4.32)

Here, the vector z contains the ordered station-specific detection statistics for
those stations J4 that detect the interference event associated with the TDOA
measurement, i.e., values from the set {A; | i € J4}. As before, one can choose
the highest-probability satellite, or the top N most probable, or all those for
which P(s|y, z) exceeds a threshold.

4.6.3 A Wideband Raw-Signal Capture

On February 11, 2026, several wide-area transient GNSS interference
events occurred across Europe. Fig. 4.16 shows the CNR of the tracked GPS
L1 C/A and BeiDou B1I signals at the METG station in Finland for an interval
on this day during which two events occurred. For each event, the GPS L1 C/A
signals first dropped by 5 dB, then recovered, immediately following which the
BeiDou B1I signals experienced two cycles of 5 dB degradation and recovery.
The CNR drops of the BeiDou B1I signals persisted for ten seconds—more
than twice as long as the drops observed on the GPS L1 C/A signals. The
interference heat maps shown in Fig. 4.17 reveal a spatial pattern consistent

with previously observed interference events.

The remainder of this section analyzes contemporaneous raw 1Q sam-
ples captured by a receiver located in Amsterdam, Netherlands (R1), and one

located in Trondheim, Norway (R2). Rl employed a complex sampling rate
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Figure 4.16: CNR time history of tracked GPS L1 C/A (left) and BeiDou
B1I (right) signals at the IGS station METG in Finland. The GPS L1 C/A
signals are first affected by each interference event, followed by the BeiDou
B1I signals. The black line indicates the 2.3-second time-overlapped raw IQ
capture interval.
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Figure 4.17: Interference heat maps for day 42 of year 2026 from tracked GPS
L1 C/A (left) and BeiDou B1I (right) signals.

of 60 MHz, while R2 sampled at 75 MHz. Both captures were centered at
1585 MHz, utilized three-bit quantization, and were driven by high-stability
oven-controlled crystal oscillators (OCXOs). These receivers are part of the
Advanced RFI Detection, Analysis, and Alerting System, which focuses on
the capture and collection of GNSS interference signals [98,122]. The system

was developed under the European Space Agency Navigation, Innovation, and

Support Program (NAVISP).
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R1 captured the interference signals responsible for the spatial degra-
dation pattern shown in Fig. 4.17 and the power spectrum shown in Fig. 4.9.
The interference waveform that caused CNR drops on the GPS L.1 C/A signals
was centered at 1577.5 MHz, which is consistent with the interference observed
in Fig. 4.8. This signal exhibited cyclostationary properties, with repeating
structure every 12 us. The interference waveform that caused the CNR drops
on the BeiDou B1I signals was centered at 1558.5 MHz. It too exhibited cy-
clostationary properties, at first with repeating structure every 255.8 us, then

later at 292.9 us.

On February 11, 2026 at 05:36:30 UTC, R1 and R2 recorded 2.3 sec-
onds of time-overlapped raw IQ samples during the 1558.5-MHz-centered in-
terference event. Several GPS and Galileo signals were contained within the
captured bandwidth, which permitted processing and GPS time registration
to better than 30 ns using the GRID software-defined GNSS receiver [102,109].

4.6.4 TDOA Measurement and Method Validation

The IQ samples from the two receivers were synchronized in both
time and frequency and the samples from R1 were upsampled to 75-MHz
to match those of R2. To obtain the maximum likelihood estimates of TDOA
and frequency-difference of arrival (FDOA), the complex ambiguity function
(CAF) was computed [124]. The TDOA and FDOA values that maximize the
CAF magnitude correspond to the maximum likelihood estimates. The left

panel of Fig. 4.18 shows the magnitude of the normalized cross correlation
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Figure 4.18: Left: Example normalized cross correlation at the optimal FDOA.
Right: TDOA measurement time history.

C' at the optimal FDOA estimate (155 Hz) for a 50 ms integration interval.
Similar functions were repeatedly calculated every 50 ms over two seconds to
obtain the 40 TDOA measurements shown as a time history in the right panel
of Fig. 4.18. The TDOA measurements are magnitude-bounded by 4.25 ms,
which corresponds to the delay of a hypothetical light pulse traveling between
the two receivers. The first 0.3 seconds of the time-overlapped 1Q samples were
excluded because near-equal-magnitude cyclostationary peaks every 255.8 us
caused ambiguity in the CAF. Apparently, the interference signal was purely
periodic during this interval. After 0.3 seconds, significant repetition remained
present, but the CAF peak became unambiguous, as shown in the left panel

of Fig. 4.18.

To validate the TDOA measurement technique, TDOAs were measured
for each available GPS L1 C/A signal captured in the wideband data and
compared against the expected TDOA for the corresponding overhead GPS
satellite. Expected TDOA values were modeled using the true satellite posi-
tions as provided by IGS final ephemerides. Besides differential time-of-flight,

the model also accounted for tropospheric delay via the Saastamoinen model,
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ionospheric delay via the Klobuchar model, and ECEF frame rotation during
signal time of flight. The resulting measured and modeled TDOAs exhibited
excellent agreement, remaining within 15 ns of each other during the 2.3-second

overlapping interval of the wideband captures.

4.6.5 Satellite Association

The measurement vector y was formed from the time history shown in
Fig. 4.18. Values for the TDOA measurement noise variance o and for the
TLE-based position error variance (), were chosen as follows for all s € 8.
Because the interference signal has a high interference-to-noise ratio and a
bandwidth spanning several MHz, the TDOA estimation errors are dominated
by nearest-sample quantization error, the variance of which, denoted o2, can
be determined by calculating the variance of a uniform distribution with a
width of one sample, or 02 = 0.76% m? for 75-MHz sampling. Alternatively,
a conservative choice of 0% can be determined by selecting the width of half
a sample, 02 = 22 m? for 75-MHz sampling, which is an over-bound when
compared to o2 and more amenable to the developed Gaussian framework.

Thus, 0? = 22 m.

Position estimates derived from propagated TLEs typically exhibit kilometer-
level inaccuracies, which can escalate to 10 km under volatile orbital condi-
tions [133]. Error is typically concentrated in the along-track direction and
increases with the age of ephemeris. A conservative approach was taken to

over-bound the ephemeris position error. For all s € 8., the position covari-
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ance in ECEF was set to Q, = 100002/. The TLEs of satellites identified
as either “payload” or “unknown” within seven days of the interference event
were retrieved from space-track.org. For each satellite, the TLE with the epoch
nearest to the measurement time was used to calculate position. The set 8,
was composed of all satellites satisfying elevation angle masking with ay = 0

for all stations that detected the event.

For each satellite s € 8, the cost Js(n}) was computed. For a thresh-
old v chosen such that P(J,(n) > v) < 1073, only one satellite satisfied
Js(nt) < v: Cosmos 2546 (NORAD ID 45608). This is one of six Molniya-orbit
satellites that compose the Russian Edinaya Kosmicheskaya Sistema (EKS), an
early warning constellation. For Cosmos 2546, even assuming equally probable
priors P(s|z) = 1/|8,| for s € 8., the probability P(s|y, z) calculated accord-
ing to (4.32) for Cosmos 2546 was numerically indistinguishable from unity.
Cosmos 2546 also satisfied an oy = 35° elevation mask with respect to every
1 € Jq. This is consistent with its highly elliptical orbit, which positioned it far
above the northern Atlantic Ocean during the event captured by the wideband

data.

T/FDOA residuals for Cosmos 2546 are shown in Fig. 4.19. The es-
timated value of the TLE error was 17 = 188 m and the standard deviation
of the TDOA residuals was 1.2 m, indicating a highly plausible match. The
projected TDOA standard deviation due to TLE error was o4, = 370 m for
this satellite given the assumed ). The FDOA residuals shown in the right

panel of Fig. 4.19 also indicate tight consistency. FDOA measurements were
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Figure 4.19: TDOA (left) and FDOA (right) residuals for Cosmos 2546 (NO-
RAD ID 45608). The effects of nearest-sample quantization and Doppler
search quantization are evident in the respective plots.

not used for association but could easily be incorporated into an augmented

association framework.

4.6.6 Further Analysis and Discussion

When all space objects are considered, not only those in 8., one addi-
tional satellite satisfies Jg(n}) < v—one from SpaceX’s Starlink constellation.
But this satellite is not a viable candidate: during the interval of the TDOA
measurement it was located over the Pacific Ocean west of South America,
yielding elevation angles far below zero for all stations detecting the event.
One may conclude from these false associations that fusing TDOA-based as-
sociation with elevation angle considerations or CNR-based priors is necessary
for a confident unique association when data are limited to a single short

TDOA time history.

The TLE for Cosmos 2546 closest to the TDOA measurement time is
40 hours offset, which motivates further examination of its expected accuracy.
An analysis was performed based on the full historical archive of TLEs for

Cosmos 2546 since its launch in 2020. Let £ = {1,..., L} be the index set for
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this TLE archive, and let t; represent the epoch for the Ith TLE. Let 7(¢;)
denote the position of Cosmos 2546 based on the kth TLE but propagated
to the epoch of the I[th TLE. For all [ € £ and all & € £\ [, one may
assume that 7;(¢;) is more accurate than 7r4(t;). Let £, C £ be the set of
TLEs within a 60-hour window of ¢;, and let R, = {||rx(t;) — ri(t)|| | k € L.}
be the corresponding residual set. Statistical analysis of R = J,c, R; (after
outlier removal) revealed that the maximum per-dimension residual standard
deviation was below 4 km and occurred in the along-track direction. This value
represents an appropriate upper bound for Cosmos 2546’s a priori position
error and falls below 10 km, the determinant of () assumed in the association
framework. This methodology for gauging orbital accuracy mirrors established
techniques for verifying the accuracy of the IGS’s real-time service products

(49, 57).

Strictly speaking, identification of Cosmos 2546 as a source for the
transient wide-area interference holds only for the 1558.5 MHz interference
during the time of wideband IQ capture. But due to the time proximity with
the 1577.5 MHz interference, and to their similar time-domain and spatial
patterns, interference in the two bands around the time of the IQ capture

almost surely originated from the same satellite.

Two other assumptions should be acknowledged as underlying this
chapter’s results: (1) the TLEs for all interference sources are available on
space-track.org, and (2) neither Cosmos 2546 nor any satellite near the quasi-

hyperboloid surface defined by the TDOA measurement time history in Fig.
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4.18 maneuvered so significantly between its nearest TLE epoch and the TDOA
measurement as to alter the association findings. Both assumptions seem rea-
sonable. In fact, it was found that the TLE error standard deviation in @)
could be expanded from 10 km to 500 km before any additional satellites

became consistent with the TDOA data.

Note that Cosmos 2546 was launched in May 2020 and so cannot be
responsible for the interference events that occurred in 2019. Moreover, Cos-
mos 2546 was not over Europe during some interference events after May 2020.
But during all events on the 75 days shown in Table 4.1 there was at least one
EKS satellite above a 35° elevation angle with respect to every reference sta-
tion that observed the interference. Thus, it is highly probable that the EKS
constellation is collectively responsible for the wide-area transient GNSS in-

terference events noted since 2019.

4.7 Conclusion

This chapter presented a comprehensive analysis of a novel GNSS in-
terference phenomenon: wide-area transient interference from a space-based
source causing up to 10-dB GNSS degradation across Europe since 2019 in the
important L1 band. The interference’s spatial, temporal, and spectral prop-
erties were detailed. A framework was developed to detect events using 1-Hz
carrier-to-noise ratio observables from a network of 165 reference stations. A
total of 75 days were identified since 2019 on which at least one wide-area inter-

ference event occurred. Three techniques were developed to identify candidate
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source satellites: (1) a simple technique that finds all satellites satisfying a
given elevation mask (e.g., 0°) for each station detecting the interference; (2)
a more advanced technique based on each station’s detection statistic rather
than on a binary decision, and on estimation of unknown parameters such as
the interference transmit power; and (3) a technique based on time-difference-
of-arrival measurements made possible by capture of wideband (e.g., 60-MHz)
raw samples during an interference event. By a combination of these tech-
niques the satellite Cosmos 2546 (NORAD ID 45608) was identified with high
confidence as one source of the interference. Further analysis pointed to the
Russian Edinaya Kosmicheskaya Sistema, an early warning constellation to
which Cosmos 2546 belongs, as collectively responsible for the wide-area tran-

sient interference causing GNSS degradation across Europe since 2019.
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Chapter 5

Conclusions

This dissertation has established comprehensive frameworks for the de-
tection and geolocation of both terrestrial and space-based GNSS interference.
The developed theory has been implemented and validated through experimen-

tal and real-world data. This research enables safe and secure navigation for

GNSS users.

This dissertation’s first contribution presented a single-satellite, single-
pass technique for locating GNSS spoofers from LEO. The technique was val-
idated in a controlled experiment in partnership with Spire Global in which
a LEO-based receiver captured GNSS spoofing signals transmitted from a
ground station. An analytic expression for how actual transmitter clock in-
stability degrades the geolocation solution was derived. Finally, geolocation
positioning error as a function of worst-case spoofed clock behavior subject to

a constraint on probability of detection was investigated.

This dissertation’s second contribution explored two-step and direct
geolocation of terrestrial emitters from LEO. The full algorithms for two-step
and single-step direct geolocation were presented. It was demonstrated that

the direct approach is a powerful geolocation technique for low SNR signals
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during short captures with multiple emitters. This chapter also investigated
emitter geolocation in crowded signal environments and explored geolocating
cyclostationary signals. The relationship between the CAF domain and the
position domain was explored and shown to be mappings of each other. Finally,
this chapter demonstrated two-step and direct geolocation on raw intermediate
frequency samples recorded from Spire Global’s LEO constellation. Recent
real-world GNSS interference signals captured by two time-synchronized LEO
receivers over the Eastern Mediterranean were characterized and their emitters

geolocated.

This dissertation’s third contribution presented a comprehensive analy-
sis of a novel GNSS interference phenomenon: wide-area transient interference
from a space-based source causing up to 10-dB GNSS degradation across Eu-
rope since 2019 in the important L1 band. The interference’s spatial, temporal,
and spectral properties were detailed. A framework was developed to detect
events using 1-Hz carrier-to-noise ratio observables from a network of 165 ref-
erence stations. A total of 75 days were identified since 2019 on which at least
one wide-area interference event occurred. Three techniques were developed
to identify candidate source satellites: (1) a simple technique that finds all
satellites satisfying a given elevation mask (e.g., 0°) for each station detect-
ing the interference; (2) a more advanced technique based on each station’s
detection statistic rather than on a binary decision, and on estimation of un-
known parameters such as the interference transmit power; and (3) a technique

based on time-difference-of-arrival measurements made possible by capture of
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wideband (e.g., 60-MHz) raw samples during an interference event. By a com-
bination of these techniques the satellite Cosmos 2546 (NORAD ID 45608) was
identified with high confidence as one source of the interference. Further anal-
ysis pointed to the Russian Edinaya Kosmicheskaya Sistema, an early warning
constellation to which Cosmos 2546 belongs, as collectively responsible for

the wide-area transient interference causing GNSS degradation across Europe

since 2019.

Together, these contributions strengthen GNSS security by providing
the theory and experimental verification of GNSS interference detection and
geolocation algorithms across several platforms. These developed capabilities

can help protect the GNSS spectrum against harmful interference.
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